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For & financial institution that does
ot intend to disclose nonpublic
personal information about its
consumers or customers 10 nonaffiliated
third parties, the burden created by the
statute and implementing regulation is
that of preparing and distributing an
initial and annual notice of the
institution's privacy policies and
practices. The institution need not
provide an opt out notice or establish a
system for consumers to opt out. For
{nstitutions that do intend to make such
Jisclosures, they will do so only after
determining that the benefits of making
the disclosures of nonpublic personal
information outweigh the costs.
Accordingly, the regulation’s provisions
governing opt outs impose no net
burden on those institutions disclosing
nonpublic personal informaticn, The
final Tule makes a large number of
sipnificant changes to the requirements
governing initial and annual notices ihat
reduce burden while preserving the
consumer protections created hy the
statute.

' D. Unfunded Mandates Act of 1895

Section 202 of the Unfunded
Mandates Reform Act of 1985, 2 U.S.C.
1532 (Unfunded Mandates Act),
requires that ap agency prepare a
budgetary impact statement before
promulgating any rule likely to result in
a Federal mandate that may result in the
expenditure by State, local, and tribal
governments, in the aggregate, or by the
private sector, of $100 million or more
in any one year. If a budgetary impact
statement is required, section 205 of the
Unfunded Mandates Act also requires
the agency to identify and consider a
reasonable number of regulatory
alternatives before promulgating the
rule. However, an agency is not required
to assess the effects of its regulatory
actions on the private sector to the
extent that such regulations incorporate
requirements specifically set forth in
law. 2-U.8.C. 1531. Most of the rule’s
provisions are already mandated by the
applicable provisions in Title V of the
GLEB Act, which would become effective
and binding on the private sector even
without a regulatory promulgation.
Therefore, the OCC and OTS have
determined that this regulation will not
result in expenditures by State, local,
and tribal governments, in the aggregate,
or by the private sector, of $100 million
OT mOore in any one year. Accordingly,
the OCGC and OTS have not prepared a
budgetary impact statement ot
specifically addressed the regulatory
alternatives considered.

List of Subjects
12 CFH Part 40

Banks, banking, Consumer protection,
National banks, Privacy, Reporting and
recordkeeping requirements.

12 CFR Part 216

Banks, banking, Consumer protection,
Federal Reserve System, Foreign
banking, Holding companies,
Information, Privacy, Reporting and
recordkeeping requirements.

12 CFR Part 332

Banks, banking, Consumer protection,
Foreign banking, Privacy, Reporting and
recordkeeping requirements.

12 CFH Part 573

Consumer protection, Privacy,
Savings associations.

Office of the Comptroller of the
Currency

12 CFR Chapter 1

Authority and Issuance

For the reasons set out in the joint
preamble, the OCC amends chapter T of
title 12 of the Code of Federal
Regulations by adding a new part 40 to
read as follows:

PART 40—PRIVACY OF CONSUMER
FINANCIAL INFORMATION

Sec.

40.1 Purpose and scope.
40.2  Rule of construction.
40.3 Definitions.

Subpart A—Privacy and Opt Out Notices

40.4 Initial privacy nolice lo consumers
required.

405 Annual privacy notice to cusiomers
required.

40.6 Infarmation to be included in privacy
notices.

. 40,7 Form of opt out notice 1o CONSUMETS;

opt out methods.
40.8 Revised privacy natices.
40.9 Delivering privacy and opt oul notices.

Subpart B—Limits on Disclosures

4010 Limitation on diselosure of nonpublic
personal information to nonaffiliated
third parties.

40.11 Limits on redisclosure and reuse of
information.

40.12 Limits on sharing account nurnber
information for marketing purposes.

Subpart C—Exceptions

40,13 Exception 1o opt out requirements for
service providers and joint marketing.

4014 Exceptions to notice and opt out
requirements for processing and
servicing transactions.

40.15 Other exceptions to notice and opt
out requirements.

Subpart D—Relation 10 Other Laws:

Efiective Date

40.16 Protection of Fair Credit Reporn
Act,

4017 Relation to State laws.

40.18 FEffective date; transition mle.

Appendix A to Part 4n—Sample Clauses

Autharity: 12 U.S.C. 93a; 15 1.5.C. thn
seq.

§40.1 Purpose-and scope.

{a} Purpose. This part governs the
treatment of nonpublic personal
information about consumers by the
financial institutions listed in paragraph
(b) of this section. This part:

(1) Requires a financial institution to
provide notice Lo customers about its
privacy policies and practices;

(2) Describes the conditions under
which a financial institution may
disclose nonpublic personal information
about consumers to nonaffiliated third
parties; and

(3} Provides a method for consumers
10 prevent a financial institution from
disclosing that information to most
nonaffiliated third parties by “opting
out” of that disclosure, subject to the
exceptions in §§ 40.13, 40.14, and 40.15.

{b) Scope. (1) This part applies only
to nonpublic personal information about
individuals who obtain financial
products or services primarily for
personal, family, or household purposes
from the institutions listed below. This
part doaes not apply to information about
companies or about individuals who
obtain financial products or'services for
business, commercial, or agricultural
purposes. This part applies to United
States offices of entities for which the
Office of the Comptroller of the
Currency has primary supervisory
authority. They are referred to in this
part as “‘the bank.” These are national
banks, District of Columbia banks,
Federal branches and Federal agencies
of foreign banks, and any subsidiaries of
such entities except a broker or dealer
that is registered under the Securities
Exchange Act of 1934, a registered
investment adviser (with respect to the
investment advisory activities of the
adviser and activities incidental to those

- investment advisory activities), an

investment company registered under
the Investment Company Act of 1940,
an insurance company that is subject to
supervision by a State insurance
regulator (with respect to insurance
activities of the company and activities
incidental to those insurance activities},
and an entity that is subject to
regulation by the Comimeodity Futures
Trading Commission,

(2) Nothing in this part modifies,
limits, or supersedes the standards




35197

Federal Register /Vol.

65, No. 106 /Thursday, June 1, 2000/Rules and Regulations

governing individually identifiable
health information promulgated by the
Secretary of Health and Human Services
under the authority of sections 262 and
264 of the Health Insurance Portability
and Accountability Act of 1996 (42
U.5.C. 1320d-1320d-8).

§40.2 " Rule of construction.

' The examples in this part and the
sample clauses in appendix A of this

part are not éxclusive. Compliance with

an example or use of a sample clause,
to the extent applicable, constitutes
compliance with this part,

§40.3 Deflnitions,

As used in this part, unless the
context requires otherwise:

(a) Affiliate means any company that

. coatrols, is controlled by, or is under
common control with another company.

(b)(1} Clear and conspicuous means
that a notice is reasonably :
understandable and designed to call
attentien to the nature and significance
of the information in the notice.

{2} Examples. (1) Reasonabiy
understandable. A bank makes its
notice reasonably understandable if it

(A} Presents the information in the
notice in clear, concise sentences,
paragraphs, and sections; _

"(B) Uses short explanatory sentences
or bullet lists whenever possible;

{C) Uses definite, concrete, everyday
words and active voice whenever
possible; _

{D) Avoids multiple negatives;

{E)} Avoids legal and highly technical
business terminology whenever -
possible; and

" {F) Avoids explanations that are
imprecise and readily subject to.
different interpretations.

(ii) Designed to call attention. A bank
designs its notice to call attention to the
nature and significance of the

“information in it if the bank:

{A)-Uses a plain-language heading to
call attention to the notice: )

-(B) Uses a typeface and type size that

are easy to read;

{C) Provides wide margins and ample
line spacing;
(D} Uses boldface or italics for key
words; and
(E) In a form that combines the bank's
notice with other information, uses
distinctive type size, style, and graphic
* devices, such as shading or sidebars,
when you cumbine your notice with
other information,
(ili) Notices on web sites. If a bank
provides a notice vn a web page, the
bank designs its hotice to call attention
to the nature and significance of the
information in it if the bank uses text or
visual cues to encourage scrolling down

the page if necessary to view the entire
notice and ensure that other elements
on the web site (such as text, graphics,
hyperlinks, or soundj do not distract
attention from the notice, and the bank
either;

(A) Places the notice on a screen that
consumers frequently access, such as a
page on which transactions are
conducted; or .

{B) Places a link on a screen tha
consumers frequently access, such as a
page on which transactions are
conducted, that connects directly to the
notice and is labeled appropriately to
convey the importance, nature, and
relevance of the notice,

(c) Collect means to obtain
information that the bank organizes or
can retrieve by the name of an
individual or by identifying number,
symbol, or other identifying particular
assigned to the individual, irrespective
of the source of the underlying
information.

(d} Company means any corporation,
limited liability company, business
trust, general or limited partnership,
assoctation, or similar organization.

(e)(1) Consumer means an individual
whao obtains or has abtained a financial
product or.service from a bank that is
to be used primarily for personal,
family, or household purposes, or that
individual’s legal representative.

(2) Examples. (i} An individual who
applies to a bank for credit for personal,
family, ar household purposes’is a
consumer of a financial service,
regardless of whether the credit is
extended. - . :

(ii) An individual who provides
nonpublic personal information to a
bank in order to obtain a determination

about whether he or she may qualify for-

a loan to be used primarily for personal,
family, or household purposes isa
consumer of a financial service,
rogardless of whether the loan is
extended. -

{iii) An individual who provide
nenpublic personal information to a
bank in cennection with obtaining or
seeking to obtain financial, investment,
or economic advisory services is a
consumer regardless of whether the
bank establishes a continuing advisory
relationship.

(iv) If a bank holds ownership or
servicing rights to an individual’s loan
that is used primarily for personal,
family, or household purposes, the.
individual is the hank’s consumer, even
if the bank holds those rights in .-
conjunction with one or more other
institutions. {The individual is also a
consumer with respect to the other
financial institutions involved.) An
individual who has a loan in which a

bank has ownership or servicing rights

is the bank’s consumer, even if the bank,

or another institution with those rights,
hires an agent to collect on the loan.

{v) An individual who is a consumer
of another financial institution is not a
bank’s consumer solely hecause the
bank acts as agent for, or provides
processing or other services to, that
financial institution,

(vi}) An individual is not a'bank’s
consumer solely because he or she has
designated the bank as trustee for a
trust. .

{vii} An individual is not & bank’s
consumer solely because.he orshe is a
beneficiary of a trust for which the bank
is a trustee,

{viii) An individual is not a bank’s
consumer salely because he or she is a
participant or a beneficiary of an
employee benefit plan that the bank
sponsors or for which the bank acts as
a trustee or fiduciary. _

{f) Consumer reporting agency has the
same meaning as in section 603(f) of the
Fair Credit Reporting Act (15 U.S.C.
1681a(f)), : :

(g) Control of a company means:

(1) Ownership, control, or power to
vote 25 percent or more of the
outstanding shares of any class of voting
security of the company, directly or
indirectly, or acting through one or
more other persons;

{2) Control in any manner over the
election of a majority of the directors,
trustees, or general partners (or
individuals exercising similar functions)
of the company; or . :

(3) The power to exercise, directly or
indirectly, a controlling influence over

. the management or.policies of the
company, as the OCC determines..

(h) Customer means a consumer who
has a customer relationship with a bank.

(i1){1} Custemer relations ip means a-
continuing relationship betweena’
consumer and a bank under which the
bank provides one or more financial
products or services to the consumer
that are to be used primarily for =
personal, family, or household -

urposes, R

(2) Examples. (i) Continuing
redationship. A consumer has a .

~continuing relationship with a barik if-

the consumer:

(A) Has a deposit or investment )
account with the bank;

(B) Obtains a loan from the bank;-

(C) Has a loan for which you -own the
servicing rights; L

(D) Purchases an insurance product
from the bank; o

(E) Holds an investment product
through the bank, such as when the
bank acts as a custodian for securities or
for assets in an Individual Retirement
Arrangement; :
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{F) Enlers into an agreement or
understanding with the bank whereby
the bank undertakes to arrange or broker
a home morigage loan for the consumer;

{G) Enters into a lease of personal
property with the bank; or

(H) Obtains financial, investment, or
economic advisory services from the
hank for a fee.

(ii) No continuing relationship. A
consumer does not, however, have a
continuing relationship with a bank if:

{A) The consumer obtains a financial
product or service only in isolated
transactions, such as using the bank’s
ATM to withdraw cash from an account
at another {inancial institution or-
purchasing a cashier’s check or money
order;

(B) The bank sells the consumer’s
loan and does not retain the rights to
service that loan; or.

(C} The bank sells the consumer
airline tickets, travel insurance, or
traveler's checks in isolated
transactions,

(j) Federal functional regulator means:

{1) The Board of Governors of the
Federal Reserve System;

{2) The Office of the Comptroller of
the Currency;

(3) The Board of Directors of the
Federal Deposit Insurance Corporatien;

(4) The Director of the Office of Thrift
Supervision;

(5) The National Credit Union
Administration Board; and

(6) The Securities and Exchange
Commission.

(k)(1) Financial instifution means any
institution the business of which is
engaging in activities that are financial -
in nature or incidental to such financial
activities as described in section 4(k} of
the Bank Holding Company Act of 1956
(12 U.8.C. 1843(k)).

(2) Financial institufion does not
include:

(i) Any person or entity with respect
to any financial activity that is subject
to the jurisdiction of the Commodity
Futures Trading Commission under the
Commodity Exchange Act (7 U.S.C. 1 et
(ii) The Federal Agricultural Mortgage
Corporation or any entity chartered and
operating under the Farm Credit Act of
1971 {12 U.5.C. 2001 et seq.}; or

{iit) Institutions chartered by Congress
specifically to engage in securitizations,
secondary market sales (including sales
of servicing rights), or similar
transactions related to a transaction of a
consumer, as long as such institutions
do not sell or transfer nonpublic
personal information to a nonaffiliated
third party.

(1){1) Financial product or service

.means any product or service that a

financial holding company could offer
by engaging in an activity that is
financial in nature or incidental to such
a financial activity under section 4(k) of
the Bank Holding Company Act of 1956
{12 U.S.C. 1843(k)).

{2} Financial service includes a bank’s
evaluation or brokerage of information
that the bank collects in connection
with a request or an application from a
consumer for a financial praduct or
service.

(m){1) Nonaffiliated third party means
any person except:

(i) A bank’s af}]ﬂiate; or

(ii) A person employed juintly by a
bank and any company that is not the
bank’s affiliate (but nonaffiliated third
party includes the other company that
jointly employs the person).

(2) Nonaffiliated third party includes
any company that is an affiliate solely
by virtue of a bank’s {or its affiliate’s)
direct or indirect ownership or control
of the company in conducting merchant
banking or investmnent banking activities
of the type described in section
4(k}{4)(H) or insurance company -
investment activities of the type
described in section 4(k}{4}(I) of the -
Bank Holding Company Act of 1956 (12
U.8.C. 1843(k}(4)(H) and (1))

{n)(1) Nonpublic personal information
means: ’

{i) Personally identifiable financial
information; and

{ii) Any list, description, or other
grouping of consumers {and publicly
available information pertaining to
them) that is derived using any
personally identifiable financial
information that is not publicly
available.-

(2) Nonpublic personal information
does not include:

{i) Publicly available information,
except as included on a list described in
paragraph (n)(1){ii) of this section; or

(ii) Any list, description, or other
grouping of consumers (and publicly
available information pertaining to
them) that is derived without using.any
personally identifiable financial
information that is not publicly
available.

{3) Examples of lists. (i) Nonpublic
personal information includes any list
of individuals’ names and street
addresses that is derived in whole or in
part using personally identifiable
financial information that is not
publicly available, such as account
numbers.

(ii) Nonpublic personal information
does not include any list of individuals’
names and addresses that contains only
publicly available information, is not
derived in whole or in part using
personally identifiable financial

information that is not publicly
available, and is not disclosed in &
manner that indicates that any of th
individuals on the list is a consume: 1+
a financial institution.

(0)}(1) Personally identifiable finurcn:
information means any information:

{i) A consumer provides to a bank 1,
obtain a financial product or service
from the bank;

(ii) About a consumer resulting from
any transaction involving a financial
product or service between a bank and
4 consumer; or

(iii} The bank otherwise obtains abow
a consumer in connection with
providing a financial product ox service
to that consumer.

(2} Examples. (i) Information
included. Personally identifiable
financial information.includes:

{A) Information a consumer provides
to a bank on an application to obtain a
loan, credit card, or other financial
product or service;

{B) Account balance information,
payment history, overdraft history, and
credit or debit card purchase
information; _

(C) The fact that an individual is or
has been one of the bank's customers or
has obtained a financial product or
service from the bank;

(D) Any information about the bauk’s
consumer if it is disclosed in a manner
that indicates that the individual is or
has been the bank's consumer;

(E) Any information that a consumer
provides to a bank or that the bank or
its agent otherwise obtains in
connection with collecting on a loan or
servicing a loan;

(F) Any information the bank collects
through an Internet 'cookie” (an
information collecting device from a
web server); and

(G) Information from a consumer
report. :

li)ii] Information not included.
Personally identifiable financial
information does not include:

(A) A list of names and addresses of
customers of an entity that is not a
financial institution; and

(B) Information that dees not identify
a consumer, such as aggregate
information or blind data that does not
contain personal identifiers such as
account numbers, names, or addresses.

(p)(1) Publicly available information
means any information that a bank has
a reasonable basis to believe is lawtully
made available to the general public
from: :

{i) Federal, State, or local government
records;

(ii) Widely distributed media; or

{iii) Disclosures to the general public
that are required to be made by Federal.
State, or local law,
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(2) Reasonable basis. A bank has a
reasonable basis to believe that
information is lawfully made available
to the general public if the bank has
taken steps to determine:

{i) That the information is of the type
that is available to the general public;
and

(ii) Whether an individual can direct
that the informalion not be made
available to the general public and, if so,
that the bank’s consumer has not done
50,
(3) Examples. (i} Government records.
Publicly available information in
government records includes
information in government real estate
records and security interest filings.

{ii) Widely distributed media. Publicly
available information from widely
distributed media includes information
from a telephone book, a television or
radio program, a newspaper, or a web
site that is available to the general
public on an unrestricted basis. A web
site is not restricted merely because an
Internet service provider or a site
operator requires a fee or a password, so
long as access is available to the general

public.
(iii) Reasonable basis. (A) A bank has

a reasonable basis to believe that
mortgage information is lawfully made
available to the general public if the
bank has determined that the
information is of the type included on
the public record in the jurisdiction
where the mortgage would be recorded.

(B) A bank has a reasonable basis to
believe that an individual’s telephene
number is lawfully made available to
the general public if the bank has
located the telephone number in the
telephone book or the consumer has
informed you that the telephone number
is not unlisted.

Subpart A—Privacy and Opt Out
Notices

§40.4 Initial privacy notice to consumers
required.

(a) Initial notice requirement. A hank
must provide a clear and conspicuous
notice that accurately reflects its privacy
policies and practices io:

(1) Customer. An individual who
becomes the bank’s customer, not later
than when the bank establishes a
customer relationship, except as
provided in paragraph (e} of this
section; and ’

(2} Consumer. A consumer, before the
bank discloses any nonpublic personal
information about the consumer to any
nonaffiliated third party, if the bank
makes such a disclosure other than as

authorized by §§40.14 and 40.15.
(k) When initial notice fo a consumer

Is not required. A bauk is not required

to provide an initial notice to a
consumer under paragraph (a} of this
section if;

(1) The bank does not disclose any
nonpublic personal information about
the consumer to any nonaffiliated third
party, other than as authorized hy
§§40.14 and 40.15; and

{2) The bank does not have a customer
relationship with the consumer.

{c} When the bank establishes a
customer relationship. (1) General rule.
A bank establishes a custemer
relationship when it and the consurmer
enter into a continuing relationship.

(2) Special rule for loans, A ban
establishes a customer relationship with
a consumer when the bank originates a
loan to the consumer for personal,
family, or household purposes. If the
bank subsequently transfers the
servicing rights to that loan to another
financial institution, the customer -
relationship transfers with the servicing
rights, '

(3)(1) Examples of establishing
customer relationship. A bank
establishes a customer relationship
when the consumer:

{A) Opens a credit card account with
the bank; :

(B) Executes the contract to open a
deposit account with the bank, obtains
credit from the bank, or purchases
insurance from the bank;

{C) Agrees to obtain financial,
economic, or investment advisory
services from the bank for a fee; or

(D) Becomes the bank’s client for the
purpose of the bank’s providing credit
counseling or tax preparation services.

(ii) Examples of loan rule. A bank
establishes a customer relationship with
a consumer who obtains a loan for
personal, family, or household purposes
when the bank:

(A) Originates the loan to the
consumer; or ,

(B) Purchases the servicing rights to
the consumer's loan. ‘

{d) Existing customers, When an
oxisting customer obtains a new
financial product or service from a bank
that is to be used primarily for personal,
family, or household purposes, the bank
satisfies the initial notice requirements
of paragraph (a) of this section as
follows:

(1) The bank may provide a revised
privacy notice, under §40.8, that covers
the customer’s new financial product or
service; ar

(2} If the initial, revised, or annual
notice that the bank most recently
pravided to that customer was accurate
with respect to the new financial
product or service, the bank does not
need to provide a new privacy notice
under paragraph (a) of this section.

{e) Exceptions to allow subscipeo:
delivery of notice. (1) A bank nis
provide the initial notice required by
paragraph (a)(1) of this section withi «
reasonable time after the bank
establishes a customer relationship if;

(i) Establishing the customer
relationship is not at the custoner's
election; or

(ii} Providing notice not later than
wiien the bank establishes a customer
relationship would substantially delay
the customer’s transaction and the
customer agrees to receive the notice at
a later time.

(2) Examples of exceptions. (i} Not at
customer’s election. Establishing a
custoiner relationship is not at the
customer’s election if a bank acquires a
customer’s deposit liability or the
servicing rights to a customer’s loan
from another financial institution and
the customer does not have a choice
about the bank’s acquisition.

(ii) Substantial delay of customer’s
transaction. Providing notice not later
than when a bank establishes a
customer relationship would
substantially delay the customer’s
transaction when: )

(A} The bank and the individual agree
over the telephone to enter into a
customer relationship involving prompt
delivery of the financial product or
service; or

(B) The bank establishes a customer
relationship with an individual urider a
program authorized by Title IV of the
Higher Education Act of 1965 (20 U.S.C,

.1070 et seq.) or similar student Joan

programs where loan proceeds are
disbursed promptly without prior
communication between the bank and
the customer. :

(iii) No substantial delay of-
customer’s transaction. Providing notice
not later than when a bank establishes
a customer relationship would not
substantially delay the customer’s
transaction when the relationship is
initiated in person at the bank's office
or through other means by which the
customer may view the notice, such as
on a web site. -

{f) Delivery. When a bank is required

- to-deliver an initial privacy notice by

this section, the bank must deliver it
according to § 40.9. If the bank uses a
short-form initial notice for non-
customers according to § 40.6(d), the
biank may deliver its privacy notice
according to § 40.6(d)(3).

§40.5 Annual privacy notice to customers
required,

{a)(1) General rule. A bank must
provide a clear and conspicuous notice
to customers that accurately reflects its
privacy policies and practices not less
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than annually during the continuation
of the customer relationship. Annually
means at least once in any period of 12
consecutive months during which that
relationship exists. A bank may define
the 12-consecutive-month period, but
the bank must apply it to the customer
on a consistent basis.

{2) Example. A bank provides a notice
annually if it defines the 12-
consecutive-month period as a calendar
year and provides the annual notice to
ihe customer once in sach calendar year
following the calendar year in which the
hank provided the initial notice. For
example, if a customer opens an account
on any day of year 1, the bank must
provide an annual notice to that
customer by December 31 of year 2.

(b){1) Termination of customer
relationship. A bank is not required to
provide an annual notice to a former
customer.

(2) Examples. A bank’s customer
becomes a former customer when:

(i) In the case of a deposit account, the
account is inactive under-he bank’s
policies;

(i} In the-case of a closed-end loan,
the customer pays the loan in full, the
bank charges off the loan, or the bank
sells the koan without retaining
servicing rights;

(ii) In the case of a credit card
relationship or other open-end credit
relationship, the bank no longer:
provides any statements or notices to
‘the customer concerning that
relationship or the bank sells the credit
card receivables without retaining
servicing rights; or

{iv) The bank has not communicated
with the customer about the
relationship for a period of 12
consecutive months, other than to
provide annual privacy notices or
promotional material.

(c) Special rule for loans. lf a hank
does not have a customer relationship
with a consumer under the special rule
for loans in § 40.4(c}{2), then the bank
need not provide an annual notice to .
that consumer under this section.

(d) Delivery. When a bank is required
to deliver an annual privacy notice by
this section, the bank must deliver it
according to §40.9,

§40.6 Information to be included in
privacy notices.

(a) General rule. The initial, annual,
and revised privacy notices that a bank"
provides under §§40.4, 40.5, and 40.8
must include each of the following
items of information, in addition to any
other information the bank wishes to,
provide, that applies to the bank and to
the consumers to whom the bank sends
its privacy notice:

(1) The categories of nonpublic
persona) information that the bank
coltlects;

(2} The categories of nonpublic
personal information that the bank
discloses;

(3) The categories of affiliates and
nonaffiliated third parties to whom the
bank discloses nonpublic personal
information, other than those parties to
whom the bank discloses information
under §§ 40,14 and 40.15;

{4) The categories of nonpublic
persoual information about the bank’s
former customers that the bank
discloses and the categories of affiliates
and nonaffiliated third parties to whom
the bank discloses nonpublic personal
information about the bank's former
customers,.other than those partics to
whom the bank discloses information
under §§40.14 and 40.15; _

(5) If a bank discluses nonpublic
personal information to a nonaffiliated
third party under §40.13 {and no other
exception in §§40.14 or-40.15 applies to
that disclosure), a separate statement of
the categories of information the bank
discloses and the categories of third
parties with whom the bank has -
contracted;

(6} An explanation of the consumer's
right under § 40.10(a) to opt out of the
disclosure of nonpublic personal
information to nonaffiliated third
parties, including the method{s) by
which the consumer may exercise that
right at that time;

{7) Any disclosures that the bank
makes under section 603(d)(2){A)iii} of
the Fair Credit Reporting Act (15 U.5.C.
1681a(d)(2)(A)iii)) (that is, notices
regarding the ability to opt out of
disclosures of information among
affiliates);

{8) The bank’s policies and practices
with respect to protecting the
confidentiality and security of
nonpublic personal information; and

(9? Any crisclosure that the bank
makes under paragraph {b) of this
section. : :

(b} Description of nonaffiliated third
parties subject to exceptions. If a bank
discloses nonpublic personal
information to third parties as
authorized under §§40.14 and 40.15, ~
the bank is not required to list those
exceptions in the initial or annual
privacy notices required by §§ 40.4 and
40.5. When describing the categories
with respect to those parties, the bank
is required to state only that it makes
disclosures to other nonaffiliated third
parties as permitted by law.

(c) Examples. (1) Categories of
nonpublic personal information that the
bank collects. A bank satisfies the
requirement to categorize the nonpublic

personal information that it collects il 1
lists the following categories, as
applicable:

(i) Information from the consumer;

(i1) Information about the consumer's
transactions with the bank or its
affiliates; ,

{iii) Information about the consumer’s
transactions with nonaffiliated third
parties; and

(iv} Information from a consumer
reporting agency.

(2) Gaiegories of nonpublic personal
information the bank discloses. (i) A
bank satisfies the requirement to
categorize the nonpublic personal
information that it discloses if the bank
lists the categories described in
paragraph {e)(1) of this section, as
applicable, and a few examples to
illustrate the types of information in

- each category.

(ii) If a bank reserves the right to
disclose all of the nonpublic personal
information about consumers that it
collects, it may simply state that fact
without describing the categories or
examples of the nonpublic personal -

_information it discloses.- -~ - -

(3) Categories of affiliates an
nonaffiliated third parties to whom the
bank discloses. A bank satisfies the
requirement to categorize the affiliates
and nonaffiliated third parties to whom
it discloses nonpublic personal
information if the bank lists the
following categories, as applicable, and
a few examples to illustrate the types of
third parties in each category:

{i) Financial service providers; -

(ii) Non-financial companies; and

(iii} Others. :

{4) Disclosures under exception for
service providers and joint marketers: if
a bank discloses nonpublic personal
information under the exception in
§40.13 to a nonaffiliated third party to
market products or services that it offers
alone or jointly with another financial
institution, the bank satisfies the
disclosure requirement of paragraph :
(a)(5) of this.section if it: -

(i) Lists the categories of nonpublic
personal information it discloses, using
the same categories and examples the
bank used to meet the requirements of

- -paragraph (a)(2} of this section, as

applicable; and

(ii} States whether the third party is:

(A} A service provider that performs -
marketing services on the bank’s behalf
or on behalf of the bank and ancther
financial institution; or ‘ '

(B) A financial institution with whom
the bank has a joint marketing
agreement. :

(5) Simplified notices. 1f a bank does

. not disclose, and does not wish to

reserve the right to disclose, nonpublic
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wsonal information about customers or
rmer customers to affiliates or
maffiliated third parties except as
thorized under §§ 40.14 and 40.15,

e hank may simply state that fact, in
[dition to the information it must
nvide under paragraphs (a)(1], (a}(8),
)(9), and (b) of this section.

{6) Confidentiality and security. A

1tk describes its policies and practices
ith respect to protecting the
nfidentiality and security of

mpublic personal information if it

ies both of the following:

{i} Describes in general terms who is
thorized to have access to the
formation; and -

{ii) States whether the bank has
curity practices and procedures in
ace to ensure the confidentiality of the
formation in accordance with the
nk's policy. The bank is not required
describe tschnical information abont
2 safeguards it uses.

(d} Short-form initial notice with opt
t notice for non-customers, (1) A bank
1y satisfy the initial notice

Juirements in §§ 40.4(a)(2), 40.7(b),

d 40.7(c} for a consumer who is not
wustomer by providing a short-form
tial notice at the same time as the

nk delivers an opt out notice as
Juired in §40.7.

2] A short-form initial notice must:
‘i) Be clear and conspicuous;

ii) State that the bank’s privacy

tice is available upon request; and
iii) Explain a reasonable means by
iich the consumer may obtain that
tice.

‘3) The bank must deliver its short-

m initial notice according to § 40.9.

e bank is not required to deliver its
vacy notice with its short-form initial
tice. The bank instead may simply
syvide the consumer a reasonable

ians to obtain its privacy notice. If a
1sumer who receives the bank's short-
m notice requests the bank’s privacy
tice, the bank must deliver its privacy
tice according to §40.9.

4) Examples of obtaining privacy
tice. The bank provides a reasonable
ans by which 4 consumer may obtain
opy of its privacy notice if the bank:
i). Provides atoll-free telephone

mber that the consumer may call to
uest the notice; or

ii) For a consumer who conducts
siness in'person at the bank's office,
intain copies of the notice on hand

t the bank provides to the consumer
mediately upon request. _

€) Future disclosnres. The bank’s

jce may include:

1) Categories of nonpublic personal
ormation that the bank reserves the

bt to disclose in the future, but do not
tently disclose; and

(2) Categories of affiliates or
nonaffiliated third parties to whom the
bank reserves the right in the future to
disclose, but to whom the bank does not
currently disclose, nonpublic perscnal
information.

(f} Sample clauses. Sample clauses
illustrating some of the notice content
required by this section are incinded in
Appendix A of this part.

§40.7 Form of opt out notice to
consumers; opt out methods.

(a) (1} Form of opt out notice. If a bank
is required to provide an opt out notice
under § 40.10(a), it must provide a clear
and conspicuous notice to each of its
consumers that accurately explains the
right to opt out under that section. The
notice must state: S

{i} That the bank discloses or reserves
the right to disclose nonpublic personal
information about its consumer to a’
nonaffiliated third party;

{ii) That the consumer has the right to
opt out of that disclosure; and

(iii) A reasonable means by which the
consumer may exercise the opt out
right. : S
(2) Examples, (i) Adequate opt out
notice. A bank provides adequate notice
that the consumer can opt out of the
disclosure of nonpublic personal
information to a nonaffiliated- third
party if the bank: ‘

{A) Identifies all of the categories of
nonpublic personal information that it
discloses or reserves the right to
disclose, and all of the categories of
nonaffiliated third parties to which the

-bank discloses the information, as

described in § 40.6(a}{2) and (3), and
stales that the consumer can opt out of
the disclosure of that information; and

{B) Identifies the financial products or
services that the consumer obtains from
the bank, either singly or jointly, to
which the opt out direction would
apply. -

(ii) Reasonable opt out means. A bank
provides a reasonable means to exercise
an opt-out right if it: ‘

{A) Designates check-off hoxes in a
prominent position on the relevant
forms with the opt out notice;

(B) Includes a reply form together
with the opt out notice;

(C) Provides an electronic means to
opt out, such as a form that can be sent
via electronic mail or a process at the
bank’s web site, if the consumer agrees
to the electronic delivery of information;
or -
(D) Provides a toll-free telephone
number that consumers may call to opt
out. . ’

(i1} Unreasonable opt out means. A
bank does not pravide a reasonable
means of opting out if:

(A) The only means of opting out is
for the consumer to write his or her own
letter to exercise that opt out right; or

{B) The only means of opting out as
described in any notice subsequent to
the initial notice is to use a check-off
box that the bank provided with the
initial notice but did not include with
the subseguent notice.

(iv} Specific opt out means. A bank
may require each consumer to opt out
through a specific means, as long as that
means is reasonable for that consumer.

(b) Same form as initial notice '
permitted. A hank may provide the opt
out notice together with or on the same
written or electronic form as the initial
notice the bank provides in accordance
with § 40.4. o '

{c) Initial notice required when opt
ouf notice delivered subsequent to
initial notice. If a hank provides the opt
out notice later than required for the
initial notice in accordance with § 40.4,
the bank must also include a copy of the
initial notice with the opt out notice in_

_ writing or, if the consumer:agrees,

electronically. . .

(d) Joint relationships. (1) If two-or -,
more consumers jointly obtain a- .
financial product or service from a bank,
the bank may provide a single opt out
notice. The bank's opt out notice must
explain how the bank will treat an opt
out direction by a joint consumer (as
explained in paragraph (d)(5) of this
section). " o

(2) Any of the joint consumers may
exercise the right to opt out. The bank
may either: Lo

{i) Treat an opt out direction by a joint
consumer as applying to-all of the
associated joint consumers; or .

(ii) Permit each joint consumer to opt
out separately. o

{3) If a bank permits edch joint
consumer to apt out separately, the bank
must perinit one of the joint consumers
to opt out on behalf of all of the joint
CONSUMeTs. ‘

(4) A bank may not require all joint
consumers to opt out before it~ ~ '
implements any opt out direction.

(5) Example. If John and Mary havea
joint checking account with a bank and
arranges for the bank to send statements
to John’s address, the bank may do any
of the following, but it must explain in
its opt out notice which opt out policy
the bank will follow:

(i) Send a single opt out notice to
John’s address, but the bank must accept
an opt out direction from either John or
Mary. - : o

(ii) Treat an opt out direction by
either John or Mary as applying to the
entire account. If the bank does so and
John opts out, the bank may not require
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Mary to opt out as well before
implementing John's opt out directicn.
iii) Permit John and Mary to make
different opt out directions. If the bank

does so:

(A) It must permit John and Mary to
opt out for each other;

(B) If both opt out, the bank must
permit both of them to notify it ina
single response (such as on a form or
through a telepbone call); and

(C) If John opts out and Mary does
not, the bank may only disclose
nonpublic personal information about
Mary, but not about John and not about
John and Mary jointly.

(e) Time to comply with opt out. A
bank must comply with a consumer’s
opt out direction as soon as reasonably
practicable after the bank receives it.

{f} Continuing right to opt out. A
consurner may exercise the right to opt
out at any time.

{(g) Duration of consumer'’s opt out
direction. (1} A consumer’s direction to
opt out under this section is effective
until the consumer revokes it in writing
or, if the consumer agrees,
electronically.

(2) When a customer relationship
terminates, the customer's opt out
direction continues to apply to the
nonpublic personal information that the
bank callected during or related to that
relationship. If the individual
subsequently establishes a new
customer relationship with the bank, the
opt out direction that applied to the
former relationship does not apply to
the new relationship.

{h) Delivery. When a bank is required
to deliver an opt out notice by this
section, the bank must deliver it
according to §40.9.

§408 Revised privacy notices.

(a) General rule. Except as otherwise
authorized in this part, a bank must not,
directly or through any affiliate, disclose
any nonpuhlic personal information
about a consumer to a nonaffiliated
third party other than as described in
the initial notice that the bank provided
to that consumer under § 40.4, unless:

(1) The bank has provided to the
consurner & clear and conspicuous
revised notice that accurately describes
its palicies and practices;

{2) The bank has provided to the
consumer a new opt out notice;

(3) The bank has given the consumer
a reasonable opportunity, before the
bank discloses the information to the
nonaffiliated third party, to opt out of
the disclosure; and

(4) The consumer does not opt out.

{b) Examples. (1) Except as otherwise
permitted by §§40.13, 40,14, and 40.15,
a bank must provide a revised notice
before it:

(i} Discloses a new category of
nonpublic personal information to any
nonaftiliated third party;

{ii) Discloses nonpublic personal
informatjon to a new category of
nonaffiliated third party; or

(iii) Disclose nonpublic personal
information about a former customer to
a nonaffiliated third party, if that former
customer has not had the opportunity to
exercise an opt out right regarding that
disclosure,

(2) A revised notice is not required if
the bank discloses nonpublic personal
information to a new nonaffiliated third
party that the bank adequately described
in its prior notice.

{c) Delivery. When a bank is required
to deliver a revised privacy notice by
this section, the bank must deliver it
according to §40.9.

§40.9 Delivering privacy and opt out -
notices.

(a) How to provide notices. A bank
must provide any privacy notices and
opt out notices, including short-form
initial notices, that this-part requires so
that each consumer can reasonably be
expected Lo receive actual notice in
writing or, if the consumer agrees,
electronically. -

(b) (1} Examples of reasonable
expectation of actual notice. A bank
may reasonably expect that a consumer
will receive actual notice if the bank:

{i) Hand-delivers a printed copy of the
notice to the consumer;

(ii) Mails a printed copy of the notice
to the last known address of the
CONSUMer; - :

(iii) For the consumer who conducts
transactions electronically, posts the
notice on the electronic site and
requires the consumer to acknowledge
receipt of the notice as a necessary step
to obtaining a particular financial
product or service;

{iv) For an isolated transaction with
the consumer, such as an ATM
transaction, posts the notice on the
ATM screen and requires the consumer
to acknowledge receipt of the notice as
a necessary step to obtaining the
particular financial product or service.

(2) Examples of unreasonable
expectation of actual notice. A bank - -
may not, however, reasonably expect
that a conswmer will receive actual
notice of its privacy policies and
practices if it:

(i) Only posts a sign in its branch or
office or generally publish
advertisements of its privacy policies
and practices;

(ii} Sends the notice via electronic
mail to a consumer who does not obtain
a financial product or service from the
bank electronically.

(¢) Annual notices only. A bank i
reasonably expect that a customer will
receive actual notice of the bank’s
annual privacy notice if:

{1) The customer uses the bank's web
site to aceess financial products and
services electronically and agrees to
receive notices at the web site and the
bank posts its current privacy notice
continuously in a clear and conspicunus
manner on the web site; or

{2) The customer has requested that
the bank refrain from sending any
information regarding the customer
relationship, and the bank’s current
privacy notice remains available to the
customer upon request.

{d) Oral description of notice
insufficient. A bank may not provide
any notice required by this part solely
by orally explaining the notice, either in
person or over the telephone.

(e} Retention or accessibility of notice
for customers. (1) For customers only, &
bank must provide the initial notice
required by § 40.4{a)(1), the annual
notice required by § 40.5(a), and the
revised notice required by § 40.8 so that
the customer can retain them or obtain
them later in writing or, if the customer
agrees, electronically.

{2} Examples of retention or
accessibility. A bank provides a privacy
notice to the customer so that the
customer can retain it ar obtain it later
if the bank:

(i) Hand-delivers a printed copy of th
notice to the customer;

(ii) Mails a printed copy of the notice
to the last known address of the
customer; or S

(iii) Makes its current privacy notice
available on a web site (or a link to
another web site) for the customer who
ohtains a financial product or service
electronically and agrees to receive the
notice at the web site, ]

({) Joint notice with other financial
institutions. A bank may provide a join
notice from it and one or more of its
affiliates or other financial institutions,
as identified in the notice, as long as th
natice is accurate with respect to the
bank and the other institutions.

(g) Joint relationships. 1f two or more
consumers jointly obtain a financial
product or service from a hank, the bar
may satisfy the initial, annual, and
revised notice requirements of
§§ 40.4(a), 40.5(a), and 40.8(a),
respectively, by providing one notice
those consumers jointly.

Subpart B—Limits on D'isclosur_es

§40.30 Limits on disclosure of non-publi
personal information to nonaffiliated third
parties.

{a)(1) Conditions for disclosure.
Except as-otherwise authorized in this
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part, a bank may not, duecﬂy or through
any affiliate, disclose any nonpublic
personal information ahout a consumer
to a nonaffiliated third party unless:

{i) The bank has provided to the
consumer an initial notlce as required
under §40.4;

(ii) The bank has provided to the
consumer an opt out notice as required
in §40.7;

{iii) The bank has given the consumer
a reasonable opportunity, before it
discloses the information to the
nonaffiliated third party, to opt out of
the disclosure; and

(iv) The consumer does not opt out.

(2) Opt out definition. Opt out means
a direction by the consumer that the
bank not disclose nonpublic personal
information about that consumer to a
nonaffiliated third party, other than as
permitted by §5 40.13, 40.14, and 40.15.

(3) Examples of reasonable
opportunity to opt out. A bank provides
a consumer with a reasonable !
opporhunity to opt out if:

{i} By mail. The bank mails the notices
required in paragraph (a)(1) of this
section to the consumer and allows the
consumer to opt out by mailing a form,
calling a‘toll-free telephone number, or
any other reasonahle means within 30
days from the date the bank mailed the
notices.

{ii} By electronic means. A customer
opens an en-line account with a bank
and agrees to receive the notices
required in paragraph (a){1) of this
section electronically, and the bank
allows the customer to opt.cut by any
reasonable means within 30 days after
the date that the customer acknowledges
receipt of the notices in conjunction
with opening the account.

(iii) Isolated transaction with
consumer. For an isolated transaction,
such as the purchase of a cashier's
check by a consumer, a bank provides .
the consumer with a reasonable
opportunity to opt out if the bank
provides the notices required in
paragraph (a)(1} of this section at the
time of the transaction and requests that
the consumer decide, as a necessary part
of the transaction, whether to opt out
before completing the transaction.

{(b) Application of opt out to all

Z . consumers and all nonpublic personal

information. (1) A bank must comply
with this section, regardless of whether
the bank and the consumer have
established a customer relationship.

(2) Unless a bank compliss with this
section, the bank may not, directly or
through any affiliate, disclose any
nonpublic personal information about a
consumer that the bank has collected,
regardless of whether the bank collected

it before or after receiving the direction
to opt out from the consumer.

(c) Partial opt out. A bank may allow
a consumer to seiect certain nonpublic
personal information or certain
nonaffiliated third parties with respect
to which the consumer wishes to opt
out.

§40.11 Limits on redisclosure and reuse
of information.

(a)(1) Information the bank receives
under an exception. If a bank receives
nonpublic personal information from a
nonaffiliated financial institution under

an exception in §§ 40.14 or 40.15 of this.

part, the bank’s disclosure and use of
that information is limited as follows:

{i) The bank may disclose the
information to the affiliates of the
financial institution from which the
bank received the information;

(ii) The bank may disclose the
information to its affiliates, but the
bank’s affiliates may, in turn, disclose
and use'the information only to the
extent that the bank may disclose and
use the information; and

(iii} The bank may disclose and use
the information pursuant to an
exception in §§40.14 or 40.15 in the
ordinary course of business to carry out
the activity covered by the exception
under which the bank received the
information.

(2) Example. If ahank receives a
customer list from a nonaffiliated -
finaneial institution in order to provide
account processing services under the
exception in §-40.14{a), the bank may
disclose that information under any
exception in §§ 40.14 or 40.15 in the
ordinary course of business in order to
provide those services. For example, the
bank could disclose the information in
response to a properly-authorized
subpoena or to its attorneys,
accountants, and auditors. The bank
could not disclose that information to a
third party for marketing purposes or
use that information for its own
ma.rketmg purposes.

(b)(1) Information a bank receives
outside of an exception. If a bank
receives nonpublic personal information
from a nonaffiliated financial institution
other than under an exception in
§§40.14 or 40.15 of this part, the bank
may disclose the information only: . .

(i) To the afiiliates of the financial
institution from which the bank.
received the information;

(i1} To its affiliates, but its affiliates
may, in turn, disclose the information
only to the extent that the bank can
disclose the information; and

(iii} To any other person, if the
disclosure would be lawful if made
directly to that person by the financial

institution from which the bank
received the information.

(2) Example. 1f a bank obtains a
customer list from a nonaffiliated
financial institution outside of the
exceptions in §§ 40.14 and 40.15:

(i) The bank may use that list for its
own purposes; and

{i1} The bank may disclose that list to
another noneffiliated third party only if
the financial institution from which the
bank purchased the list could have
lawfully disclosed the list to that third
party. That is, the bank may disclose the
list in accordance with the privacy
pelicy of the financial institution from
which the bank received the list, as
limited by the opt out direction of each
consumer whose nonpublic personal
information the bank intends to disclose
and the bank may disclose the list in
accordance with an exceptionin
§§40.14 or 40.15, such as to the bank’s
attorneys or accountants. :

(¢} Information a bank discloses
under an exception. If a bank discloses
nonpublic personal information to a
nonaffiliated third party under an
exception in §§ 40.14 or40.15 of this .
part, the third party may disclose and
use that information only as. follows;

(1] The third party may disclose the
information.-to the bank’s affiliates;

{2) The third party may disclose the
information to its affiliates, but its
affiliates may, in turn, disclose and use
the informmation only to the extent that
the third party may disclose and use the
information; and

(3) The third pany may disclose and

" use the information pursuant o an

exception in §§ 40.14 or 40.15 in the
ordindry course of business to carry out
the activity covered by the exceptmn
under which it received the
information.

(d} Information a-bank d1sc}oses
outside of an exception. If a bank -
discloses nonpublic personal
infarmation to a nonaffiliated third
party other than under an exception in
§§40.14 or 40.15 of this part, the third
party may disclose the information only:

{1) To the bank's affiliates;

{2} To the third party’s affiliates, but
the third party’s affiliates, in turn, may
dizclose the information only to the
extent the third party can dlsclose the B
information; and -

(3} To any other person, ifthe -~
disclosure would be lawfu! if the bank

made it directly to that person.:

§40.12 Limits on sharing account number
information for marketing purposes. .

{a) General prohibition on disclosure
of account numbers. A bank must not, .-
directly or through an affiliate; disclose,
other than to a consumer reporting -
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agency, an account number or similar
form of acuess number or access code
for a consumer's credit card account,
deposit account, or transaction account
to any nonaffiliated third party for use
in telemarketing, direct mail marketing,
or other marketing through electronic
mail to the consumer.

(b) Exceptions. Paragraph (a) of this
section does not apply if a bank
discloses an account number or similar
form of access number or access code:

(1) To the bank’s agent or service
provider solely in order to perform
marketing for the bank’s own products
or services, as long as the agent or
service provider is not authorized to
directly initiate charges to the account;
or S ‘

{2) To a participant in a private label
credit card program or an affinity or
similar program where the participants
in the program are identified to the
customer when the customer enters into
the program. - 7 :

(c) Examples. (1) Account number. An
account number, or similar form of
access mumber or sccess code, does not’
include a number or code in an
encrypted form, as long as the bank does
not provide the recipient with a means
to decode the number or code.

{(2) Transaction accournt. A
transaction account is an account other
than a deposit account or a credit card
account. A transaciion account does not
include an account to which third
parties cannot initiate charges.

Subpart C—Exceptions

§40.13 Exception to opt out requirements
for service providers and joint marketing.

(a) General rule_{1) The opt out
requirements in §§40.7 and 40.10 do
pot apply when a bank provides
nonpublic personal information to a
nonaffiliated third party to perform.
services for the hank or functions on the
bank’s behalf, if the bank: =

(i) Provides the initial notice in
accordance with § 40.4; and

{ii) Enters into a contractual
agreement with the third party that
prohibits the third party from disclosing
or using the information other than to
carry out the purposes for which the
hank disclosed the information,

" including use under an exceptionin

§40.14 or 40.15 in the ordinary course
of business to carry out those purposes.
(2) Example. If a bank discloses
nonpublic personal information under
this section to-a financial institution -
with which the bank performs joint’
marketing, the bank’s contractual
agreement with that institution meets
the requirements-of paragraph (a}(1)(ii)
of this section if it prohibits the: :

institution from disclosing or using the
nonpublic personal information except
as necessary to carry out the joint
marketing or under an exception in
§§40.14 or 40.15 in the ordinary course
of business to carry out that joint
marketing,

(b) Service may include joint
marketing. The services 2 nonaffiliated
third party performs for a bank under
paragraph (a) of this section may
include marketing ¢f the bank’s own
products or services or marketing of -
financial products or services offered
pursuant to joint agreements between
the bank and one or more financial
institutions. : :

(c} Definition of joint ugreement. For
purposes-of this section, joint agreement
Ineans a written contract pursuant to
which a bank and one or more financial
institutions jointly offer, endorse, or
sponsor a financial product or service.

'§40.14 Exceptions to notice and opi out

requirements for processing and servicing
transactions. . ‘

{a) Exceptions for processing
transactions at consumer’s request. The
requirements for initial notice in
§ 40.4{a}{2), the opt out in §§ 40.7 and
40.10 and service providers and joint-
marketing in § 40.13 do not apply if the-
hank discloses nonpublic personal
information as necessary to effect;
administer, or enforce a transaction that
a consumer requests or authorizes, or in
connection with:

{1) Servicing or processing a financial
product or service that a consumer
requests or authorizes; L

2) Maintaining or servicing the”
consumer’s account with a bank, or with
another entity as part of a private label
credit card program or other extension
of credit on behalf of such entity; or

(3) A proposed or actual -
securitization, secondary market sale
(including sales of servicing rights), or
similar transaction related to a '
transaction of the consumer.

(b) Necessary to effect, administer, or
enforce a transaction means that the
disclosure is: =

(1) Requiired, or is one of the lawful
or appropriate methads, to enforce the
bank’s rights or the rights of other
persons engaged in carrying out the =
financial transaction or providing the

roduct or service; or

{2) Required, or is a usual, appropriate
or acceptable method: -

(i) To carry out the transaction or the
product or service business of which the
transaction is a psrt, and record, service,
or maintain the consumer’s account in
the ordinary course of providing the
financial service or financial preduct;

(ii) To administer or service benefits
or claims relating to the transaction or

the product or service business of whicl
it is & part;

(iii) To provide a confirmation,
statement, or other record of the
transaction, or information on the statu:
ar value of the financial service or
financial product to the consumer or the
gonsumer’s agent or broker;

{iv} To accrue or recognize incentives
or bonuses associated with the
transdciion that are provided by a bank
or any other party; :

{(v) To underwrite insurance at the
consumer’s request or for reinsurance
purposes, or for any of the following
purposes as they relate to-a consumer’s
insurance; account administration,
reporting, investigating, or preventing
fraud or.material misrepresentation,;
processing premium payments,
processing insurance claims,
administering insurance henefits -
(including utilization review activities).
participating in research projects, or as
otherwise required or specifically.
permitted by Federal or State law;

{vi) In connection with:

{A) The authorization, settlement,
hilling, processing, clearing, . L
transferring, reconciling or collection o
amounts:charged, debited, or otherwise
paid using a debit, credit, or other
payment card, check; or.account
number, or by other payment means;

(B) The transfer of receivables,
accounts, or interests therein; or

(C) The audit of debit, credit, or othes
payment information. . :
§40,15 ‘Other exceptions t6 notice and of
out requirements.” - 77 o

(a) Exceptions'to-opt oiit -
requirements. The requirements for
initial noti¢e to consumers in-.

§ 40.4(a)(2), the opt out in §§ 40:7 and
40.10, and service providers and joint
marketing in§ 40.13'do not apply whe
a bank discloses nonpublic personal
information: e T

(1) With the consent or at the
direction of the consumer; provided thi
the consumer has tiot revoked the
consent ordirection; -

(2) (i} To protect the confidentiality
security of a bank’s records pertaining -
the consumier; service, product, or
transaction;™ - R o

{ii) To protect against or prevent
actual or-potential frand, unauthorized
transactions, claims, or other liabikity;

-(iii} For required institutional risk -
control of for resolving consumer -
disputes or inquiries; IR

(iv} To persons holding a legal or
beneficial interest relating ta the -
CONSUMmer; OF -~ i T

{v) To persons acting in.a fiduciary c
representative capacity on‘behalf of the
CORSWIMET; 5 b i oo L
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{3) 'To provide information to
insurance rate advisory-organizations,
guaranty funds or agencies, agencies
that are rating a bank, persons that are
assessing the bank’s compliance with
industry standards, and the bank’s
attorneys, accountants, and auditors;

(4) To the extent specifically
permitted or required under other
provisions of law and in accordance
with the Right to Financial Privacy Act
of 1978 (12 U.5.C. 3401 et seq.}, lo law

- enforcement agencies (including a

federal functional regulator, the
Secretary of the Treasury, with respect
to 31 U.8.C. Chapter 53, Subchapter II
(Records and Reports on Monetary
Instruments and Transactions) and 12
U.S.C. Chapter 21 (Financial
Recordkeeping), a State insurance
authority, with respect to any person
domiciled in that insurance authority’s
State that is engaged in providing
insurance, and the Federal Trade
Commission), self-regulatory
organizations, or for an investigation on
a matter related to public safety;

(5)(i) To a consumer reporting’agency
in accordance with the Fair Credit
Reporting Act (15 U.S.C. 1681 et seq.);
or

(ii} From a consumer report reported
by a consumer reporting agency;

(6) In connection with a proposed or
actual sale, merger, transfer, or exchange
of all or a portion of a business or
operating unit if the disclosure of
nonpublic personat information
concerns solely consumers of such
husiness or unit; or :

{7)(i} To comply with Federal, State,
or local laws, rules and other applicable
legal regnirements;

{ii) To comply with a properly
authorized civil, criminal, or regulatory
investigation, or subpoena or summons
by Federal, State, or local authorities; or

(iil) To respond to judicial process or
government regulatory authorities
having jurisdiction over a bank for
examination, compliance, or other
purposes as authorized by law.

{b) Examples of consent and
revocation of consent. (1) A consumer
may specifically consent to a bank’s
disclesure to a nonaffiliated insurance
company of the fact that the consumer
has applied to the bank for a mortgage
so that the insurance company can offer
homeowner's insurance to the
COnsumer. '

(2) A consumer may revoke consent
by subsequently exercising the right to
opt out of future disclosures of -
nonpublic personal information as
permitted under § 40.7({}. '

Subpart D—Relation to Other Laws;
Effective Date

§40.16 Protection of Fair Credit Reporting
Act,

Nothing in this part shall be
construed to modify, limit, or supersede
the operation of the Fair Credit
Reporting Act (15 U.5.C. 1681 ¢t seq.),
and no inference shall be drawn on the
basis of the provisions of this part
regarding whether information is
transaction or experience information
under section 603 of that Act,

§40.17 Relation to State laws.

(a) In general. This part shall not be
construed as superseding, altering, or
affecting any statute, regulation, order,
or interpretation in effect in any State,
except to the extent that such State
statute, regulation, order, or
interpretation is inconsistent with the
provisions of this part, and then only to
the extent of the inconsistency.

(b) Greater protection under State law.
Tor purpaoses of this section, a State
statute, regulation, order, or
interpretation is not inconsistent with
the provisions of this part if the
protection such statute, regulation,
order, or interpretation affords any
consumer is greater than the protection
provided under this part, as determined
by the Federal Trade Comumission, after -
consultation with the QCC, on the
Federal Trade Commission's own
motion, or upon the petition of any
interested party.

§40.18 Effective date; transition rule.

{a) Effective date. This part is effective
Navember 13, 2000. In order to provide
sufficient time for banks to establish
policies and systems to comply with the
requirements of this part, the OCC has
extended the time for compliance with
this part until Jaly 1, 2001.

{b)}{1) Notice requirement for
consumers who are the bank’s
customers on the compliunce date. By
July 1, 2001, a bank must have provided
an initial notice, as required by § 40.4,
to consumers who are the bank’s
customers on July 1, 2001.

{2) Example. A bank provides an
initial notice to consumers who are its
customers on July 1, 2001, if, by that
date, the bank has established a system
for providing an initial notice to all new
customers and has mailed the initial
notice to all the bank’s existing
custorners.

(c) Two-year grandfathering of service
agreements. Until July 1, 2002, &
contract that a bank has entered into
with a nonaffiliated third party to
perform services for the bank or
functions on the bank’s behalf satisfies

the provisions of § 40.13(a)(1}(ii} of this
part, even if the contract does not
include a requirement that the third
party maintain the confidentiality of
nonpublic personal information, as long
as the bank entered into the agreement
on or before July 1, 2000.

Appendix A to Part 40—Sample
Clauses

Financial institutions, including a group of
financial holding company affiliates that use
a common privacy notice, may usa the
following sample clauses, if the clause is
accurate for each institution that uses the
notice. [Note that disclosure of certain
information, such as assets, income, and |
information from a consumer reporting
agency, may give rise to obligations under the
Fair Credit Reporting Act, such as a
requirement to permit a consumer to opt out
of disclosures to affiliates or designation as
a consumer reporting agency if disclosures
are mads to nonaffiliated third parties.)

A-1—Categories of information a bank
collects (all institntions)

A bank may use this clauss, as applicable,
to meet the requirement of § 40.8(a)(1) to
describe the categories of nonpuhlic personal
information the bank collects.

Sample Clause A-1:

We collect nonpublic personal information
about you from the following sources:

« Information we receive from you on
applications or other forms;

« Information about your transactions with
us, our affiliates, or others; and

s Information we receive from a consumer
reporting agency.

A-2--Categories of information a bank
discloses (institutions that disclose outside of
the exceptions)

A bank may use one of these clauses, as
applicable, to meet the requirement of
§ 40.6(a)(2) to describe the categories of
nonpublic personal information the bank
discloses. The bank may use these clauses if
it discloses nonpublic personal information
other than s permitted by the exceptions in
§§40:13, 40.14, and 40.15.

Sample Clause A-2, Alternative 1:

We may disclose the following kinds of
nonpublic personal information about you:

e Information we receive from you on
applications or other forms, such as [provide
illustrative examples, such as “'your nome,
address, social security number, assets, and
income"’];

+ Information about your transactions with
us, our affiliates, or others, such as [provide
illustrative examples, such as “your aceount
balance, payment history, parties to
transactions, and credit card usage"]; and

« Information we receive from a consumer
reporting agency, such as [provide illustrative
examples, such as “'your creditworthiness
and credit history™]. .

Sample Clause A-2, Alternative 2;

We may disclose all of the information that
we collect, as described {describe location in
the notice, such as "above” or “below™],
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A-3—Categories of informatien a hank
discloses and parties 10 whom the bank
discloses (institutions that do nol disclose
outside of the exceptions}

A bank may use this clause, as applicable,
to meet the requirements of §§40.6(a)(2). (3],
and {4) lo describe the calegories al
nonpublic personal information about
customers and former customers that the
bank discloses and the categories of affiliates
and nonaffiliated third parties te whom the
bank discloses. A bank may use this clause
if the hank does not disclose nonpublic
persenzl information to any party, other than
as permitted by the exceptions in §%40.14.
and 40.15.

Sample Cluuse A-3:

We do not disclose any nonpublic personal
information about our customers or former
customers to anyone, except ss permitted by
law.

A—4—Categories of parties to whom a bank
discloses (institutions that discluse vulside of
the exceptions)

A bank may use this clause, as applicable,
to meet the requirement of § 40.6{a}(3] to
describe the categories of affiliates and
nonaffiliated third parties to whom the bank
discloses nonpublic personal information.
The bank may use this clause if the bank
discloses nonpublic personal information
other than as permitted by the exceptions in
§540.13, 40.14, and 40.15, as well as when
permitted hy the exceptions in §§ 40.14 and
40.15.

Sample Clause A-4:

We may disclose nonpublic personal
information about you to the following types
of third parties:

¢ Financial service providers, such as
|provide iflustrative examples, such as
“mortgage bankers, securities broker-dealers,
and insurance agents”);

« Non-financial companies, such as
[provide illustrative examples, such as
“retaflers, direct marketers, airlines, and
publishers”]; and

o Others, such as [provide iHlustrative
cxomples, such as “non-proﬁ!
organizations™).

We may also disclose nonpublic personal
information about you to nonaffilialed third
parties as permitted by law.

A-5—Service provider/joint marketing
exception

A bank may use cne of these clauses, as
applicable, ta meet the requirements of
§40.6(a){5) rclated 1o the exception for
service providers and joint marketers in
§40.13. If a bank disclases nonpublic
personal information under this exception,
the bank must describe the categories of
nonpublic personal information the bank
discloses and the categories of third parties
with whorn the bank has contracted.

Sample Glause A-5, Alternative 1:

We may disclose the following information
{o companies that perform marketing services
an our behalf or to other financial

“institulions with whom we have joint
marketing agreements:

« Information we receive from you on
applications or other forms, such as [provide
illustrative examples, such as “'your name,

address, sociol security number, assets, and
income'};

« Information about vour transactions with
us, our affiliates, er athers, such as [provide
illustrative exemples, such as “vour account
halance, payment history, parties (o
transactions, and credit card usage”]; and

» Information we receive from a consumer
reporting agency. such as [provide iliustrative
examples, such as “'vour creditworthiness
and credit history"].

Sample Clause A-5, Alternative 2:

We mayv disclose all of the information we
collect, as described [describe location in the
notice, such as “above” or "below'] to
companies that perform marketing services
on our behalf or to ather financial
institutions with whom. we have joint
marketing agreements.

A-6—lixplanation of opl out right
{institutions that disclose ovulside of the
exceptions)

A bank may use this clause, as applicable,
to mest the requirernent of § 40.6(a)(6) Lo
provide an vxplanation of the consumer’s
right to opt out of the disclosure of nonpublic
personal information to nonaffiliated 1hird
parties, including the method(s) by which the
consumer may exercise that right. The bank
may use this clause if the bank discloses
nonpublic personal information other than as
permitted by the exceptions in §§40.13,
40.14, and 40.15.

Sample Clause A-6:

If you prefer that we not disclose
nonpublic personal information about you te
nonaffiliated third parties, you may opt out
of those disclosures, that is, you may direct
us not to make those disclesures (other than
disclosures permitted by law). If you wish to
opt out of disclosurés to nonaffiliated third
parties, you may |describe a reasonable
means of opting out, such as "call the
following toll-free number: (insert number]).

A-7—Confidentiality and security (all
institutions)

A bank may use this clause, as applicable,
to meet the requirement of § 40.6(a)(8) to
describe its policies and practices with
respect to protecting the confidentiality and
security of nonpublic personal information.

Sample Clause A-7:

We restrict acress to nonpublic persanal
information about you to [provide an
appropriate description, such as "those
emplayees who need to know that
information to provide products or services to
you™’l. We maintain physical, electronic, and
pracedural safeguards that comply with
federal standards ta guard your nonpublic
personal information.

Dated: May 9, 2000.
John D. Hawke, |r.,
Comptroller af the Currency.

Board of Governors of the Federal
Reserve System

12 CFR Chapter 1]
Authority and Issuance

For the reasons sel oul i the joind
preamble, Title 12, Chapter 11, ol the
Code of Federal Regulafions is amended

by adding a new part 216 to read «:
follows:

PART 216—PRIVACY OF CONSUMEN
FINANCIAL INFORMATION
{REGULATION P)

Sec.

216.1 Purpose and scape.
216.2 Rule of construction.
216,3 Definitions.

Subpart A—Privacy and Opt Out Notices

216.4 Iniiial privacy notice to consumur
required.

216.5 Annual privacy notice to cusiorner
required.

216.6 Information to be included in privie .
notices.

216.7 Fornn of opt out notice to consumer.
apt out methods.

216.8 Revised privacy notices.

216.9 Delivering privacy and opt out
notices,

Subpart B—Limits on Disclosures

216.10 Limitation on disclosure of
nonpublic personal information to
nonaffiliated third parties.

216.11 Limits on redisclosure and reuse vl
information.

216,12 Limits on sharing account number
information for marketing purposes.

Subpart C—Exceptions

216.13 Exception to opt out requirements
for service providers and joint marketing

216.14 Exceptions to notice and opt out
requirements for precessing and
servicing transactions.

216.15 Other exceptions to notice and opt
out requirements.

Subpart D—Relation to Other Laws;

Effective Date

216.16 Protection of Fair Credit Reporting
Act.

216.17 Relation to State laws.

216.18 Effective date; transition rule.

Appendix A to Part 216—Sample Clauses
Authority: 15 U.5.C. 6801 et seq.

§216.1 Purpose and scope.

(a) Purpose. This part governs the
treatment of nonpublic personal
information about consumers by the
financial institutions listed in paragraph
(b) of this section. This part:

{1) Requires a financial institution to
provide notice to customers about its
privacy policies and practices;

{2) Describes the conditions under
which a financial institution may
disclose nonpublic personal information
about consumers to nonaffiliated third
parties; and

(3} Provides a method for consumers
to prevent a financial institution from
disclosing that information to most
nonaffiliated third parties by “‘opting
out” of that disclosure, subject to the
exceptions in §§ 216.13, 216.14, and
216.15.



35207

Federal Register/Vol. 65. No. 106/ Thursday, June 1, 2000/Rules and Regulations

(b) Scope. (1) This part applies only
to nonpuhlic personal information about
individuals who obtain financial
products or services primarily for
personal, family, or household purposes
from the institutions iisted helow. This
part does not apply to information about
companies or about individuals who
obtain financial products or services for
business, commercial, or agricultural
purposes. This part applies to the U. 5.
offices of entjties for which the Board
has primary supervisary authority. They
are referred to in this part as “you.”
These are: State member banks, bank
holding companies and certain of their
nonbank subsidiaries or affiliates, State
uninsured branches and agencies of
fureign banks, cormmercial lending
companies owned or controlled by
foreign banks, and Edge and Agreement
corporations.

(2} Nothing in this part modifies,
limits, or supersedes the standards
governing individually identifiable
health information promulgated by the
Secretary of Health and Human Services
under the authority of sectivns 262 and
264 of the Health Insurance Portability
and Accountability Act of 1996 (42
U.S.C. 1320d-13204d-8).

§216.2 Rule of construction.

The examples in this part and the
sample clauses in appendix A of this
part are not exclusive. Compliance with
an example or use of a sample clause,
to the extent applicable, constitutes
compliance with this part.

§216.3 Definitions.

As used in this part, unless the
context requires otherwise:

(a) Affiliate means any company that
controls, is controlied by, or is under
common control with another company.

{b) (1) Clear and conspicuous means
that a notice is reasonably
understandable and designed to call
attention to the nature and significance
of the information in the notice.

(2) Examples—(i) Heasonably
understandable. You make your notice
reasonahly understandable if you:

{A) Present the information in the
notice in clear, concise sentences,
paragraphs, and sections;

{B) Use short explanatory sentences or
bullet lists whenever possible;

(C) Use definite, concrete, everyday
words and active voice whenever
possible;

{D) Avoid multiple negatives;

(E} Avoid legal and highly technical
business terminology whenever
possible; and

(F} Avoid explanations that are
imprecise and readily subject to
different interpretations.

(i1} Designed to call attention. You
design vour nolice 1o call attention to
the nature and significance of the
information in it if you:

{A) Use a plain-languape heading to
call attention to the notice;

(B) Use a typeface and type size that
are easy o read; '

(C) Provide wide margins and ample
line spacing;

(D) Use boldface or italics for key
words; and .

(F) In a form that combines your
notice with other information, use
distinctive type size, style, and graphic
devices, such as shading or sidebars,
when you combine your notice with
other information.

{iii) Notices on web sites. If you
provide a notice on a web page, you
design your notice to call attention to
the nature and significance of the
information in it if you use text or visual
cues to encourage scrolling down the
page if necessary to view the entire
notice and ensure that other elements
on the web site (such as text, graphics,
hyperlinks, or sound} do not distract
attention from the notice, and you
either:

{A) Place the notice on a screen that
consumers frequently access, suchasa
page on which transactions are
condurcted; or

[B) Place a link on a screen that
consumers frequently access, such as a
page on which transactions are
conducted, that connects directly to the
notice and is labeled appropriately to
convey the importance, nature, and
relevance of the notice.

{c) Collect means to obtain
information that you organize or can
retrieve by the name of an individual or
by identifying number, symbol, or other
identifying particular assigned to the
individual, irrespective of the source of
the underlying information.

{d) Company means any corporation,
limited liability company, business
trust, general or limited partnership,
association, or similar organization.

(e)(1} Consumer means an individual
who obtains or has obtained a financial
product or service from you that is to be
used primarily for personal, family, or
household purposes, or that individual’s
legal representative.

{2) Examples—{i) An individual who
applies to you for credit for personal,
family, or household purposesis a
consumer of a financial service,
regardless of whether the credit is
extended.

(ii) An individual who provides
nonpublic personal information to you
in order to obtain a determination about
whether he or she may qualify for a loan
to be used primarily for personal,

family, or household purposes is a
consumer of a financial service,
regardless of whether the loan is
extended.

(iii) An individual who provides
nonpublic personal infarmation to you
in connection with obtaining or seeking
to obtain financial, investment, or
economic advisory services is a
consurmer regardless of whether you
establish a continuing advisory
relationship.

(iv) If you hold ownership or
servicing rights to an individual’s loan
that is 1sed primarily for personal,
family, or household purposes, the
individual is your consumer, even if
you hold those rights in conjunction
with one or more other institutions.
{The individual is also a consumer with
respect to the other financial
institutions involved.) An individual
who has a loan in which you have
ownership or servicing rights is your
consumer, even if you, or another
institution with those rights, hire an
apent to collect on the loan.

{v) An individual who is a consumer
of another financial institution is not
your consumer solely because you act as
agent for, or provide processing or other
gervices to, that financial institution.

{vi) An individual is not your
consumer solely because he or she has
designated you as trustee for a trust.

(vii) An individual is not your
consumer solely because he or she is a
beneficiary of a trust for which you are
a trustee.

(viii) An individual is not your
consumer solely because he or she is a
participant or a beneficiary of an
employee benefit plan that you sponsor
ar for which you act as a trustee or
fiduciary.

{f) Consumer reporting agency has the
same meaning as in section 603{f) of the
Fair Credit Reporting Act (15 U.5.C.
1681a(f)}. ’

(g} Control of a company means:

{1) Ownership, control, or power to
vate 25 percent or more of the
outstanding shares of any class of voting
security of the company, directly or
indirectly, or acting through one or
more other persons;

~(2) Control in any manner over the
election of a majority of the directors,
trustees, or general partners {or
individuals exercising similar functions)
of the company; or

(3) The power to exercise, directly or
indirectly, a controlling influence over
the management or policies of the
company, as the Board determines.

(h) Customer means a consumer who
has a customer relationship with you.

{i)(1) Customer relationship means a
continuing relationship between a
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consumer and vou under which you
provide one or muore financial products
or services to the consumer thal are to
be used primarily for personal, family,
or household purposes.

(2) Excinples—(i) Continiing
reimtionship. A consumert has a
continuing relationship with von if the
Consumer:

{A) Has a deposit or investment
account with you;

(R) Obtains a loan from vou;

1) Has a loan for which you own the
servicing rights;

(D} Purchases an insurance product
from you;

(1) Holds an investment product
through you, such as when you acl as
a custodian for securities or for assets in
an Individual Retirement Arrangement:

{F) Enters into an agreement or
understanding with you whereby you
undertake 1o arrange or broker a home
mortgage loan for the consuiner;

(G) Lnters into a lease of personal
property with you; or

(H) Obtains financial, investment, or
economic advisory services [rom you for
a fee.

(ii) No continuing relationship. A
consumer does not, however, have a
continuing relationship with you if:

{A) The consumer obtains a financial
product or service only in isolated
transactions, such as using vour ATM to
withdraw cash from an account at
ancther financial institulion or
purchasing a cashier’s check or money
arder;

(B) You sell the consumer’s loan and
do not retain the rights to service that
loan; ar

((3) You sell the consumncr airline
tickets, travel insurance, or traveler's
checks in isolated transactions.

(j) Federal functional regulator means:

{1) The Board of Gavernors of the
Federal Reserve System;

(2} The Office of the Comptreller of
the Currency;

(3) The Roard of Directors of the
Federal Ieposit Insurance Corporation;

(4) The Director of the Office of Thrift
Supervision;

(5) The Nationa) Credit Union
Administration Board; and

(6) The Secarities and Exchange
Commission.

(K){1) Financial institufion means any
institution the business of which is
engaging in activities that are tinancial
in nature or incidental to such financial
activities as described in section 4(k) of
the Bank Holding Company Act of 1956
(12 U.S.C. 1843(k)).

{2) Financial institution does nat
include:

(i) Any person or entity with respect
to any financial activity that is subject

1 the jurisdiction of the Commodity
Futures Itading Commission under the
Comumnodity BDxchange Act (7 UL.5.C. 1 ot
seq.);

(ii) The Federal Agricnliural Mortgage
Corporation or any entily chartered and
operating under the Farm Credit Act of
1971 (12 11.5.C. 2001 ef seqg.}; or

{iii) Institutions chartered by Congress
specifically to engage in securitizations,
secondary market sales (including sales
of servicing rights}, or similar
transactions related to a transaction of a
censimer, as long as such institutions
do not sell or lransfer nonpublic
personal information le a nonaftiliated
third party.

(1)(1) Financial product or service
means any product or service that a
financial holding company could offer
by engaging in an activity that is
financial in nature ar incidental to such
a financial activity under section 4(k) of
the Bank Holding Company Act of 1456
(12 11.5.C. 18435({k)).

{2) Financial service includes your
evaluation or brokerage of information
that you collect in conunection with a
request or an application from a
consumer for a financial product or
service.

(m)(1) Nonaffiliuted third party means
any person except:

(i) Your affiliatc; or

(ii] A person employed jointly by you
and any company that is not your
afliliate (but nonaffiliated third party
includes the other company that jointly
eiploys the person}.

(2) Nonaffiliuted third party includes
any company that is an aifiliate solely
by virtue of your or your affiliate’s
direct or indirect ownership or control

of the company in conducting merchant -

banking or investment banking activities
of the type described in scction
a{k){4)(H) or insurance company
investment activities of the type
described in section 4(k)(4)(1) of the
Bank Holding Company Act of 1956 (12
U.5.C. 1843(k)(4)(H) and (I}).

(11){1) Nonpublic personal information
means:

(i) Personally identifiable financial
information; and

(ii) Any list, description, or other
grouping of consumers (and publicly
available information perlaining to
them) that is derived using any
personally identifiable financial
information that is not publicly
available,

{2) Nonpublic personal Informaltion
does not include:

{i} Pubiicly available infurmation,
except as included vn a list describod in
paragraph (n)(1)(ii) of this section: ur

{ii) Any list, description, or other
grouping of consumers (and publicly

available information pertaining to
them) that is derived without using <.
personally identifiable financial
information that is not publicly
available.

(3) Examples of lists—(i) Nonpublic.
persunal information includes any lisi
of individuals’ names and street
addresses that is derived in whole or in
part using personally identifiable
financial information that is not
publicly available, such as account
numbers.

(ii} Nonpublic persenal information
dooes not include any list of individuals
names and addresses that contains oni
publicly available information, is not
derived in whole or in part using
personally identiftable financial
information that is not publicly
available, and is not disclosed in a
manuer that indicates that any of the
individuals on the list is a consumer of
a financial institution.

(0)(1) Personally identifiable financio!
information means any information:

(i) A consumer provides to you to
chiain a financial product or service
from you;

{ii} About a consumer resulting from
any transaction involving a financial
product or service between you and a
COnSumer; or

{iii) You otherwise obiain about a
consumer in connection with providing
a financial product or service to that
COnsumer.

(2) Examples—I(i) Information
included. Personally identifiable
financial information includes:

(A) Information a consumer provides
to'you on an application to obtain a
loan, credit card, or other financial
product or service;

(B) Account balance information,
payment history, averdraft history, and
credit or debit card purchase
information;

{C) The fact that an individual is or
has been one of your customers or has
ohtained a financial product or service
from you;

(1)) Any information about your
consumer if it is disclosed in a manner
that indicates that the individual is or
has been your consumer;

(I} Any information that a consumer
provides to you or that you or your
agent otherwise obtain in connection
with collecting on a loan or servicing a
loan:

{F) Any information you collect
through an Internet “cookie” (an
information collecting device from a
web server); and

(G) Information from a consumer
report.
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(i1) Information not included.
Personally identifiable financial
information does not include:

(A) A list of names and addresses of
customers of an entity that is not a
financial institution; and

(B} Information that does not identify
a consumer, such as aggregate
information or blind data that does not
contain personal identifiers such as
account numbers, names, or addresses.

(p)(1) Publicly available information
means any information that you have a
reasonable basis to believe is lawfully
made available 1o the general public
from:

(i) Federal, State, or local government
recards;

(ii) Widely distributed medis; or

(iii) Disclosures to the general public
that are required to be made by Federal,
State, or local law,

(2) Reasonable basis. You have a
reasonable basis to believe that
information is lawfully made available
to the general public if you have taken
steps to determine:

(i) That the information is of the type
that is available to the general public;
and

(ii} Whether an individual can direct
that the information not be made
available to the general public and, if so,
that your consumer has not done so.

{3) Examples—(i} Government
records. Publicly available information
in government records includes
information in government real estate
records and security interest filings.

(i) Widely distribuied media. Publicly
available information from widely
distributed media includes information
from a telephone book, a television or
radin program, a newspaper, or a weh
site that is available to the general
public on an unrestricted basis. A web
site is not restricted merely becanse an
Internet service provider or a site
operator requires a fee or a password, so
long as access is available to the general
public.

(iii) Reasonable basis—(A) You have
a reasonable basis to helieve that
mortgage information is lawfully made
available to the general public if you
have determined that the information is
of the type included on the public
record in the jurisdiction where the
mortgage would be recorded.

(B) You have a reasonable basis to
believe that an individual’s telephone
number is lawfully made available to
the general public if you have located
the telephone number in the telephone
book or the consumer has informed you
- that the telephone number is not
unlisted.

{q) You means:

{1) A State member bank, as defined
in 12 CFR 208.3(g};

{2) A bank holding company, as
defined in 12 CI'R 225.2(c);

(3) A subsidiary {as defined in 12 CFR
225.2(0)) or affiliate of a bank holding
company and a subsidiary of a State
member bank, except for:

{i) A national bank or a State bank
that is not a member of the Federal
Reserve System;

(ii) A broker or dealer that is
registered under the Sacurities
Exchange Act of 1934 (15 U.S.C. 78a et
seq.);

(iii) A registered investment adviser,
properly registered by or on behalf of
either the Securities Exchange
Commission or any State, with respect
to its investment advisory activities and
ils activities incidental to those
investment advisory activities;

(iv) An investinent company that is
registered under the Investiment
Company Act of 1940 (15 U.S5.C. 80a-1
et seq.); or

{(v) An insurance company, with
respect to its insurance activities and its
activities incidental to those insurance
activities, that is subject to supervision
by a State insurance regulator;

(4) A State agency or State branch of
a foreign bank, as those terms are
defined in 12 U.5.C. 3101(b) (11) and
(12), the deposits of which agency or
branch are not insured by the Federal
Deposit Insurance Corporation;

{5) A commercial lending company,
as defined in 12 €FR 211.21(f), that is
owned or controlled by a foreign bank,
as defined in 12 CFR 211.21(m); or

(6) A corporation organized under
section 25A of the Federal Reserve Act
(12 U.5.C. 611-631) or a corporation
having an agreement or undertaking
with the Board under section 25 of the
Federal Reserve Act {12 11.5.C. 601—
604a).

Subpart A—Privacy and Opt Qut
Notices

§216.4
required.

(a) Initial notice requirement. You
must provide a clear and conspicuous
notice that accurately reflects your
privacy policies and practices to:

(1) Customer. An individual who
becomes your customer, not later than
when you establish a customer
relationship, except as provided in
paragraph {e) of this section; and

(2) Consumer. A consumer, before you
disclose any nonpublic personal
information about the consumer to any
nonaffiliated third party, if you make
such a disclosure other than as
authorized by §§216.14 and 216.15,

Initial privacy notice to consumers

(b) When initial notice to a consumer
Is not required. You are not required to
provide an initial notice to a consumer
under paragraph (a) of this section if:

(1} You do not disclose any nonpublic
personal information about the
consumer to any nonaffiliated third
parly, other than as authorized by
§§216.14 and 216.15; and

(2) You do not have a customer
relationship with the consumer.

{c) When you establish a customer
relationship--(1) General rule. You
establish a customer relationship when
you and the consumer enter into a
continuing relationship.

(2) Special rule for loans.~You
establish a customer relationship with a
consumer when you originate a loan to
the consumer for personal, family, or
household purposes. If you
subsequently transfer the servicing
rights to that loan to another financial
institution, the customer relationship
transfers with the wrvmmF rights.

(3){i) Examples of establishing
customer relationship. You establish a
customer relationship when the
consumer;

(A] Opens a credit card account with

{B) Executes the contract to open a
deposit account with you, obtains credit
from you, or purchases insurance from
you; _

(C) Agrees to obtain financial,
econaomie, or investment advisory
services from you for a fee; or

(D) Becomes your client for the
purpose of your providing credit
counseling or tax preparation services.

(ii) Examples of loan rule. You
establish a customer relationship with a
consumer who obtains a loan for
personal, family, or household purposes
when you:

(A} Originate the loan to the
CONSUMEr; or -

(B) Purchase the servicing rights to
the consumer's loan.

(d) Existing customers. When an.
existing customer obtains a new
financial product or service from you
that is to be used primarily for personal,
family, or household purposes, you
satisfy the initial notice requirements of
paragraph (a) of this section as follows:

(1} You may provide a revised privacy
notice, under § 216.8, that covers the
customer's new financial product or

* service; or

(2) If the initial, revised, or annual
notice that you most recently provided
to that customer was accurate with
respect to the new financial product or
service, you do not need to provide a
new privacy notice under paragraph {a)

of this section.
(e) Exceptions to allow subseguent
delivery of notice. (1) You may provide
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{he initial natice required by paragraph
{a}(1) of this section within a reasonable
time after you estahlish & customer
relationship if:

{i) Establishing the customer
relationship is not at the customer’s
clection; or

(ii} Providing notice not later than
when you establish a customer
relationship would substantially delay
the customer’s transaction and the
customer agrees to receive the notice at
a later time.

(2) Examples of exceptions—{i)

Not at customer's election.
Establishing a customer relationship is
not at the customer’s slection if you
acquire a customer’s deposit liability or
the servicing rights to a customer’s loan
from another financial institution and
the customer does not have a choice
ahout your acquisition.

{ii) Substantial delay of customer’s
transaction. Providing notice not later
than when you establish a customer -
relationship would substantially delay
the customer’s transaction when:

{A) You and the individual agree over
the telephone to enter into a customer
relationship involving prompt delivery
of the financial preduct or service; or

(B) You establish a customer
relationship with an individual under a
program authorized by Title IV of the
Higher Education Act of 1965 {20 U.S.C.
1070 et seq.) or similar student loan
programs where loan proceeds are
disbursed promptly without prior
communication between you and the
customer.

(iti) No substantial delay of
customer’s transaction, Providing notice
not later than when you establish a
customer relationship would not
substantially delay the customer’s
transaction when the relationship is
initiated in person at your office or
through other means by which the
customer may view the notice, such as
on a web site.

{f) Delivery. When you are required to
deliver an initial privacy notice by this
section, you must deliver it according to
§216.9. if you use a short-form initial
notice for non-customers according to
§216.6(d), you may deliver your privacy
notice according to § 216.6{d}(3).

§216.5 Annual privacy notice to
customers required.

{a){1) General rule. You must provide
a clear and conspicuous notice to
customers that accurately reflects your
privacy policies and practices not less
than annually during the continuation
of the customer relationship. Annually
means at least once in any period of 12
consecutive months during which that
relationship exists. You may define the

12-conseculive-month period, but you
must apply it to the customer on a
consistent basis,

(2) Example. You provide a notice
annually if you define the 12-
consecutive-month period as a calendar
year and provide the annual notice to
the customer once in sach calendar year
following the calendar year in which
you provided the initial notice. For
example, if a customer apens an account
on any day of year 1, you must provide
an annual notice to that customer by
December 31 of year 2.

(b){1) Termination of customer
relationship. You are not required to
provide an annual notice to a former
customer.

{2) Examples. Your customer hecomes
a former customer when:

(i} In the case of a depaosit account, the
account is inactive under your policies;
(ii) In the case of a closed-end loan,
the customer pays the loan in full, you
charge off the loan, or you sell the loan

without retaining servicing rights;

(iii} In the case of a credit card
relationship or other open-end credit
relationship, you no longer provide any
statements or notices to the customer
concerning that relationship or you sell
the credit card receivables without
retaining servicing rights; or

{(iv) You have not communicated with
the customer about the relationship for
a period of 12 consecutive months,
other than to provide annual privacy
notices or promotional material.

(c) Special rule for loans. If you do nat
have a customer relationship with a
consumer under the special rule for
loans in § 216.4{c}{2}, then you need not
provide an annual notice to that
consumer under this section.

(d) Delivery. When you are required to
deliver an annual privacy notice by this
section, you must deliver it according to
§216.9. :

§216.6 Information to be included in
privacy notices.

{a) General rule. The initial, annual,
and revised privacy notices that you
provide under §§ 216.4, 216.5, and
216.8 must include each of the
following items of information, in
addition to any other information you
wish to provide, that applies to you and
to the consumers to whom you send
your privacy notice:

(1) The categories of nonpublic
personal information that you collect;

{2) The categories of nonpublic

ersonal information that you discluse;

(3} The categories of affiliates and
nonaffiliated third parties to whom vou
disclose nonpublic personal
information, other than those parties to
whom you disclose information under
§§216.14 and 216.15;

{4) The categories of nonpublic
personal information about your o
customers that you disclose and U
categories of affiliates and nonaffiie
third parties to whom you disclost
nonpublic personal information al
your former customers, other than tho:
parties to whom you disclose
information under §§ 216.14 and 216 1

(5) If you disclose nonpublic persu:
information to a nonaffiliated third
party under §216.13 (and no other
exception in § 216.14 or 216.15 apphie
1o that disclosure), a separate statement
of the categories of information you
disclose and the categories of third
parties with whom you have contracin.

(6} An explanation of the consumer™
right under § 216.10(a) to opt out o tly
disclosure of nonpublic personal
information to nonaffiliated third
parties, including the method(s) by
which the consumer may exercise thai
right at that time;

(7) Any disclosures that you make
under section 603{d){2}(A)(iii) of the
Fair Credit Reporting Act (15 U.5.C.
1681a(d)(2)(A)(iii)) (that is, notices
regarding the ability to opt out of
disclosures of information among
affiliates);

(8) Your policies and practices with
respect to protecting the confidentialil
and security of nonpublic personal
information; and

(9) Any disclosure that you make
under paragraph (b) of this section.

{b} Description of nonaffiliated thir:
parties subject to exceptions. If you
disclose nonpublic personal informat:
1o third parties as authorized under
§§216.14 and 216.15, you are not
required to list those exceptions in th
initial or annual privacy notices
required by §§ 216.4 and 216.5. Wheu
describing the categories with respect
those parties, you are required to stat:
only that you make disclosures to ath
nonaffiliated third parties as permitic
by law,

{c) Examples—(1) Categories of
nonpublie personal information that
you collect. You satisfy the requirem:
to categorize the nonpublic personal
information that you collect if you lis
the following categories, as applicabl

{i) Information from the consumer:

(ii) Information about the consume
transactions with you or your affiliats

(iii) Information about the consum:
transactions with nonaffiliated third
parties; and

{iv) Information from a consumer
reporting agency.

(2) Categaries of nonpublic person:
information you disclose—(1) You
satisfy the requirement to categorize
nonpublic personal information that
you disclose if you list the categories
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described in paragraph (¢)(1) of this
section, as applicable, and a few
examples to illustrate the types of
information in cach category.

(ii) If you reserve the right to disclose
all of the nonpublic personal
information about consumers that you
collect, you may simply state that fact
without describing the categories ar
examples of the nonpublic personal
information you disclose.

(3) Categories of affiliates and
nonaffiliated third parties to whom you
disclose. You satisfy the requirement to
categorize the affiliates and
nonaffiliated third parties to whom you
disclose nonpublic personal information
if you list the following categories, as
applicable, and a few examples to
illustrate the types of third parties in
each category. -

(i) Financial service providers;

{ii) Non-financial companies; and

(iii) Others.

(4) Disclosures under exception for
service providers and joint marketers, If
you disclose nonpublic personal
information under the exception in
§216.13 to a nonaffiliated third party to
market products or services that you
offer alone or jointly with another
financial institution, you satisfy the
disclosure requirement of paragraph
{a)(5) of this section if you:

(i) List the categories of nonpublic
personal information you disclose,
using the same categories and examples
you used to meet the requirements of
paragraph (a)(2) of this section, as
applicable; and -

(ii) State whether the third party is:

(A) A service provider that performs
marketing services on your behalf or on
behalf of you and another financial
institution; or

(B) A financial institution with whom
you have a joint marketing agreement.

(5) Simplified notices. If you do not
disclose, and do not wish to reserve the
right to disclose, nonpublic personal
information about customers or former
customers to affiliates or nonaffiliated
third parties except as authorized under
§§216.14 and 216.15, you may simply
state that fact, in addition to the
information you must provide under
paragraphs (a)(1}, (a)(8}, {a)(9), and (b) of
this section.

(6) Confidentiality and security. You
describe your policies and practices
with respect to protecting the
confidentiality and security of
nonpublic personal information if you
do both of the following:

(i) Describe in general terms who is
authorized to have access ta the
information; and

(ii} State whether you have security
practices and procedures in place to

ensure the confidentiality of the
information in accordance with your
policy. You are not required to describe
technical information about the
safeguards you usc.

(d% Shori-form initial notice with opt
out notice for non-customers—(1) You
may satisfy the tnitial notice
requirements in §§ 216.4(a)(2), 216.7(b),
and 216.7(c) for a consumer who is not
a customer by providing a short-form
initial notice at the same time as you
deliver an opt out notice as required in
§216.7.

(2} A short-form initial notice must:

(i) Be clear and conspicuocus;

(ii) State that your privacy notice is
available upon request; and

(iti) Explain a reasonable means by
which the consumer may obtain that
notice.

(3) You must deliver your short-form
initial notice according to § 216.9. You
are not required to deliver your privacy
notice with your short-form initial
notice. You instead may simply provide
the consumer a reasonable means to
obtain your privacy notice. If a
consumer who receives your short-form
notice requests your privacy notice, you
must deliver your privacy notice
according to §216.9.

(4} Examples of obtaining privacy
notice. You provide a reasonable means
by which a consumer may obtain a copy
of your privacy notice if you:

Ei') Provide a toll-free telephone
number that the consumer may call to
request the notice; or

ii) For a consumer who conducts
business in person at your office,
maintain copies of the notice on hand
that you provide to the consumer
immediately upon request.

{e) Future disclosures. Your notice
may include:

{1) Categories of nonpublic personal
information that you reserve the right to
disclose in the future, but do not
currently disclose; and

(2) Categories of affiliates or
nonaffiliated third parties to whom you
reserve the right in the future to
disclose, but to whom you do not
currently disclose, nonpublic personal
information. o

{f} Sample clauses. Sampla clanses
illustrating some of the notice content
required by this section are included in
appendix A of this part.

§216.7 Form of opt out notice to
consumers; opt out methods.

(a)(1) Form of opt out notice. If you
are required to provide an opt out notice
under § 216.10(a}, you must provide a
clear and cunspicuous notice to each of
your consumers that accurately explains
the right to opt out under that section.
The notice must state:

(i} That you disciose or reserve the
right to disclose nonpublic personal
information about your consumer to a
nonaffiliated third party;

{ii) That the consumer has the right to
opt out of that disclosure; and

(iii) A reasonable means by which the
consumer may exercise the opt out
right.

(2} Examples—{i) Adequate opt out
notice. You provide adeguate notice that
the consumer can opt out of the
disclosure of nonpublic personal
information to a nonaffiliated third
party if you: -

(A) Identify all of the categories of
nonpublic personal information that
you disclose or reserve the right to
disclose, and all-of the categories of
nonaffiliated third parties to which you
disclose the information, as described in
§216.6{a)(2) and (3}, and state that the
consumer can opt out of the disclosure
of that information; and

(B) 1dentify the financial products or
services that the consumer obtains from
you, either singly or jointly, to which
the opt out direction would apply.

(i) Reasorniable opt ont means. You .
provide a reasonable means to exercise
an opt out right if you:

(A) Designate check-off boxes in a
prominent position on the relevant
forms with the opt out notice;

{B) Include a reply form together with
the opt out notice;

{(C) Provide an electronic means to opt
out, such as a form that can be sent via
electronic mail or a process at your web
site, if the consumer agrees to the
electronic delivery of information; or

(D) Provide a toll-free telephone
number that consumers may call 1o opt
out.

(iii) Unreasonable opt out means. You
do not provide a reasonable means of
opting out if:

(A} The only means of opting out is
for the consumer to write his or her own
letter to exercise that opt out right; or

(B) The only means of opting out as
described in any notice subsequent to
the initial notice is to use a check-off
box that you provided with the initial
notice but did not include with the
subsequent notice.

{iv) Specific opt out means. You may
require each consumer to opt out
through a specific means, as long as that
means is reasonable for that consumer.

(b} Same form as initial notice
permitted. You may provide the opt out
notice together with or on the same
written or electronic form as the initial
notice you provide in accordance with
§216.4.

(c) Initial notice required when opt
oul netice delivered subsequent to
initial notice. If you provide the opt out
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notice later than required for the initial
antice in accordance with § 216.4, you
must also include a copy of the initial
notice with the opt out notice in writing
or, if the consurner agrecs,
electronically.

() Joint relationships—(1) If two or
more consumers jointly obtain a
fipancial product or service from you,
you may provide & single upt out notice.
Your apt out notice must explain how
you will treat an opt out direction by a
joint consumer {as explained in
paragraph (d)(5) of this section).

(2) Any of the joinl consumers may
exercise the right to opt out. You may
either:

(i) Treat an opt out direction by a joint
consumer as applying to all of the
associated joint consumers; or

(ii) Permit each joint consuiner 10 opl
out separately.

(3) If you permit each joint consumer
to opt out separately, you must permit
one of the joint consumers 10 opt out on
hehalf of all of the joint consumers.

{4} You may not require el joint
consumers to opt out before you
implement any opt out direction.

(5) Example. I John and Mary have 2
joint checking account with you and
arrange for you to send statements to
John's address, you may do any of the
following, but you must explain in your
opt out notice which opt out policy you
will follow:

(i) Send a single opt out notice to
Tohn’s address, but you must accept an
opt out direction from either John or
Mary.

(i1} Treat an opt out direction by
either John or Mary as applying to the
entire account. If you do so, and John
opts out, you may not require Mary to
opt out as well before implementing
John's opt cut direction.

(iii) Permit John and Mary 1o make
different opt out directions. If you do so:
(A) You must permit John and Mary

to opt out for each other;

(B} if both opt out, you must permit
hoth to notify you in a single response
(such as on a form or through a
telephone call); and

(C) If John opts out and Mary does
not, you may only disclose nonpublic
personal information about Mary, but
not about John and not about John and
Mary jointly.

{e) Time to comply with opt out. You
must comply with a consumer’s opt out
direction as soon as reasonably

ractivable after you receive it.

{f} Continuing right to opt out. A
consumer may exercise the right to opt
out at any time.

(g) Duration of consumer’s opt out
direction——(1) A consumer's direction to
opt out under this section is effective

until the consumer revokes il in writing
or, if the consumer agrees,
electronically. .

(2) When a customer relationship
terminales, the cusiomer's opt out
direction continues to apply 1o the
nonpublic persenal information that
you cullected during or related to that
relationship. If the individual
subsequently establishes & new
customer relationship with you, the opt
out direction that applied to the formex
relationship does not apply to the new
relationship.

(h) Delivery. When you are required to
deliver an opt out notice by this section,
you must deliver it according to §216.9,

§216.8 Revised privacy notices.

{a) General rule. Except as otherwise
authorized in this part, you must nat,
directly or through any affiliate, disclose
any nonpublic personal infonmation
about a consumer to a nonaffiliated
third party other than as described in
the initial notice that you provided to
that consumer under § 216.4, unless:

{1) You have provided to the
consumer a clear and conspicuous
revised notice that accurately describes
your policies and practices;

{2) You have provided to the
consumer a new opt out notice;

(3) You have given the consumer a
reasonable opportunity, before you
disclose the information to the
nonaffiliated third party, to opt out of
the disclosure; and

(4) The conswmer does naot opt out.

[b) Examples—(1) Except as otherwise
permitted by §§216.13, 216.14, and
216.15, you must provide a revised
notice before you:

(i) Disclose a new category of
nonpublic personal information to any
nonaffiliated third party;

{ii} Disclose nonpublic personal
information to a new category of
nonaffiliated third party; or

(iii) Disclose nonpublic personal
information about a former customer to
a nonaffiliated third party, if that former
customer has not had the opportunity to
exercise an opt out right regarding that
disclosure.

(2) A revised notice is not required if
you disclose nonpublic personal )
information to a new nonaffiliated third
party that you adequately described in
your prior notice.

(C) Delivery. When you are required to
deliver a revised privacy notice by this
section, you must deliver it according to
§216.9.

§216.9 Delivering privacy and opt out
notices,

(a) How to provide notices. You us!
provide any privacy netices and apt o

notices, including short-form initial
notices, that this part requires so thal
each consumer can reasonably be
expected to receive actual notice in
writing or, if the consumer agrees,
electronically.

(b) (1) Examples of reasonable
expeclation of actual notice. You ma)
reasonably expect that a consumer will
raceive actual notice if you:

(i) Hand-deliver a printed copy of the
notice to the consumer;

(ii) Mail a printed copy of the notice
to the last known address of the
COTISUIET; :

(iii) For the consumer who conducts
transactions electronically, post the
notice on the electronic site and require
the consumer to acknowledge receipt ol
the notice as a necessary step 10
obtaining a particular financial product
or Service; or :

(iv) For an isolated transaction with
the consumer, such as an ATM
transaction, post the notice on the ATM
screen and require the consumer 10
acknowledge receiptof the notice as a
necessary step to obtaining the

articular financial product or service.

{2} Examples of unreasonable
expectation of actual notice. You may
net, however, reasonably expect that a
consumer will receive actual notice of
your privacy policies and practices if

om:
(i) Only post a sign in your branch or
office or generally publish
advertisements of your privacy policies
and practices; or

(ii} Send the notice via electronic mail
to a consumer who does not obtain a
financial product or service from you
electronically.

{c) Annua}’ notices only. You may
reasonably expect that a customer will
receive actual notice of your annual
privacy notice if:

(1) The customer uses your web site
to access financial products and services
electronically and agrees to receive
notices at the web site, and you post
your current privacy notice
continuously in a clear and conspicuous
manner on the weh site; or

{2} The customer has requested that
you refrain from sending any
information regarding the customer
relationship, and your current privacy
notice remains available to the customer
upon request. -

{d) Oral description of notice
insufficient. You may not provide any
notice required by this part solely by
orally explaining the notice, gither in
person or over the telephone.

(e) Retention or accessibility of notice:
for customers—(1) For customers only,
you must provide the initial notice
required by § 216.4(a)(1), the annual
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notice required by §216.5(a), and the
revised notice required by §276.8 s0

that the custorner can retain them or

obtain them later in writing or, if the
customer agrees, electronically.

(2) Examples of retention or
accessibility. You provide a privacy
notice Lo the customer so that the
customer can retain it or obtain it later
if you:

{i) Hand-deliver a printed copy of the
notice to the customer;

(ii) Mail a printed copy of the notice
to the last known address of the
customer; or

(iii) Make your current privacy notice
available on a weh site {or a link to
another weh site) for the customer who
obtajns a financial product or service
electronically and agrees to receive the
notice at the web site.

(f} Jeint notice with other financial
institutions. You may provide 4 joint
notice from you and one or more of your
affiliates or other financial institutions,
as identified in the notice, as long as the
notice is accurate with respect to you
and the other institutions.

(g) Joint relationships. If two or more
consumers jointly obtain a financial
product or service from you, you may
satisfy the inilial, annual, and revised
notice requirements of §§ 216.4(a),
216.5(a), and 216.8(a), respectively, by
providing one notice to those consumers
jointly.

Subpart B—Limits on Disclosures

§216.10 Limits on disclosure of non-
public personal information to nenaffiliated
third parties.

{a) {1) Conditions for disclosure.
Except as otherwise authorized in this
part, you may not, directly or through
any affiliate, disclose any nonpublic
personal information ahout a consumer
to a nonaffiliated third party unless:

{i} You have prt.widetiJ to the
consumer an initial notice as required
under § 216.4;

{ii) You have provided to the
consumer an opt out notice as required
in §216.7;

{iii} You have given the consumer a
reasonable opportunity, before you
disclose the information to the
nonaffiliated third party, tv opt out of
the disclosure; and

(iv) The consumer does not opt vut.

{2) Opt out definition, Opt cut means
a direction by the consumer that you not
disclose nonpublic personal information
about that consumer to a nonaffiliated
third party, other than as permitted by
§§216.13, 216.14, and 216.15.

(3) Examples of reasonable
opportunity to opt out. You provide a
consumer with a reasonable opportunity
to opt out if:

{i) By mail. You mail the notices
required in paragraph (a){1) of this
section o the consumer and allow the
consumer to opt out by mailing a form,
calling a tnll-free telephone number, or
any other reasonable means within 30
days from the date you mailed the
notices.

(ii) By electronic means. A customer
opens an on-line account with you and
agrees to receive the notices required in
paragraph (a}{1} of this section
electronically, and you allow the
customer to opt out by any reasonable -
means within 30 days after the date that
the customer acknowledges receipt of
the notices in conjunction with opening
the account.

(iii) Isolated transoction with
conisumer. For an isolated transaction,
such as the purchase of a cashier’s
check by a consumer, you provide the
consumer with a reasonable opportunity
to opt out if you provide the notices
required in paragraph (a)(1) of this
section at the time of the transaction
and request that the consumer decide,
as a necessary part of the transaction,
whether to opt out before completing
the transaction.

(b} Application of opt out to ail
consutners and all nonpublic personal
information—(1) You must comply with
this section, regardless of whether you
and the consumer have estahlished a
customer relationship.

(2} Unless you comply with this
section, you may not, directly or
through any affiliate, disclose any
nonpublic persenal information about a
consumer that you have collected,
regardless of whether you collected it
before or after receiving the direction to
apt out from the consumer.

{c) Partial opt cut. You may allow a
consumer to select certain nonpublic
personal information or certain
nonaffiliated third parties with respect
to which the consumer wishes to opt
out,

§216.11 Limits on redisclosure and reuse
of information.

{a)(1) Information you receive under
an exception. If you receive nonpublic
personal information from a
nonaffiliated financial institution under
an exception in § 216.14 or 216.15 of
this part, your disclosure and use of that
information is limited as follows:

(i) You may disclose the information
to the affiliates of the financial
institution from which you received the
information;

{ii) You may disclose the information
ta your affiliates, but your affiliates may,
in turn, disclose azid use the )
information only to the extent that you

may disclose and use the information;
and

(iii) You may disclose and use the
information pursuant to an exception in
§216.14 or 216.15 in the ordinary
course of business to carry out the
activity covered by the exception under
which you received the information.

(2) Example. If you receive a customer
list from a nonaffiliated financial
institution in order to provide account
processing services under the exception
in §216.14(a), you may disclose that
information under any exception in
§216.14 or 216.15 in the ordinary
course of business in order to provide
those sorvices. For example, you could
disclose the information in response to
a properly authorized subpoena or to
your attorneys, accountants, and
auditors. You could not disclose that
information to a third party for
marketing purposes or use that
information for your own marketing
purpuses.

{b)(1) Information you receive outside
of an exception. If you receive '
nonpublic persenal information from a
nonaffiliated financial institution other
than under an exception in §216.14 or
216.15 of this part, you may disclose the
information only:

(i) To the affiliates of the financial
institution from which you received the
information;

{ii) To your affiliates, but your
affiliates may, in turn, disclose the
information only to the extent that you
can disclose the information; and

(iii) To any other person, if the
disclasure would be lawful if made
directly to that person by the financial
institution from which you received the
information.

(2) Example. if you obtain a customer
list from a nonaffiliated financial
institution cutside of the exceptions in
§216.14 and 216.15:

{i) You may use that list for your own
purposes; and

{ii) You may disclose that list to

_ another nonaffiliated third party only if

the financial institution from which you
purchased the list could have lawfully
disclosed the list to that third party.
That is, you may disclose the list in
accordance with the privacy policy of
the financial institution from which you
received the list, as limited by the opt
out direction of each consumer whose
nonpublic personal information you
intend to disclose, and you may disclose
the list in accordance with an exception
in § 216.14 or 216.15, such as to your -
attorneys or accountants.

{c) Information you disclose under an
exception. If you disclose nonpublic
personal information to a nonaffiliated
third party under an exception in
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§216.14 or 216.15 of this part, the third
party may disclose and use that
information only as follows:

(1) The third party may disciose the
information to vour affiliates;

(2) The third party may disclose the
information to its affiliates, but its
affiliates may, in turn, disclose and use
the information enly o the exient that
the third party may disclose and use the
information; and

(3) The third party may disclose and
use the information pursuant to an
axception in §216.14 or 216.15 in the
ordinary course of business to carry out
the activity covered by the exception
ander which it received the
information.

{d} informaticn you disclose vutside
of an exception. If you disclose
nonpublic personal information to a
nonaffiliated third party other than
under an exception in § 216.14 or
216.15 of this part, the third party may
disclose the information only:

(1) To your affiliates;

(2) To its saffiliates, hut its affiliales, in
turn, may disclose the information only
to the extent the third party can disclose
the information; and

(3) To any other persol, if the
disclosure would be lawful if you made
it directly to that person.

§216.12 Limits on sharing account
number infarmation for marketing
purposes.

{a) General prohibition on disclosure
of account numbers. You must not,
directly or through an affiliate, disclose,
other than to a consumer Teporting
agency, an account number or similar
form of access number oOF acuess code

“for a consumer’s credit card account,
deposit account, or transaction account
to any nonaffiliated third party for use
in telemarketing, direct mail marketing,
or other marketing through electronic
mail to the consumer.

{(b) Exceptions. Paragraph {a) of this
section does not apply if you disclose an
account number or similar form of
access numhber or access code:

(1) To your agenti of service provider
solely in order to perform marketing for
your own products or services, as long
as the agent or service provider is not
autharized to direcily initiate charges to
the account; or

{2) To a participant in a private label
credit card program oOr an affinity or
similar program where the participants
in the program are identified to the
customer when the customer enters into
the program.

(c) Examp]es——[l] Account number.
An account number, o similar form of
access number or access code, does not
include a number or code in an

encrypted form, as long ag you do not
provide the recipient with a means to
decnde the number or code,

(2) Transaction accournt. A
transaction account is an account other
than a deposil account or a credit card
account. A transaction account does not
include an account e which third
parties canrnot initiate charges.

Subpart C—Exceptions

§216.13 Exception to opt out
requirements for service providers and joint
marketing.

(a) General rule. (1) The opt out
requirements in §§216.7 and 216.10 do
not apply when you provide nonpublic
personal information to a nonaffiliated
third party to perform services for you
or functions on your behalf, if you:

(i} Provide the initial notice in
accordance with §216.4; and

(ii) Enter into a contractual agreement
with the third party that prohibits the
third party from disclosing or using the
information other than to carry out the
purposes for which you disclosed the
information, including use under an
exception in §216.14 or 216.15 in the
ordinary course of business to carry out
those purpases.

{2} Example. If you disclose
nonpublic personal information under
this section to a financial institution
with which you perform joint
marketing, your contractual agreement
with that institution meets the
requirements of paragraph (2)(1)ii) of
this section if it prohibits the institution
from disclosing or using the nonpublic
personal information except as
pecessary to carry out the joint
marketing or under an exception in
§216.14 or 216.15 in the ordinary
course of business to carry out that joint
marketing,

(b) Service may include joint
marketing. The services a nonaifiliated
third party performs for you under
paragraph (a} of this section may
include marketing of your own products
or services or marketing of financial
products or services offered pursuant to
joint agreements between you and one
or more financial institutions.

(c) Definition of joint agreement. For
purposes of this section, joint agreerment
means a written contract pursuant to
which you and one or more financial
institufions jointly offer, endorse, or
SPONSOr & financial product or service.

§216.14 Exceptions to notice and opt out
requirements for processing and servicing
transactions.

(a) Exceptions for processing
transactions al consumer’s request. The
requirements for initial notice in
§ 216.4(a)(2), fur the opt put in §8216.7

and 216.10, and for service provice:
and joint marketing in §216.13 do e
apply if you disclose nonpublic
perscnal informatien as necessary
effect, administer, or enforce a
transaction that a consumer reguosls
authorizes, or in connection with:

(1) Servicing or progessing a finanou
pl‘oduct or service that a gonsumer
requests or authorizes; _

(2) Maintaining or servicing the
consumer’s account with you, or with
another entity as part of a private lahwl
credit card program or other extensioi
of credit on behalf of such entity; or

(3) A proposed or actual
securitization, secondary market sale
(including sales of servicing rights), or
similar transaction related to a
transaction of the consumer.

{b) Necessury to effect, administer, or
enforce a transaction Means that the
disclosure is:

{1) Required, or is one of the lawful
or appropriate methods, to enforce voiu
rights or the rights of other persons
engaged in carrying out the financial
transaction or providing the product ov
service; or

(2) Required, or is a usual, appropriate
or acceptable method:

(i) To carry out the transaction or the
product or service business of which the
transaction is a part, and record, service.
or maintain the consumer’s account in
the ordinary course of providing the
financial service or financial product;

(ii) To administer or service benefits
or claims relating to the transaction or
the product or service business af which
it is a part;

(iii) To provide a confirmation,
statement, or other record of the
transaction, or information on the status
ar value of the financial service or
financial product to the copsumer or the
consumer’s agent or broker;

(iv) To accrue or recognize incentives
or bonuses associated with the
transaction that are provided by you or
any other party;

{¥) To underwrite insurance at the
consumer's request or for reinsurance
purposes, or for any of the following
purposes as they relate to a CONSUImer's
insurance: account administration,
reporting, investigating, or preventing
fraud or material misrepresentation,
processing premium payments,
processing insurance claims,
administering insurance benefits
lincluding utilization review activities).
participating in research projects, or as
otherwise required or specifically
permitted by Federal or State law; or

{vi} In connection with:

{A) The authorization, settlement,
hilling, processing, clearing,
transferring, reconciling or collection of
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amounts charged, debited, or otherwise
paid using a debit, credit, or other
pavment card, check, or account
number, or by other payment means;

{B) The transfer of receivables,
accounts, or interests therein; or

(C) The audit of debit, credit, or other
payment information.

§216.15 Other exceptions to notice and
opt out requirements.

{a) Exceptions to opt out
requircments. The requirements for
initial notice in § 216.4(a}{2}, for the opt
out in §§ 216.7 and 216.10, and for
service previders and joint marketing in
§216.13 do not apply when you
disclose nonpublic persunal
information:

(1) With the consent or at the
direction of the consumer, provided that
the consumer has not revoked the
consent or direction;

{(2)(i) To protect the confidentiality or
security of your records pertaining to
the consumer, service, product, or
transaction;

(ii) To protect against or prevent
actual or potential fraud, unauthorized
transactions, claims, or other liability;

(iii} For required institutional risk
control or for resolving consumer
disputes or inquiries;

(iv) To persons holding a legal or
beneficial interest relating to the
consumer; or

{¥) To persons acting in a fiduciary or
representative capacity on behalf of the
CONSUIMmer;

(3} To provide information to
insurance rate advisory organizations,
gnaranty funds or agencies, agencies
that are rating you, persons that are
assessing your compliance with
industry standards, and your attorneys,
accountants, and auditors;

{(4) To the extent specifically
permitted or required under other
provisions of law and in accordance
with the Right to Financial Privacy Act
of 1978 (12 U1.S.C. 3401 et seq.), to law
enforcement agencies (including a
federal functional regulator, the
Secretary of the Treasury, with respect
to 31 U.S.C. Chapter 53, Subchapter Il
(Records and Reports on Monetary
Instruments and Transactions) and 12
11.5.C. Chapter 21 (Financial
Recordkeeping), a State insurance
authority, with respect to any person
domiciled in that insurance authority’s
State that is engaged in providing
insurance, and the Federal Trade
Commission), self-regulatory
organizations, or for an investigation.on
a matter related to public safety;

(5)(i) To a consumer reporting agency
in accordance with the Fair Credit
Reporting Act (15 U.5.C. 1681 et seq.),
or

(ii) From a consumer report reported
by a conswmer reporting agency;

(6} In connection with a proposed or
actual sale, merger, transfer, or exchange
of al} or a portion of a business or
operating unit if the disclosure of
nonpublic personal information
concerns solely consumers of such
business or unit; or

(7}{i) To comply with Federal, State,
or local laws, rules and other applicable
legal requirements; ‘

{ii) To comply with a properly
authorized civil, criminal, or regulatory
investigation, or subpoena or summons
by Federal, State, or local authorities; or

(iii) To respond to judicial process or
government regulatory authorities
having jurisdiction over you for
examination, compliance, or other
purposes as authorized by law.

(b) Examples of consent and
revocation of consent. (1) A consumer
may specifically consent to your
disclosure to a nonaffiliated insurance
company of the fact that the consumer
has applied to you {or a mortgage so that
the insurance company can offer
homeowner’s insurance to the
ConSumar.

(2) A consumer may revoke consent
hy subsequently exercising the right to
opt out of future disciosures of
nonpublic personal information as
permitted under § 216.7({).

Subpart D—Relation to Other Laws;
Effective Date

§216.16 Protection of Fair Credit
Reporting Act.

Nathing in this part shall be
construed to modify, limit, or supersede
the operation of the Fair Credit
Reporting Act (15 U.S.C. 1681 et seq.),
and no inference shall be drawn on the
basis of the provisions of this part
regarding whether information is
transaction or experience information
under section 603 of that Act.

§216.17 Relation to State laws.

(a) In general. This part shall not he
construed as superseding, altering, or
affecting any statute, regulation, order,
or interpretation in effect in any State,
except to the extent that such State
statute, regulation, order, or
interpretation is inconsistent with the
provisions of this part, and then only to”
the extent of the inconsistency.

(b} Greater protection under State law.
For purposes of this section, a State
statute, regulation, order, or
interpretation is not inconsistent with
the provisions of this part if the
protection such statute, regulation,
order, or interpretation affords any
consumer is greater than the protection

provided under this part, as determined
bv the Federal Trade Commission, after
consultation with the Buard, on the
Federal Trade Commission’s own
motion, or upon the petilion of any
interested party.

§216.18 Efective date; transition rule.

{a) Effective date. This part is effective
November 13, 2000. In order to provide
sufficient time for you to establish
policies and systems to comply with the
requirements of this part, the Board has
extended the time for compliance with
this part until July 1, 2001.

(b}{(1} Notice requirement for
congumers who are your customers on
the compliance date. By July 1, 2001,
you must have provided an initial
notice, as required by § 216.4, to
consumers who are your customers on
July 1, 2001.

(2) Example. You provide an initial
notice to consumers who are your
customers on July 1, 2001, if, by that
date, you have established a sysiem for
providing an initial naotice to all new
customers and have mailed the initial
notice to all your existing customers. -

(c) Two-year grandfathering of service
agreements. Until July 1, 2002, a
contract that you have entered into with
a nonaffiliated third party to perform
services for you or functions-on your
behalf satisties the provisions of
§ 216.13(a)(1)(ii) of this part, even if the
contract does not include a requirement
that the third party maintain the
confidentiality of nonpublic personal
information, as long as you entered into
the contract on or before July 1, 2000.

Appendix A to Part 216-—Sample
Clauses

Financial institutions, including a group of
financial holding company affiliates that use
a common privacy notice, may use the
following sample clauses, if the clause is
accurate for each institution that uses the
notice. (Note that disclosure of certain
informatien, such as assets, income, and
information from a consumer reporting
agency, may give rise to ohligations under the
Fair Credit Reporting Act, such as a
requirement to permit a consumer to opt out

" of disclosures to affiliates or designation as

a consumer reporting agency if disclosures
are made to nonaffiliated third parties.)

A-1—Categories of information you collect
(all institutions)

You may use this clause, as applicable, to
meet the requirement of § 216.6(a)(1) to
describe the categories of nonpublic personal
information you collect.

Sample Clause A-1:

We collect nonpublic personal information
about you from the following sources:

e Information we receive from you on
applications or other forms;

» Information about your transactions with
us, our affiliates, or others; and
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« Information we recsive from a consumer
reporting agency.

A-2—Calegories of information you disclose
{institutions that disclose outside of the
exceptions)

You may use cne of these clauses, as
applicable, to meet the requirement of
§ 216.6(a)(2]) to describe the categories of
nonpublic personal information you disclose.
Yau may use these clauses if you disclose
nenpublic personal information other than as
permitted by the exceptions in §§ 216.13,
216.14, and 216.15.

Sample Clause A-2, Alternative 1.

We may disclase the following kinds of
nonpublic personal jnformation about vou:

» Information we receive from yeu on
applications or other forms, such as [provide
illustrative examples, such as "your name,
address, sociul security number, assets, and
income”l; , o

« Information about your transaclions with
us, cur affiliates, or others, such as |provide
ilustrative examples, such as “your-accouitt
balance, payment history, parties to
transactions, and credit card usage’); and

o Information we receive from a consumer
reporting agency, such as [provide illustrative
examples, such as “'your creditworthiness
and credit history™). )

Sample Clause A-2, Alternative 2; .

We may disclose all of the information that
we callect, as described {deseribe location in
the notice, such as «abave” or “below”].

A-3—Categories of information you disclose
and parties to.whom you disclose :
(institutions that do not disclose oulside of
the exceptions)

You may use this clause, as applicable, to
meet the requirements of §5216.6(a)(2), (3),
and (4) to describe the categories of
nonpublic personal information about
customers and former cusiomers that you
disclase and the categories of affilintes and
nonaffiliated third partiesto whom youn
disclose. You may use this clause if you do
not disclose nonpublic personal information
to any party, other than as permitted by the
exceptions in §§ 216.14, and 216.15.

Sample Clause A-3:

We do not disclose any nonpublic personal
information about our customers or former
customers to anyone, except as permitied by
law.

A-4—Categories of parties to whom yoh )
disclose (institutions that disclose outside of
the exceptions)

You may use this clause, as applicable, to
meet the requirement of §216.6(a)(3) to
describe the categaries of affiliates and
nonaffiliated third parties to whom you
disclose nonpublic perscnal informaticn.
You may use this clause if you disclose
nonpublic personal information other than as
permitted by the exceptions in §§2186.13, -
516.14, and 216.15, s well as when
permitted by the exceptions in §§216.14, and
2i6.15.

Sample Clause A-4:

We may disclose nonpublic personal
information about you to the following types
of third parties:

« Financial service providers, such as
[provide illustrative examples, such as

“mortgage bankers, securities braker-dealers,
and insurance Ggems”];

« Non-financial companies, such as
[prov;'de illustrative examples, such as
“retailers, direc! marketers, airlines, and
pubh’shers"]; and

» Dthers, such as [provide illustrative
examples, such as “non-profit
organjzations”).

We may also disclose nonpublic personal
information about you te nonaffiliated third
parties as permitted by law.

A-5—Service providerfjoint marketing
exception ’

You may use one of these clauses, as
applicable, to meet'the requirements of
§216.6(a)(5) related ta the exception-for
servige providers and joint marketers in
§ 216.13. If you disclose nonpuhlic personal
information under this exception, you must
describe the categories of nonpublic persorial
information you disclose and the calegories
of third perties with whom you have
contracted.

Sample Clause A-5. Ahlernative 1.

We may distlese the following information
1o companies that perform marketing SETVICES
on our behalf or to other financial
institutions with-whom we have joint
marketing agreements: -

o Information we teceive from you on.
applications or other forms, such as |provide
illustrative examples, such as “your name,
address, social security number, assets, and
income”’}; :

« Information about your transactions with
us, our affiliates, or others, such as [provide
illustrative examples, such as “your account
balance, payment history, parties to
{ransactions, and credit card usage"]; and

« [nformation we receive from a consumer
reporling agency, such as [provide illustrative
examples, suc-as “your creditworthiness
and credit history”]. o :

Sample Clause A-5, Alternative 2;

We may disclose all of the information we
collect, as described [describe location in the
notice, such as “above” or “helow] to
companies that perform marketing services
on our behalf ar to other financial ‘
institutions with whom we have joint
marketing agreements. :

A—6—FExplanation of apt nut right _
(institutions that disclose outside of the
exceptions} L -

You may use this clause, as applicable, ta
maet the requirement of § 216.8(a)(6) ta
provide an explanation of the cOnsSumer’s
right to opt out of the disclosure of nonpublic

personal information to nonaffiliated third -

parties, including the method(s) by which the
consumer may exercise thal right. You may
use this clauss if you disclose nonpublic
personal information other than as permitted
by the exceptions in §%§ 216,13, 216.14, and
216.15..

Sample Clause A-6: .

If you prefer that we not disclose
nonpublic personal information about you to
nonaffiliated third parties, you may opt out
of those disclosures, that is, you may direct
1s 7ot to make those disclosures (other than
disclosures permiitted by law). If you wish to
opt out of disclosures ta nonafiiliated third

personal informatior.

T ——— —————

parties, you may idescribe a reasonable
means of opting out, such as “call the
following toll-free number: (insert number)”].

A—7_-Confidentiality and security (all
institutions)

You may use this clause, as applicable, to
meet the requirement of §216.6(a)(8] to
describe your palicies and practices with
respect to protecting the confidentiality and
security of nonpublic personal information.

Sample Clause A-7: -

We restrict access to nonpublic personal
information ahout you te [provide an
appropriate description, such as “those
employees who need to know that -
information to provide pioducts or services Lo
you™]. Wé maintain physical, electronic, and
procedural safeguards that comply with
federal standards to guard your nonpublic

By arder of the Board of Governors of the
Federal Reserve System, May 17, 2000.
Jenmifer J. Johnson,

Secretary of the Board. -

Federal Deposit Insmaﬁce Corporation
12 CFR Chapter III ‘
Authority and Issnance

For the reasons set out in the joint
preamble, the Federal Deposit Insurance
Corporation amends Title 12, Chapter Il
of the Code of Federal Regulations by
adding a new part 332 to read as
follows. S

PART 332—PRIVA¢Y OF CONSUMER
FINANCIAL INFORMATION - -

Sec. . . » -

332.1 Purpose and scope.

332.2 Rule of construction.

332.3 Definitions.

Subpart A—Privacy and Opt Out Notices

332.4 Initial privacy notice to COnSUmers
required. o .

332.5 Annual-privacy notice to customers
required. . - _

332.6 Informationto be included in privacy
notices, IR ‘

332.7 Form of opt out notice to CONSUMers;
opt out methads. -

332.8 Revised privacy notices.-

132.9 Delivering privacy and optout .
notices... = - : e

Subpart B—Limits on Disclosures

332,10 Limitation on disclosure of

nonpublic personal information to

nonaffiliated third parties.

33211  Limits on redisclosure and reuse of
information: -~ * ' ’

332.12 . Limits on shdring account number

- information for marketing purposes.

Subpart C—Exceptions

332.13 Exception to opt out Tequirements
for service providers and joint marketing.

332.14 Exceptions o notice and opt out
requirements for processing and
servicing transactions. :

332.15 - Other exceptions to notice and opt
out requirements.
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Subpart D—Relation to Other Laws;

Etfective Date

332.16 Protection of Fair Credit Reporting
Act.

332.17 Relation 1o State laws.

332.18 LCffective date; transition rule.

Appendix A to Part 332—Sample Clauses

Authority: 12 17.5.C.. 1819 (Seventh and
Tenth); 15 1J.5.C. 6801 et seq.

§332.1 Purpose and scope.

(a) Purpose. This part governs the
treatment of nonpublic personal
information about consumers by the
financial institutions listed in paragraph

{b} of this section. This part:

{1} Requires a financial institution to
provide notice to customers about its
privacy palicies and practices;

(2) Describes the conditions under
which a financial institution may
disctose nuonpublic personal information
ahout consumers to nonaffiliated third
parties; and

(3) Provides a method for consumers
to prevent a financial institution from
disclosing that information to most
nonaffiliated third parties by “opting
out” of that disclosure, subject to the
exceptions in §§ 332.13, 332 14, and
332.15.

{b) Scope. (1) This part applies only
to nonpublic personal information about
individuals who obtain financial
products or services primarily for
personal, family, or household purposes
from the institutions listed below. This
part does not apply to information about
companies or about individuals who
obtain financial products or services for
business, commercial, or agricultural
purposes, This part applies to the
United States offices of entities for
which the Federal Deposit Insurance
Corporation (FDIC) has primary federal
supervisory authority. They are referred
to in this part as “you.” These are:
banks insured by the FDIC {other than
members of the Federal Reserve
System), insured state branches of
foreign banks, and certain subsidiaries
of such entities.

(2) Nothing in this part modifies,
limits, or supersedes the standards
governing individually identifiable
health information promulgated by the
Secretary of Health and Human Services
under the authority of sections 262 and
264 of the Health Insurance Portability
and Accountability Act of 1996 (42
U.S.C. 1320d~-1320d-8).

§332.2 Rule of construction.

The examples in this part and the
sample clauses in Appendix A of this
part are not exclugive. Compliance with
an example or use of a sample clause,
to the extent applicable, constitutes
compliance with this part,

§332.3 Definitions.

As used in this part, unless the
context requires octherwise:

(a} Affiliate means any company that
controls, is controlled by, or is under
common control with another company.

{b){(1) Clear and conspicuous means
that a naotice is reasonably
understandable and designed to call
attention to the nature and significance
of the information in the notice.

(2) Examples—(i} Reasonably
understandable. You make your notice
reasonably understandable if you:

(A) Present the information in the
notice in clear, concise sentences,
paragraphs, and sections;

(B} Use short explanatory sentences or
bullet lists whenever possible;

{C) Use definite, concrete, everyday
words and active voice whenever
possible;

{1D) Avoid multiple negatives;

(E) Avoid legal and highly technical
business terminclogy whenever
possible; and

(F) Avoid explanations that are
imprecise and readily subject to
different interpretations,

(ii) Designed to call attention. You
design your notice to call attention to
the nature and significance of the
information in it if you:

{A) Use a plain-language heading to
call attention to the notice;

(B} Use a typeface and type size that
are easy to read;

(C) Provide wide margins and ample
line spacing;

(D} Use boldface or italics for key
words; and

(E) In a form that cormbines your
notice with other information, use
distinctive type size, style, and graphic
devices, such as shading or sidebars,
when you combine your notice with
other information.

{iii) Notices on web sites. If you
provide a notice on a web page, you
design your notice to call attention to
the nature and significance of the
information in it-if you use text or visual
cues to encourage scrolling down the
page if necessary to view the entire
notice and ensure that other elements
on the web site (such as text, graphics,
hyperlinks, or sound) do not distract
attention from the notice, and you
either:

(A) Place the notice on a screen that
consumers frequently access, such asa
page on which transactions are
conducted; or

(B} Place a link on a screen that
consumers frequently access, such as a
page on which transactions are
conducted, that connects directly to the
notice and is labeled appropriately to
convey the importance, nature, and
relevance of the notice.

(c) Collect means to obtain
information that you organize ar can
retrieve by the name of an individual or
by identifying number, symbol, or other
identifying particular assigned to the
individual, irrespective of the source of
the underlying information.

{(d) Company means any corporation,
limited liability company, business
trust, general or limited partnership,
association, or similar organization.

(e)(1) Consumer means an individual
who obtains or has obtained a financial
product or service from you that is to be
used primarily for personal, family, or
household purposes, or that individual’s
legal representative.

(2) Examples—(i) An individual who
applies to you for credit for personal,
family, or household purposes isa
consumer of a financial service,
regardless of whether the credit is
extended.

{ii) An individual who provides
nonpublic personal information to you
in urder to obtain a determination about
whether he or she may qualify for 4 loan
to be used primarily for personal,
family, or household purposes is a
consumer of a financial service,
regardless of whether the loan is
extended.

(iii} An individual who prov1des
nonpublic personal information to you
in connection with obtaining or seeking
to obtain financial, investment, or
economic advisory services is a
consumer regardless of whether you
establish a continuing advisory
relationship.

(iv) If you hold ownership or
servicing rights to an individual’s loan
that is used primarily for personal,
family, or household purposes, the
individual is your consumer, even if
you hold those rights in conjunction
with one or more other institutions.

" {The individual is also a consumer with

respect to the other financial
institutions involved.) An lndlwdual
who has a loan in which you have
ownership or servicing rights is your
consumer, even if you, or another
institution with those rights, hire an
agent to collect on the loan.

_(v) An individual who is a consumer
of another financial institution is riot
your consumer solely because you-act as
agent for, or provide processing or other
services to, that financial institution.

{vi} An individual is not your
consumer solely because he or she has
designated you as trustee for a trust.

{vii) An individual is not your
consumer solely because he or she isa.
beneficiary of a trust for which you are
a trustee.

{viii) An individual is not your-
consumer solely because he or she is a
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participant or a beneficiary of an
emplovee benefit plan that you sponsor
or for which you act as a trustee or
fiduciary.

(f) Consumer reporting agency has the
same meaning as in section 603(f) of the
Fair Credit Reporting Act (15 U.S.C.
1681a(f)).

(g) Contro] of a company means:

(1) Ownership, control, or power to
vote 25 percent or more of the
outstanding shares of any class of voting
security of the company, directly or
indirectly, or acting through one or
more other persons;

(2} Control in any manner over the
election of & majority of the directors,
trustees, or general partners (or
individuals exercising similar functions)
of the company; or

(3) The power to exercise, directly or
indirectly, a controlling influence over
the management or policies of the
company, as the FDIC determines.

[h§ Cuslomer means a consumer who
has a customer relationship with you.

(i)(1) Customer relations ip means a
continuing relationship between a
consumer and you under which you
provide one or mors financial products
or services to the consumer that are ta
be used primarily for personal, family,
or household purposes.

(2} Examples—{i) Continuing
relationship. A consumer has a
continuing relationship with you if the
consumer:

{A) Has a deposit or investment
account with you,;

(B] Obtains a loan from you;

(C) Has a loan for which you own the
servicing rights;

(D) Purchases an insurance product
{from youw;

(E) Holds an investment product
through you, such as when you act as
a custodian for securities or for assets in
an Individual Retirement Arrangement;

(F) Enters into an agreement or
understanding with you whereby you
undertake to arrange or broker a home
mortgage loan for the consumer;

{G) Enters into a lease of personal
property with you; or

[IE) O{-tains financial, investment, or
economic advisory services from you for
a fee.

(i1} No continuing relationship. A
consumer does not, however, have a
continuing relationship with you if:

(A) The consumer obtains a financial
product or service only in isolated
transactions, such as using your ATM to
withdraw cash from an account at
another financial institution or
purchasing a cashier’s check or money
order;

(B) You sell the consumer’s loan and
do not retain the rights to service that
loan; or

(C) You sell the consumer airline
tickets, travel insurance, or traveler's
checks in isolated transactions,

() Federal functional reguictor means:

(1) The Board of Governars of the
Federal Reserve System;

(2] The Office of the Comptroller of
the Currency;

{3} The Board of Direciers of the
Federal Deposit Insurance Corporation;

(4) The Director of the Office of Thrift
Supervision;

(5) The National Credit Union
Administration Board; and

(6) The Securities and Exchange
Commission.

(k)(1) Financial institution means any
institution the business of which is
engaging in activities that are financial
in nature or incidental to such financial
activities as described in section 4(k) of
the Bank Holding Company Act of 1958
{12 U.S.C. 1843(k}).

{2) Financial institution does not
include:

(i) Any person or entity with respect
to any financial activity that is subject
to the jurisdiction of the Commodity
Futures Trading Commission under the
Commodity Exchange Act (7 U.Ss.C.1et
seq.);

-(i1) The Federal Agricultural Mortgage
Corporation or any entity chartered and
operating under the Farm Credit Act of
1971 (12 U.8.C. 2001 et seq.); or

{iii) Institutions chartered by Congress
specifically o engage in securitizations,
secondary market sales (including sales
of servicing rights), or similar
transactions related to a transaction of a
consumer, as long as such institutions
do not sell or transfer nonpublic
personal information to a nonaffiliated
third party.

(13(1) Financial product or service
means any product or service that a
financial holding company could offer
by engaging in an activity that is
financial in nature or incidental to such
a financial activity under section 4(k} of
the Bank Holding Company Act of 1956
(12 U.S.C. 1843(k}).

(2) Financial service includes your
evaluation or hrokerage of information
that you collect in connection with a
request or an application from a
consurner for a financial product or
service.

(m)(1) Nonaffiliated third party means
any person except:,

(i) Y our affiliate; or

(ii) A person employed jointly by you
and any company that is not your
affiliate (but nopaffiliated third party
includes the other company that jointly
employs the persun}).

(2) Nonaffiliated third party includes
any company that is an affiliate solely
by virtue of your or your affiliate’s

direct or indirect ownership or conisol
of the company in conducting merchin!
banking or investment banking activiti-
of the type described in section
4(k)(4)(H) or insurance company
investment activities of the type
described in section 4(k)(4)(1} of the
Bank Holding Company Act of 1956 (1
U.8.C. 1843(k)(4){H) and (1}).

(n){1) Nenpublic personal information
means:

(i} Personally identifiable financial
information; and

(i1} Any list, description, or other
grouping of consumers (and publicly
available information pertaining to
them) that is derived using any
personally identifiable financial
information that is not publicly
availahble.

(2) Nonpublic personal information
does not include:

{i) Publicly available information,
except as included on a list described in
paragraph (n}{1){ii) of this section; or

(ii) Any list, description, or other
grouping of consumers (and publicly
availahle information pertaining to
them) that is derived without using any
personally identifiable financial
information that is not publicly
available.

(3) Examples of lists—(i) Nanpublic
personal information includes any list
of individuals’ names and strest
addresses that is derived in whole or in
part using personally identifiable
financial information that is not
publicly available, such as account
numbers. .

(ii) Nonpublic personal information
does not include any list of individuals’
names and addresses that contains only
publicly available information, is not
derived in whole or in part using
personally identifiable financial
information that is not publicly
available, and is not disclosed in a
manner that indicates that any of the
individuals on the list is a consumer of
a financial institution.

(0){(1) Personally identifiable financial
information means any information:

(i) A consumer provides to you to
obtain a financial product or service
from you;

{ii) About a consumer resuiting from
any transaction involving a financial
product or service between you and a
COBSUMer; oT

(iil) You otherwise obtain about a
¢onsumer in connection with providing
a financial product or service to that
consumer.

(2) Examples—I(i} Information
included. Personally identifiable
{inancial information includes:

{A) Information a consumer provides
1o you on an application to obtain a
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loan, credit card, or other {financial
product or service;

(B} Account balance information,
payment history, overdraft history, and
credit or debit card purchase
information;

{(C) The fact that an individual is or
has been one of your customers or has
obtained a financial product cr service
from you;

{D} Any information about your
consumer if it is disclosed in a manner
that indicates that the individual is or
has been your consumer;

(E) Any information that a consumer
provides to you or thal you or your
agent otherwise obtain in connection
with collecting on a loan or servicing a
loan;

{F) Any information vou collect
through an Internet “cookie” (an
information collecting device from a
web server); and

(G) Information from a consumer
report,

(i) Information not included.
Personally identifiable financial
information does not include:

{A) A list of names and addresses of
customers of an entity that is not a
financial institution; and

{B] Information that does not identify
a consumer, such as aggregate
information or blind data that does not
contain personal identifiers such as
account numbers, names, or addresses.

{p)1] Publicly available information
means any information that you have a
reasonable basis to believe is lawfully
made available to the general public
from:

(i) Federal, State, or local government
records;

(i1} Widely distributed media; or

(iii) Disclosures to the general public
that are required to be made by Federal,
State, or local law. '

(2) Reasonable basis. You have a
reasonable basis to believe that
information is lawfully made available
to the general public if you have taken
steps to determine:

(i} That the information is of the type

that is available to the general public;
and

(ii) Whether an individual can direct
that the information not be made
available to the general public and, if so,
that your consumer has not dane so.

(3) Examples—{i} Government
records. Publicly available information
in government records includes
information in government real estate
records and security interest filings.

(ii) Widely distributed media. Publicly
:pvailable information from widely .
distributed media includes information
:from a telephone book, a television or
iradio program, a newspaper, or a web

site that is available to the general
public on an unrestricted bagis. A web
site is not resiricted merely because an
Internet service provider or a site
operator requires a fee or a password, so
long as access is available to the general
public.

(iii} Reasonabic basis— (A) You have
a reasonable basis to believe that
mortgage information is Jawfully made
available to the general public if you
have determined that the information is
of the type included on the public
record in the jurisdiction where the
mortgage would be recorded.

(B} You have a reasonable basis to
believe that an individual’s telephone
number is lawfully made available to
the general public if you have located
the telephone number in the telephone
book or the consumer has informed you
that the telephone number is not
unlisted.

(g) You means:

(1) A bank insured by the FDIC (other
than a member of the Federal Reserve
Systam);

(2) An insured state branch of a
foreign bank; and

(3) A subsidiary of either such entity
except:

(i) A broker or dealer that is registered
under the Securities and Exchange Act
of 1934 (15 U.S.C. 78a et seq.);

(ii} A registered investment adviser,
properly registered by or on behalf of
cither the Securities Exchange
Commission or any State, with respect
ta its investment advisory activities and
its activities incidental to those
investment advisory activities;

(iii) An investment company that is
registered under the Investment
Company Act of 1940 {15 U.5.C. 80a~1
et seq.); or

(iv) An insurance company, with
respect to its insurance activities and its
activities incidental to those insurance
activities, that is subject to supervision
by a State insurance regulator.

Subpart A—Privacy and Opt Qut
Notices

§332.4
required.

(a) Initial notice requirement. You
must provide a clear and conspicuous
notice that accurately reflects your
privacy policies and practices to:

(1) Customer. An individual who
becomes your customer, not later than
when you establish a customer
relationship, except as provided in
paragraph (e} of this section; and

{2} Consumer. A consumer, before you
disclose any nonpublic personal
information about the consumer to any
nonaffiliated third party, if you make

Initlal privacy notice to consumers

such a disclosure other than as
authorized by §§ 332.14 and 332.15.

(b)Y When initial notice to @ consumer
is not required. You are not required to
provide an initial notice {0 a consumer
under paragraph (a} of this section if:

(1} You do not disclose any nonpublic
personal information about the
consumer to any nonaffiliated third
party, other than as authorized by
§§332.14 and 332.15; and

(2) You do not have a customer
relationship with the consumer,

(c) When you establish a customer
relationship—(1} General rule. You
establish a customer relationship when
you and the consumer enter into a
continuing relationship. )

(2) Special rule for loans—You
establish a customer relationship with a
consumer when you originate a loan to
the consumer for personal, family, or
household purposes. If you
subhsequently transfer the servicing
rights te that loan to another financial
institution, the customer relationship
transfers with the servicing rights.

(3)(i) Examples of establishing
customer relationship. You establish a
customer relationship when the
COnSuImner:

{A) Opens a credit card account with

ou;
y {B) Executes the contract to open a
deposit account with you, obtains credit
from you, or purchases insurance from
you;

(C) Agrees to obtain financial,
economic, or investment advisory
services from you for a fee; or

() Becomes your client for the
purpose of your providing credit
counseling or tax preparation services.

(ii) Examples of loan rule. You
establish a-customer relationship with a
consumer who obtains a loan for
personal, family, or household purposes
when you:

(A} Originate the loan to the
CONSUIMET; 07

(B} Purchase the servicing rights to
the consumer’s loan.

(d) Existing customers. When an
existing customer obtains a new
financial product or service from you
that is to be used primarily for personal,
family, or household purposes, you
satisfy the initial notice requirements of
paragraph (a) of this section as follows:

{1) You may provide a revised privacy
notice, under § 332.8, that covers the
customer’s new.financial product or
service; or

{2) If the initial, revised, or annual
notice that you most recently provided
to that customer was accurate with
respect to the new financial product or
service, you do not need to provide a
new privacy notice under paragraph (a)
of this section.
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{e) Exceptions to allow subsequent
delivery of notice. (1) You may provide
the initial notice required by paragrapb
{a)(1) of this section within a reasonable
time afier you establish a custemer
relationship if:

(i) Establishing the customer
relationship is not at the customer’s
election; or :

{ii) Providing notice not later than
when you establish a customer
relationship would substantially delay
the customer’s transaction and the
customer agrees to receive the notice at
a later time, )

(2) Examples of exceptions—I(i) Not at
customer’s election. Establishing e
customer relationship is not at the
customer’s election if you acquire a
customer’s deposit liability or the
servicing rights to a customer’s loan
from another financial institution and
the customer does not have a choice
about your acquisition.

(ii) Substanticl delay of customer’s
transaction. Providing notice not later
than when you establish a customer
relationship would substantially delay
the customer’s transaction when: -

{A) You and the individual agree over
the telephone to enter into a customer
relationship involving prompt delivery
of the financial product or service; or

(B) You establish a customer
relationship with an individual under a
program authorized by Title IV of the
Higher Education Act of 1965 (20 U.5.C.
1070 et seq.) or similar student loan
programs where loan proceeds are
disbursed promptly without prior
communication between you and the
customer.

(iii) No substantial delay of
customner’s transaction. Providing notice
not later than when you establish a
customer relationship would not
substantially delay the customer’s
transaction when the relationship is
initiated in person at your office or
through other means by which the
customer may view the notice, such as
on a web site,

(f) Delivery. When you are required to
deliver an initial privacy notice by this
section, you must deliver it according to
§332.9. If you use a short-form initial
notice for non-customers according to
§ 332.6(d), you may deliver your privacy
notice according to §332.6(d)(3).

§332.5 Annual privacy notice to
customers reguired.

(a)(1} General rule. You must provide
a clear and conspicuous notice to
customers that accurately reflects your
privacy policies and practices not less
than annually during the continuation
of the customer relationship. Annually
means at least once in any period of 12

consecutive months during which that
relationship exists. You may define the
12-consecutive-month period, but you
must apply it to the customer on a
consistent basis.

(2} Example. You provide a notice
annually if you define the 12-
conseculive-rnonth period as a calendar
year and provide the annual notice to
the customer once in each calendar year
following the calendar year in which
you provided the initial notice. For
example, if a customer opens an account
on any day of year 1, you must provide
an annual notice to that customer by
December 31 of year 2.

(1)(1) Termnination of customer
relationship. You are not required to
provide an annual notice to a former
custormer.

(2) Examples. Your customer becomes
a former customer whemn:

(i) In the case of a deposit account, the
account is inactive under your policies;
(ii) In the case of a closed-end loan,
the customer pays the loan in full, you
charge off the loan, or you sell the loan

withont retaining servicing rights;

(iii) In the case of a credit card
relationship or other open-end credit
relationship, you no longer provide any
statements or notices to the customer
concerning that relationship or you sell
the credit card receivables without
retaining servicing rights; or

{iv) You have not communicated with
the customer about the relationship for
a period of 12 consecutive months,
other than to provide annual privacy
notices or promotional material.

(c) Special rule for loans. If you do not
have a customer relationship with a
consumer under the special rule for
loans in § 332.4(c)(2), then you need not
provide an annual notice to that .
consumer under this section.

(d} Delivery. When you are required to
deliver an annual privacy notice by this
section, yon must deliver it according to
§332.9.

§332.6 Information to be inciuded in
privacy notices.

{a) General rule. The initial, annual
and revised privacy notices that you
provide under §§ 332.4, 332.5, and
332.8 must include each of the
following items of information, in
addition to any other fnformation you
wish to provide, that applies to you and-
to the consumers to whom you send
your privacy notice:

(1) The categories of nonpublic
personal information that you collect;

{2} The categories of nonpublic

. L -
personal information that you disclose;

{3) The categories of affiliates and
nonaffiliated third parties to whom you
disclose nonpublic personal

information, other than those parties to
whom you disclose information under
§§332.14 and 332.15;

(4) The categories of nonpublic
personal information about your former
customers that you disclose and the
categories of affiliates and nonaffiliated
third parties to whom you disclose
nonpublic personal information about
your former customers, other than those
parties to whom you disclose
information under §§.332.14 and 332.15;

(5) If you disclose nonpublic personal
information to a nonaffiliated third
party under § 332.13 (and no other
exception in § 332.14 or 332.15 applies
to that disclosure}, a separate statement
of the categories of information you
disclose and the categories-of third
parties with whom you have contracted;

{6) An explanation of the consumer’s
right under § 332.10(a) to opt out of the .
disclosure of nonpublic personal
information to nonaffiliated third
parties, including the method(s) by
which the consumer may exercise that
right at that time; :

(7} Any disclosures that you-make
under section 603{d)(2)(A)(iii) of the
Fair Credit Reporting Act (15 U.5.C.
1681a(d)(2}(ANiii)) (that is, notices
regarding the ability to opt out of
disclosures of information among
affiliates); R '

(8) Your paolicies and practices with
respect to protecting the confidentiality
and security of nonpublic personal
information; and o o

{9) Any disclosure that yon make
undér paragraph (b) of this section.

(b) Description of nonaffiliated third
parties subject to exceptions: If you
disclose nonpublic personal information
to third parties as authorized under
§§332.14 and 332.15, you are not
required to list those exceptions in the
initial or annual privacy notices -
required by §§ 332.4 and 332.5. When
describing the categories with respect to
those parties, you are required to state
only that you make disclosures to other
nonaffiliated third parties as permitted
by law. . : '

{c) Examples—(1} Categories of
nonpublic personal information that
you collect. You satisfy the requirement

“to categorize the nonpublic personal
information that you collect if you list
the following categories, as applicable:

(i) Information from the consumer;

{ii) Information about the consumer’s
transactions with you or your affiliates;

{iii) Information about the consumer's
transactions with nonaffiliated third-
parties; and - :

(iv} Information from a consumer
reporting agency. :

(2) Cafegories of nonpublic personal
information you disclose—{i) You
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satisfy the requirement tu categorize the
ncnpublic personal information that
vou disclose if vou list the categories
described in paragraph (c)(1) of this
section, as applicable, and a few
examples to illustrate the types of
information in each category.

(ii) If you reserve the right to disclose
all of the nonpublic personal
information about consumers that vou
collect, vou may simply state that fact
without describing the categories or
examples of the nonpublic persanal
information you disclose.

[3) Categories of affiliates and
nonaffiliated third parties to whom you
disclose. You satisfy the raquirement to
categorize the affiliates and
nonaffiliated third parties to whom you
disclose nonpublic personal information
if you list the following categories, as
applicable, and a few examples to
illustrate the types of third parties in
each category.

{i) Financial service providers;

(ii} Non-financial companies; and

{iii) Others.

(4) Disclosures under exception for
service providers and joint marketers. If
you disciose nonpublic personal
information under the exception in
§332.13 to a nonaffiliated third party to
market products or services that you
offer alone or jointly with another
financial institution, you satisfy the
disclosure requirement of paragraph
{a)(5} of this section if you:

(i) List the categories of nonpublic
personal information you disclose,
using the same categories and examples
you used to meel the requirements of
paragraph (a}{2)} of this section, as
applicable; and

{ii) State whether the third party is:

(A} A service provider that performs
marketing services on your behalf or on
behalf of you and another financial
institution; or

{B) A financial institution with whom
vou have a joint marketing agreement.

(5} Simplified notices. If you do not
disclose, and do not wish to reserve the
right to disclese, nonpublic personal
information about cusiemers or former
customers to zffiliates or nonaffiliated
third parties except as authorized under
§§332.14 and 332.15, you may simply
state that fact, in addition to the
information you must provide under
paragraphs (a}(1), (a){8), {a}{9), and (b} of
this section.

(6] Confidentiality and security. You
describe your paolicies and practices
with respect to protecting the
vonfidentiality and security of
nunpublic personal information if you
do both of the following:

(i) Describe in general terms who is
authorized to have access 1o the
information; and

(i1) State whether vou have security
practices and procedures in place to
ensure the confidentiality of the
information in accordance with your
palicy. You are not required to describe
technical information about the
safegnards you nse.

(d) Shori-form initial notice with opt
out notice for non-customers—(1) You
may satisfy the initial notice
requirements in §§332.4{a)(2), 332.7(h),
and 332.7(c) for a consumer who is not
a customer by providing a short-form
initial natice at the same time as you
deliver an opt out notice as required in
§332.7.

(2) A short-form initial notice must:

(i) Be clear and conspicuous;

(ii} State that your privacy notice is
available upon request; and

(iii) Explain a recasonable means by
which the consumer may obtain that
notice.

(3) You must deliver your shori-form
initial notice according to § 332.9. You
are not required to deliver your privacy
notice with your short-form initial
notice. You instead may simply provide
the consumer a reasonable means to
obtain your privacy notice. If a
consumer who receives your short-form
notice requests your privacy notice, you
must deliver your privacy notice
according to § 332.9.

(4) Examples of obtaining privacy
notice. You provide a reasonable means
by which a consumer may obtain a copy
of your privacy notice if you:

(i) Provide a toll-free telephone
number that the consumer may call to
re?uest the notice; or

ii) For a consumer who conducts
business in person at your office,
maintain copies of the notice on hand
that you provide to the consumer
immediately upon request.

(e) Future disclosures. Your notice
may include:

(1) Categories of nonpublic personal
information that you reserve the right to
disclose in the future, but do not
currently disclose; and

(2) Categories of affiliates or
nonaffiliated third parties to whom you
reserve the right in the future to
disclose, but to whom you do not
currently disclose, nonpublic personal
information.

(f) Sample clauses. Sample clauses
itlustrating some of the notice content
required by this section are included in
appendix A of this part.

§332.7 Form of opt out notice ta
consumers; opt out methods.

(2) (1) Form of opt out notice. If you
are required to provide an opt out notice

under § 332.10(a). vou must provide a
clear and conspicuous notice to each of
your consumers that accurately explains
the right to opt out under that section.
The notice must state:

{i) That you disclose or reserve the
right to disclose nonpublic persenal
information about your consumer 1o a
nonaffiliated third party;

(ii) That the consumer has the right to
opt out of that disclosure; and

(iii) A reasonable means by which the
consumer may exercise the opt out
right.

(2) Examples—(i) Adequate opt out
notice. You provide adequate notice that
the consumer can opt out of the
disclosure of nonpublic personal
information to a nonaffiliated third
party if yow:

(A) Identify all of the categories of
nonpublic personal information that
you disclose or reserve the right to
disclose, and all of the categories of
nonaffiliated third parties to which you
disclose the information, as described in
§332.6(a)(2) and (3). and state that the
consumer can opt out of the disclosure
of that information; and

(B) Identify the [inancial products or
services that the consumer obtains from
you, either singly or jointly, to which
the opt out direction would apply.

{ii} Beasonable opt out means. You
provide a reasonable means to exercise
an opt out right if you:

{A) Designate check-off boxes in a
prominent position on the relevant
forms with the opt out notice;

(B) Include a reply form together with
the opt out notice;

{C) Provide an electronic means to opt
out, such as a form that can be sent via
electronic mail or a process at your web
site, if the consumer agrees to the
electronic delivery of information; or

(D) Provide a toll-free telaphane
number that consumers may call to opt
out.

(iii} Unreasonable opt out means. You
do not pravide & reasonable means of
opting out if:

{A) The only means of opting out is
for the consumer to write his or her own
letter to exercise that opt out right; or

(B} The only means of opting out as
described in any notice subsequent to
the initial notice is to use a check-off
box that you provide with the initial
notice but did not include with the
subsequent notice.

(iv) Specific opt out means, You may
require each consumer to opt out
through a specific means, as long as that
means is reasonable for that consumer.

(b) Same form as initial notice
permitted, You may provide the opt out
notice together with or on the same
written or electronic form as the initial
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notice you provide in accordance with
§332.4.

(c) Injtial notice required when opt
out notice delivered subsequent to
initial notice. If you provide the opt out
notice later than required for the initial
notice in accordance with §332.4, you
must alzo include a copy of the initial
notice with the opt out notice in writing
or, if the consumer agrees,
electronically.

(d) Joint relationships—{1) If two or
more consumers jointly obtain a
financial product er service from you,
you may provide a single opt out notice.
Your opt out notice must explain how
you will treat an opt out direction by a
joint consumer (as explained in
paragraph (d)(5) of this section).

(2) Any of the joint consumers may
exercise the right to opt out. You may
either:

{i) Treat an opt out direction by a joint
cansumer as applying to all of the
associated joint consumers; or

{ii) Permit each joint consumer to opl
out separately.

(3) If you permit each joint consumer
to opt out separately, you must permit
one of the joint consumers to opt out on
behalf of all of the joint consumers.

{4) You may not require all joint
consumers to opt out before you
implement any opt cut direction.

(5) Example. 1f John and Mary have a
joint checking account with you and
arrange for you to send staternents to
John's address, you may do any of the
following, but you must explain in your
opt out notice which opt out policy you
will follow:

(i) Send a single opt oul notice to
John's address, but you must accept an
opt out direction from either John or
Maury.

{ii) Treat an opt out direction by
sither John or Mary as applying to the
entire account. If you do so, and John
opts out, yon may not require Mary to
opt out as well before implementing
John's opt out direction.

{iii} Permit John and Mary to make
different opt out directions. If you do so:
(A) You must permit John and Mary

to opt out for sach other;

(B) If both opt aut, you must permit
both to notify you in a single response
{such as on a form or through a
telephone call); and :

{C) If John opts out and Mary does
not, you may only disclose nunpublic
personal information about Mary, but
not about John and not about John and
Mary jointly.

(@) Time to comply with opt out. You
must comply with a consumer’s opt out
direction as soon as reasonably
practicable after you receive it.

{f) Continuing right to opt ouf. A
consumer may exercise the right 1o opt
oul at any time.

{g) Duration of consumer’s opt out
direction—{1) A censumer’s dircction to
opt out under this section is effective
until the consumer revokes it in writing
or, if the consumer agrees,
electronically.

(2) When a customer relationship
terminates, the customer’s opt out
direction continues to apply to the
nonpublic personal information that
you collected during or related to that
relationship. If the individual
subsequently establishes a new
customer relationship with you, the opt
out direction that applied to the former
relationship does not apply to the new
relationship.

(h) Delivery. When you are required to
deliver an opt out notice by this section,
you must deliver it according to § 332.9.

§332.8 Revised privacy notices.

{a) General rule. Except as otherwise
authorized in this part, you must not,
directly or through any affiliate, disclose
any nonpublic persenal information
about a consumer to a nonaffiliated
third party other than as described in
the initial notice that you provided to
that consumer under § 332.4, unless:

(1) You have provided to the
consumer a clear and conspicuous
revised notice that accurately describes
your policies and practices;

(2) You have provided to the
consumer a new opt out notice;

(3) You have given the consumer a
reasonable opportunity, before you
disclose the information to the
nonaffiliated third party, to opt out of
the disclosure; and

(4) The consumer does not opt out.

(b) Examples—(1) Except as otherwise
permitted by §§ 332,13, 332.14, and
332.15, you must provide a revised
notice before you:

(i) Disclose a new category of
nonpublic personal information to any
nonaffiliated third party;

(i} Disclose nonpuhlic personal
information to a new category of
nonaffiliated third party; or

(iii) Disclose nonpublic personal
information about a former customer to

a nonaffiliated third party, if that former -

customer has not had the opportunity to
exercise an opt out right regarding that
disclosure.

(2) A revised notice is not required if
you disclose nonpublic personal
information to a new nonaffiliated third

. party that you adequately described in

Your prior notice.

(c) Delivery. When you are required to
deliver a revised privacy notice by this
section, you must deliver it according to
§332.9.

§332.9 Delivering privacy and opt out
notices.

{a) How to provide notices. You musl
provide any privacy notices and opt oul
notices, including short-form initial
natices, that this part requires so that
each consumer can reasonably be
expected to Teceive actual notice in
writing or, if the consumer agrees,
electronically.

() (1) Examples of reasonable
expectation of actual notice. You may
reasonably expect that a consumer will
receive actual notice if you:

(i) Hand-deliver a printed copy of the
notice to the consumer;

{ii) Mail a printed copy of the notice
to the last known address of the
COMSLMET;

(iii) For the consumer who conducts
transactions electronically, post the
notice on the electronic site and require
tlie consumer to acknowledge receipt of
the notice as a necessary step to
obtaining a particular financial product
or service; or

(iv} For an isolated transaction with
the consumer, such as an ATM
transaction, post the notice on the ATM
screen and require the consumer to
acknowledge receipt of the notice as a
necessary step to obtaining the.
particular financial product or service.

{2) Examples of unreasonable
expectation of actual notice. You may
not, however, reascnably expect that a
consumer will receive actual notice of
your privacy policies and practices if
you:

(i) Only post a sign in your hranch or
office or generally publish
advertisements of your privacy policies
and practices; or

(ii} Send the notice via electronic mail
to a consumer who does not obtain a
financial product or service from you
electronically.

{c) Annua}, notices only. You may
reasonably expect that a customer will
receive actual notice of your annual
privacy notice if:

{1) The customer uses your weh site
to access financial products and services
electronically and agrees to receive
notices at the web site, and you post
your current privacy notice
continuously in a clear and conspicuous
manner on the web site; or

{2) The customer has requested that
you refrain from sending any
information regarding the customer
relationship, and your current privacy
natice remains available to the customer
upon request.

(d) Cral description of notice
insufficient. You may not provide any
notice required by this part solely by
orally explaining the notice, either in
person or over the telephone.
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(e) Reteniion or accessibility of notices

for customers—(1) For customers only,
you must provide the initial notice
required by §332.4(a)(1), the annual
notice required by § 332.5{a}, and the
revised notice required by § 332.8 so
that the customer can retain them or
obtain them later in writing or, if the
customer agrees, electronically.

{2) Examples of retention or
accessibility. You provide a privacy
notice to the customer so that the
customer can retain it or obtain it later
if yau;

(i} Hand-deliver a printed copy of the
notice lo the customer;

(i1} Mail a printed copy of the notice
to the last known address of the
customer; or

{iii) Make your current privacy notice
available on a web site (or a link to
another web site) for the customer who
obtains a financial product or service
electronically and agrees to receive the
nolice at the web site,

{f) Joint notice with other financial
Institutions. You may provide a joint
notice from you and one or more of your
affiliates or other financial institutions,
as identified in the notice, as long as the
notice is accurate with respect to you
and the other institutions.

(g) Joint relationships. If two or more
consumers jointly obtain a financial
product or service from you, you may
satisfy the initial, annual, and revised
notice requirements of §§ 332.4(a),
332.5(a), and 332.8{a), respectively, by
providing one notice to those consumers
jointly.

Subpart B—Limits on Disclosures

§332.10 Limits on disclosure of non-
public personal information to nonaffiliated
third parties.

{a) (1) Conditions for disclosure.
Except as otherwise authorized in this
part, you may not, directly or through
any affiliate, disclose any nonpublic
personal information about a consumer
to & nonaffiliated third party unless:

{i) You have providra(fto the
consumer an initial notice as required
under § 332.4;

(ii) You have provided to the
consumer an opt out notice as required
in §332.7;

(iii) You have given the consumer a
reasonable opportunity, before you
disclose the information to the
nonaffiliated third party. to opt out of
the disclosure; and

{iv} The consumer does not opt out,

(2) Opt out definition. Opt vut means
a direction by the consumer that you not
disclose nonpublic personal information
about that consumer to a nonaffiliated
third party, other than as permitted by
§§332.13, 332,14, and 332.15.

{(3) Examples of reasonable
cpportunity to opt out. You provide a
consumer with a reasonable opportunity
to opt out if:

(i) By mail. You mail the notices
required in paragraph (a)(1) of this
section to the consumer and allow the
consumer to opt out by mailing a form,
calling & toll-free telephone number, or
any other reasonable means within 30
days from the date you mailed the
notices.

(ii) By electronic means. A customer
opens an on-line account with you and
agrees to receive the notices required in
paragraph (a)(1} of this section
electranically, and you allow the
customer to ot out by any reasonable
means within 30 days after the date that
the customer acknowledges receipt of
the notices in conjunction with opening
the account,

(iii) Isolated transaction with
consumer. For an isolated transaction,
such as the purchase of a cashier’s
check by a consumer, you provide the
consumer with a reasonable opportunity
to opt out if you provide the notices
required in paragraph (a}(1) of this
section at the time of the transaction
and request that the consumer decide,
as a necessary part of the transaction,
whether to opt out before completing
the transaction.

(b) Application of opt out to all
consumers and all nonpublic personal
information—{1) You must comply with
this section, regardless of whether you
and the consumer have established a
customer relationship.

{2) Unless you comply with this
section, you may not, directly or
through any affiliate, disclose any
nonpublic personal infermation about a
consumer that you have collected,
regardless of whether you collected it
before or after receiving the direction to
opt out from the consumer.

(c) Partial opt out. You may allow a
consumer to select certain nonpublic
personal information or certain
nonaffiliated third parties with respect
to which the consumer wishes to opt
out,

§332.11 Limits on redisclosure and reuse
of information,

{a}(1) Information you receive under
an exception. If you receive nonpublic
personal information from a
nonaffiliated financial institution under
an exception in § 332.14 or 332,15 of
this part, your disclosure and use of that
information is limited as follows:

{i) You may disclose the information
to the affiliates of the financial
institution from which you received the
information;

(ii) You may disclose the information
to your affiliates, but your affiliates may,
in turn, disclose and use the
information only to the extent that you
may disclose and use the infarmation;
and

{iii) You may disclose and use the
information pursuant to an exception in
§332.14 or 332.15 in the ardinary
course of business o carry out the
activity covered by the exception under
which you received the information.

(2} Example. If you receive a customer
list from a nonaffiliated financial
institution in order to provide account
processing services under the exception
in § 332.14(a), you may disclose that
information under any exception in
§332.14 or 332.15 in the ordinary
course of business in order to provide
those services. For example, you could
disclose the information in response to
a properly authorized subpoena or to
your attorneys, accountants, and
auditors. You could not disclose that
information to a third party for
marketing purposes or use that
information for your own marketing
purposes.

{(b){1) Information you receive cutside
of an exception. If you receive
nonpublic personal information from a
nonaffiliated financial institution other
than under an exception in § 332.14 or
332.15 of this part, you may disclose the
information only:

{i) To the affiliates of the financial
institution from which you received the
information;

{ii) To your affiliates, but your
affiliates may, in turn, disclose the
information only to the extent that you
can disclose the information; and

{iii) To any other person, if the
disclosure would be lawful if made
directly to that person by the financial
institution from which you received the
information.

(2} Example. If you obtain a customer
list from a nonaffiliated financial
institution outside of the exceptions in
§332.14 and 332.15:

(1) You may use that list for your own
purposes; and

(ii) You may disclose that list to
another nonaffiliated third party only if
the financial institution from which you
purchased the list could have lawfully
disclosed the list to that third party.
That is, you may disclose the list in
accordance with the privacy policy of
the financial institution from which you
received the list, as limited by the opt
out direction of each consumer whose
nonpublic personal information you
intend to disclose, and you may disclose
the list in accordance with an exception
in §332.14 or 332,15, such as to your
attorneys or accountants.
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(¢} Information you disclose under an
exception, If you disclose nonpublic
personal information to a nonaffiliated
third party under an exception in
§332.14 or 332.15 of this parl, the third
party may disclose and use that
information only as follows:

(1) The third party may disclose the
information to your affiliates;

(2) The third party may disclose the
information to its affiliates, but its
affiliates may, in turn, disclose and use
the information only to the extent that
the third party may disclose and use the
information; and

(3) The third party may disclose and
use the information pursuant to an
exception in § 332.14 or 332.15 in the
ordinary course of business to carry out
the activity covered by the sxception -
under which it received the
information. ‘

(d) Information you disclose outside
of an exception. H you disclose
nonpublic personal information to &
nonaffiliated third party other than
under an exception in §332.14 or
332.15 of this part, the third party may
disclose the information only:

{1) To your affiliates;

{2) To its affiliates, but its affiliates, in
turn, may disclose the information only
{o the extent the third party can disclose
the information; and t

{3) To any other person, if th
disclosure would be lawful if you made
it directly to that person.

§332,12 Limits on sharing account
number information for marketing
purposes.

(a) General prohibition on disclosure
of account numbers. You must nat,
directly or through an affiliate, disclose,
other than to a consumer reporting
agency, an account number or similar
form of access number or access code
for a consumer's credit card account,
deposit account, or transaction account
to any nonaffiliated third party for use
in telemarketing, direct mail marketing,
or other marketing through electronic
mail to the consumer.

{b) Exceptions. Paragraph (a) of this
section does not apply if you disclose an
account number or similar form of
access number or access code:

(1) To your agent or service provider
solely in order to perform marketing for
your own products or services, as long
as the agent or service provider is not
authorized to directly initiate charges to
the account; or

(2) To-a participant in a private label
credit card program or an affinity or
similar program where the participants
in the program are identified to the
customer when the customer anters into
the program.

{c) Examples—{1) Account number.
An account number, or similar form of
access number or access cade, does not
include a number or code in an
encrypted form, as long as you do not
provide the recipient with a means to
decode the number or code.

(2) Transaction account, A
transaction account is an account other
than a deposit account or a credit card
account. A transaction account does not
include an account to which third
parties cannot initiate charges.

Subpart C—Exceptions

§332.13 Exception to opt out
requirements for service providers and joint
marketing.

(a) General rule; (1) The opt out
requirements in §§ 332.7 and 332.10 do
not apply when you provide nonpublic
personal information to a nonaffiliated
thiid party to perform services for you
or functions on your behalf, if you:

(i) Provide the initial notice in
accordance with §332,4; and

{ii) Enter into a contractual agreement
with the third party that prohibits the
third party from disclosing or nsing the
information other than to carry out the
purposes for which you disclosed the
information, including use under an
exception in § 332.14 or 332.15 in the
ordinary course of business to carry ou
those purposes. ‘

(2) Example. If you disclose
nonpublic personal information under
this section to a financial institution
with which you perform joint
marketing, your contractual agreement
with that institution meets the
requitements of paragraph {a)(1)(ii) of
this section if it prohibits theé institution
from disclosing or using the nonpublic
personal information except as
necessary to carry out the joint
marketing or under an exception’in
§ 332,14 or 332.15 in the ordinary
course of business to carry out that joint
marketing. - :

(b) Service may include joint
marketing. The services a nonaffiliated
third party performs for you under
paragraph (a) of this section may
include marketing of your own products
or services or marketing of financial
products or services offered pursuant to
joint agreements between you and one
or more financial institutions.

(c) Definition of joint agreement. For
purposes of this section, joint agreement
means 4 written contract pursuant to
which you and one or more financial
institutions jointly offer, endorse, or
sponsor a financial product or service.

§332.14 Exceptions to natice and opt out
requirements for processing and servicing
transactions.

(a} Exceptions for processing
transactions at consumer’s request. The
requirements for initial notice in
§ 332.4(a)(2), for the opt out in §5§332.7
and 332.10 and for service providers
and joint marketing in § 332.13 do not
apply if you disclose nonpublic
personal information as necessary to
effect, administer, or enforce a
transaction that a consumer requests or
authorizes, or in connection with:

(1) Servicing or processing a financial
product or service that a consumer
requests or authorizes; -

2) Maintaining or servicing the -
consumer's account with you, or with
another entity as part of a private label
credit card program or other extension
of credit on behalf of such entity; or

{3} A proposed of actuial- -
securitization; secondary market sale - -
{inclnding sales of servicing rights), or
similar transaction related toa
transaction of the consumer.

(b) Necessary to effect, administer, or
enforce a transaction means thatthe
disclosure ist - - =+ " L

f1) Required, oris one of the lawful:
or appropriate methods, to enforce your
rights-or the rights of other persons
engaged in carrying out the financial
transaction or providing the product or
service;or’ - e e

(2) Requirad, or is a usual; appropriate
or acceptable method: -~ o

(i) To carry out the transaction or the
product or service business of which the
transaction is a part, and record, service,

~ or maintain the consumer’s'dccount in

the ordinary.gourse, of providing the--- .
financisl service or financial product;
(i1} To administer or service benefits
or claims relating to the transaction or
the product or service business of which
itisapart;-. .- - e :
{iii) To provide a confirmation, -,
statement, or other record of the .
transaction, .or information on-the status
or value of the financial service or.
financial product.to the consumer or the
consumer's agent or broker;. - - ©
(iv) To accrue or recognize incentives
or bonuses associated with the
transaction that are provided by you or.
any other party;-- - . - T
{v) To underwrite insurance at the
consumer’s request or for reinsurance
purposes, or-for any of the following.
purposes as they relate to'a consumer’s.
insurance: account administration,: -
reporting, investigating; or preventing
fraud or material misrepresentation;
processing premium payments, -
processing insurance claims,
administering insurance benefits
(including utilization review activities),
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sarticipating in research projecls, or as
therwise required or specifically
sermitted by Federal or Stale law; or

{vi) In connection with:

{A) The authorization. settlement,
illing, processing, clearing,
ransferring, reconciling or collection of
mounts charged, debitud, or otherwise
iaid using a dehit, credit, or other
ayment card, check, or account
mumnber, or by other payment means;

(B} The transfer of receivables,
ccounts, or interests therein; or

(C) The audit of debit, credit, or other
-ayment information.

33215 Other exceptions to notice and
pt out requirements.

(a) Exceptions to opt out
qquirements. The requirements for
1tial notice in § 332.4(a)(2), for the opt
ut in §§ 332.7 and 332.10, and for
arvice providers and joint marketing in
332.13 do not apply when you
isclose nonpublic.persanal
iformation:

{1) With the consent or at the
irection of the consumer, provided that
te consumer has not revoked the
msent or direction;

{2) (1) To protect the confidentiality or
scurity of your records pertaining to
1e consumer, service, product, or
ansaction;

(ii) To protect against or prevent
:tual or potential fraud, unauthorized
ansactions, claims, or other liability;

(iii} For required institutional risk
mtrol or for resolving consumer
sputes or inquiries;

{iv) To persons holding a legal or
meficial interest relating to the
Msumer; or

(v) To persons acting in a fiduciary or
presentative capacity on behalf of the
INSUITET;

(3) To provide information to

surance rate advisory organizations,
laranty funds or agencies, agencies
at are rating you, persons that are
sessing your compliance with
dustry standards, and your attorneys,

countants, and auditors;

(4) To the extent specifically
rmitted or required under other

ovisions of law and in accordance

ith the Right to Financial Privacy Act

1978 (12 U.S.C. 3401 et seq.), to law

forcement agencies {including a

leral functional regulator, the

cretary of the Treasury, with respect -

31 U.S.C. Chapter 53, Subchapter II

ecords and Reports on Monetary

struments and Transactions) and 12

5.C. Chapter 21 (Financial

icordkeeping), a State insurance

thority, with respect to any person
miciled in that insurance authority’s
ate that is engaged in providing

insurance, and the Federal Trade
Commission), self-regulatory
organizations, or for an investigation on
a matter related to public safety;

(5) (i) To a consumer reporting agency
in accordance with the Fair Credit
Reporting Act (15 U.5.C. 1881 ef seq.),
or

{ii) From a consumer repori reported
by a consumer reporting agency;

(6) In connection with a proposed or
actual sale, merger, transfer, or exchange
of all or a partion of a business or
operating unit if the disclosure of
nonpublic personal information
concerns solely consumers of such
business or unit; or

(7} (i) To comply with Federal, State,
or local laws, rules and other applicable
legal requirements;

(ii) To comply with a properly
authorized civil, criminal, or regulatory
investigation, or subpoena or summons
by Federal, State, or local authorities; or

(iii) To respond to judicial process or
government regulatory authorities
having jurisdiction ever you for
examination, compliance, or other
purposes as authorized by law.

(b} Examples of consent and
revocation of consent: (1} A consumer
may specifically consent to your
disclosure to a nonaffiliated insurance
company of the fact that the consumer
has applied to you for a mortgage so that
the insurance company can offer
homeowner’s insurance to the
consumer.

(2) A consumer may revake consent
by subsequently exercising the right to
opt out of future disclosures of
nonpublic personal information as
permitted under § 332.7(1).

Subpart D—Relation to Other L aws;
Effective Date :

£332.16 Prolection of Fair Credit
Reporting Act.

Nothing in this part shall be
construed to modify, limit, or supersede
the operation of the Fair Credit
Reporting Act (15 11.5.C. 1681 et seq.},
and no inference shall be drawn on the
basis of the provisions of this part
regarding whether information is
transaction or experience information
under section 603 of that Act.

§332.17 Relation to State laws.

(a) In general. This part shall not be
construed as superseding, altering, or
affecting any statute, regulatwn order,
or interpretation in effect in any State,
except to the extent that such State
statute, regulation, order, or

- interpretation is inconsistent with the

provisions of this part, and then only to
the extent of the inconsistency.

(b) Greater protection under State law.
For purposes of this section, a State
statute, regulation, order, or
interpretation is not inconsistent with
the provisions of this part if the
protection such statute, regulation,
order, or interpretation affords any
consumer is greater than the protection
provided under this part, as determined
by the Federal Trade Commission, after
consultation with the FDIC, on the
Federal Trade Commission’s own
motion, or upon the petition of any
interested party.

§332.18 Effective date; transition rule.

(a) Effective date. This part is effective
November 13, 2000. In order to provide
sufficient time for you to establish
policies and systems to comply with the
requirements of this part, the FDIC has
extended the time for compliance with
this part untii July 1, 2001,

]Pl) Notice requirement for
consumers who ure your customers on
the compliance date. By July 1, 2001,
you must have provided an initial -
notice, as required by § 332.4, to
consumers who are your customers on
July 1, 2001,

(2) Example You prowde an initial
notice to consumers who areé your
customers on July 1, 2001, if, by that
date, you-have established a system for
providing an initisl notice to all new
customers ahd have mailed the initial
notice to all your existing customers.

(c) Two-year grandfathering of service
agreements. Until July 1, 2002, a
contract that you have entered into with
a nonaffiliated third party to perform
services for you or functions-on your -
behalf satisfies the provisions of =~ -
§ 332.13(a)(1)(ii) of this part, even'if the
contract does not include a requirement
that the third party maintain the
confidentiality of nonpublic personal
information, as long as you entered into
the contract on or hefore July 1, 2000.

Appendix A to Part 332—Sample
Clauses

Financial institutions, including a group of
financial holding company affiliates that use
4 common privacy notice, may use the
following sample clauses, if the clause is
accurate.for each institution that uses the
notice. {Note that disclosure of certain
information, such as assets and income, and
information from a consumer reporting -
agency, may give rise to obligations under the
Fair Credit Reporting Act, suchasa™ -
requirement {o permit a consumeér to opt out
of disclosures to affiliates or designation as
a consumer reporting agency if disclosures
are made to nonaffiliated third parties.)

A-1—Categories of information you collect
{(all institutions)

You may use this clause, as applicable, to
meet the requirement of § 332.6(a)(1) to
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describe the calegories of nonpublic personal
information vou collect.

Sample Clause A-1:

We collect nonpublic personal inferniation
about vou from the following sources:

a Information we receive fram vou on
applications or other farms;

« Information about vour transactions with
us, our affiliates, or others; and

+ Information we receive from a consumer
reporting agency.

A-2—Categories of information you disclose
(institutions that disclose outside of the
exceptions)

You may use one of these clauses, as
applicable, to mest the requirement of
§ 332.6(a)(2) to describe the categories of
nonpublic personal information you disclose,
You may use these clauses il you discluse
nonpublic personal information other than as
permitted by the exceptions in §§ 332.13,
332,14, and 332.15.

Sample Clause A-2, Alternative 1

We may disclose the following kinds of
nonpublic personal information about you:

o Information we receive from you on
applications or other forms, such us [provide
illustrative examples, such as "'vour name,
address, social security number, assets, and
income”; .

« Information zbout your transactions with
us, our affiliates, or others, such as [provide
illustrative examples, such as “your account
balance, payment history, parties to
transactions, and credit card usage’; and

« Information we receive from a consumer
reporting agency, such as |provide illustrative
examples, such as “your creditworthiness
and credit history”].

Sample Clause A-2, Alternative 2:

We may disclase all of the information that
we collect, as described [describe location in
the natice, such as “above” or “below”.

A-3—Categories of information you disclose
and parties to whom you disclose :
(institutions that do not disclose outside of
the exceptions)

You may use this clause, as appliceble, 1o
meet the requirements of §§332.6(a) (2), (3),
and (4) ta describe the categaries of
nonpublic personal information about
customers and former customers that you
disclose and the categories of affiliates and
nonaffiliated third parties to whom you
disclose. You may use this clause if you do
nat disclose nonpublic personal information
to any party, other than as permitted by the
exceptions in §§332.14 and 332.15.

Sample Clause A-3:

We do not disclose any nonpublic persenal
information about our customers or former
customers to anyone, except as permitted by
law.

A-4—Gategories of parties to whom you
disclose (institutions that disclose puiside of
the exceptions)

You may use this clause, as applicable, to
meet the reguirement of §332.6(a)(3) to
describe the categories of affiliates and
nonalffiliated third parties to whom you
disciose nonpublic personal information.
You may use this clause if you disclose
nonpublic personal information other than as
permitted by the exceptions in §§332.13,

332.14, and 332.15, as well as when
permitted by the exceplions in §§332.14 and
332.15.

Sample Clause A-4:

We may disclose nonpublic personal
information about you to the following types
of third parties:

« Financial service providers, such as
[provide illustrative examples, such as
“mortgage bankers, securities broker-dealers,
and insurance agents’];

+ Non-financial companies, such as
[provide illustrative examples, such as
“retailers, direct marketers, aitlines, and
pubh’shers”]; and

+ Others, such s [provide illustrafive
examples, such as “non-profit
organizations].

We may also disclose nonpubtic personal
information about you to nonaftiliated third
parties as permitted by law.

A-5—Service provider/joint marketing
exception

You may use one of these clauses, as
appliceble, to meet the requirements of
§ 332.6(a)(5) related 1o the exception for
service providers and joint marketers in
§312.13. I you disclose nonpublic personal
information under this exception, you must
describe the categories of nonpublic personal
information you disctose and the categories
of third parties with whom you have
contracted.

Sample Clause A-5, Alternative 1:

We may disclose the following information
to companies that perform marketing services
on our behalf or to other financial
instituticns with whom we have joint
marketing agreements:

« Information we receive from you on
applications or other forms, such as {provide
illustrative examples, such as “your name,
address, social security number, assets, and
income™);

« Information ebout your transactions with,
us, our affiliates, or others, such as {provide
illustrative examples, such as “your account
balance, payment history, parties to
transactions, and credit card usage'']; and

» Information we receive from a consumer
reparting agency, such as [provide illustrative
examples, such as “your creditworthiness
and credit history”].

Sample Clause A-5, Alternative 2:

We may disclose all of the information we
collect, as described [describe Jocation in the
notice, such as “abave" or “helow”] to
companies that perform marketing services
on our behalf or to other financial
institutions with whorn we have joint
markeling agreements.

A—t—Explanation of opt out right
(institutions that disclose outside of the
exceptions)

You may use this clause, as applicable, to
meet the requirement of § 332.6(a)(B) to
provide an explanaticn of the consumer’s
right to opt out of the disclosure of nonpublic
personal information to nonaffiliated third
parties, including the method(s} by which the
consumer may exercise that right. You may
use this clause if you disclose nonpublic
personal information other than as permitted
by the exceptions in §§ 332,13, 332.14, and
332.15,

Sample Clause A-6:

If you prefer that we not disclose
nonpublic personal information about you to
nonaffiliated third parties, you may opt out
of those disclosures, that is, you may direct
us not to make thasé disclosures (other than
disclosures permitted by law). If you wish to
opt out of disclosures to nonaffiliated third
parties, you may [describe a reasonable
means of apting out, such s “call the
foliowing toll-free number: (insert number)].

A-7—Confidentiality and security (all
institutions)

You may use this clause, as applicable, to
meet the requirement of §332.6(a}(8) 10
describe your policies and practices with
respect to protecting the confidentiality and
security of nonpublic personal information.

Sample Clause A-7:

We restrict access to noupublic personal
information about you to [pravide an
appropriate description, such as “those
employees who need to know that
information to provide products ar services 1o
you”], Wa maintain physical, electronic, and
procedural safeguards that comply with
federal standards to guard your nenpublic
personal information.

By order of the Board of Directors.
Federal Deposit Insurance Corparation.
Dated at Washington, DC, this 10th day of

May, 2000. A

Robert E. Feldman,

Executive Secretary.

Office of Thrift Supervision
12 CFR Chapter V

For the reasons set out in the joint
preamble, OTS amends Chapter V, Title
12 of the Code of Federal Regulations by
adding part 573 to read as follows:

PART 573—PRIVACY OF CONSUMER
FINANCIAL INFORMATION

Sec. .
573.1 Purpose and scope.
573.2 Rule of construction.
573.3 Definitions.

Subpart A—Privacy and Opt Out Notices

573.4 Initial privacy notice to consumers
required.

573.5 Annual privacy notice to customers
required.

573.6 Information to be included in privacy
notices.

5737 Form of opt out notice to consumers;
opt out methods.

573.8 Revised privacy notices.

573.9 Delivering privacy and opt out
notices.

Subpart B—Limits on Disclosures

57340 Limitation on disclosure of
nonpublic persenal information to
nonaffiliated third parties.

573.11 Limits on redisclosure and reuse of
information.

5732.12 Limits on sharing account number
information for marketing purposes.
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Subpart C—Excepticns

573.13  Exception lo opi vin
far service providers s

573.14  Exceptions ta notice wind g o
requirements for proceans
servicing transaclion:

573.15 Other exceptions 1o noin
out requirements.

Subpart D—Relation to Othet L nws:
Eftective Date

573.16 Protection of Fair Crndil Kuporting
Act.

573.17 Relation to Staie liw:

6573.18 Effective dale; trausition yulre,

oo apl

Appendix A to Part 573-——Sample Clauses

Awuthority: 12 U.5.C. 14624, 1463, 1464,
1828; 15 U.5.C. 6801 at suy.

§573.1 Purpose and scope.

(a) Purpose. This parl governs the
treatrnent of nonpublic personal
information aboul ¢consumers by the
financial institulions listed in paragraph
{b) of this section. This part:

(1) Requires a financial institution to
provide notice to customers about its
privacy policies and practices;

{2) Describes the conditions under
which a financial institution may
disclose nonpublic personal information
about consumers to nonaffiliated third
parties; and

{3) Provides a method for consumers
to prevent a financial institution from
disclosing that information to most
nonaffiliated third parties by “opting
out” of that disclosure, subject to the
zxceptions in §§573.13, 573.14, and
373.15.

(b} Scope. (1) This part applies only
.0 nonpublic personal information about
ndividuals who obtain financial
roducts or services primarily for
»ersanal, family, or household purposes
tom the institutions listed below. This
»art does not apply to information about
;:ompanies or about individuals who
btain financial products or services for
wisiness, commercial, or agricultural
wrposes. This part applies to savings
issociations whose deposits are insured

1y the Federal Deposit Insurance
lorporation, and any subsidiaries of
uch savings associations, but not
ubsidiaries that are hrokers, dealers,
iersons providing insurance,
avestment companies, or investment
dvisers. This part refers to these
ntities as “‘you.”

{2) Nothing in this part modifies,
nmils, or supersedes the standards
overning individually identifiable

ealth information promulgated by the
ecretary of Health and Human Services
nder the authority of sections 262 and
64 of the Health Insurance Portability
od Accountability Act of 1996 (42
1$.C. 1320d-13204d-8).

§573.2 Ruie of construction.

The examples in this part and the
sumple clauses in appendix A of this
parl are not exclusive. Compliance with
an example or use of a sample clause,
to the extent applicable, constitutes
compliance with this part.

§573.3 Definitions.

As used in this part, unless the
context requires otherwise:

(a} Affiliote means any company that
controls, is controlled by, or is under
commaon control with another company.

(b)(1) Clear and conspicuous means
that a notice is reasonably
understandable and designed to call
attention to the nature and significance
of the informatian in the notice,

{2) Examples—{(i) Reasonably
understanidable. You make your notice
reasonably understandable if you:

(A} Present the information in the
notice in clear, concise sentences, -
paragraphs, and sections; )

(B) Use short explanatory sentences or
bullet lists whenever possible;

(C) Use definite, concrete, everyday
words and active voice whenever
possible; ‘

(D} Avoid multiple negatives;

(E) Avoid legal and highly technical
business terminalogy whenever
possible; and

(F) Avoid explanations that are
imprecise and readily subject to
different interpretations.

{i1) Designed to call attention. You
design your notice to call attention to
the nature and significance of the
information in it if you:

{A) Use a plain-language heading to
call attention to the notice;

(B) Use a typeface and type size that
are easy to read; _

{C) Provide wide margins and ample
line spacing; ' :

(D) Use boldface or italics for key
words; and . .

(E) In a form that combines your
notice with other information, use ,
distinctive type size, style, and graphic
devices, such as shading or sidebars,
when you combine your notice-with
other information.

(iii) Notices on web sites. If you
provide a notice on-a web page, you
design your notice to call attention to
the nature and significance of the
information in it if you use text or visual
cuss to encourage scrolling down the
page if necessary to view the entire
notice and ensure that other elements
on the web site (such as text, graphics,
hyperlinks; or sound) do not distract
attention from the notice, and you
either:

{A) Place the notice on a screen that
consumers frequently access, such as a

page on which fransactions are
conducted; or

{8} Place a link on a screen that
consumers frequently access, such as a
page on which transactions are
conducted, that connects directly to the -
nolice and is laheled appropriately to
convey the importance, nature, and
relevance of the notice.

{c) Collect means to obtain
information that you organize or can
retrieve by the name of an individual or
by identifying number, symbol, or other
identifying particular assigned to the
individual, irrespective of the source of
the underlying information. _

(d} Company means any corporation,
limited liability company, husiness
trust, general or limited partnership,
association, or similar organization.

(8}(1) Consumer means an individual
who obtains or has obtained a financial
product or service from you that is to be
used primarily for personal, family, or
household purposes, or that individual's
legal representative, . -

(2} Examples—{i) An individual who
applies to you for credit for personal,
family, or household purposes is a
consumer of a financial service,
regardless of whether the credit is
extended. - - ‘

(i) An indjvidual who provides
nonpuhlic personal information to you
in order to obtain a determination about
whether he or she may qualify for a loan
to be used primarily for personal,
family, ar household purposes is a
consumer of a financial service,
regardless of whether the loan is-
extended. . - . . e

(iii) An individual who provides
nonpublic personal information to you
in connection with obtaining or seeking
to obtain financial, investment, or.
economic advisory services isa ..
consumer regardless of whether you .
establish a continuing advisory
relationship. - R

(iv) If you hold ownership or _
servicing rights to an individual's loan .
that is used primarily for personal,
family, or household purposes, the .. -
individual is your consumer, even if
you hold those rights in conjunction
with one or more other institutions.
{Th&individual is also a consumer with
respect to the other financial -
institutions involved.) An individual
who has a loan in which you have .
ownership or servicing rights is your
consumer, even if you, or another
institution with those rights, hire an
agent to collect on the loan.

{(v) An individual who is a consumer
of another financial institution is not
your consumer solely because you act as
agent for, or provide processing or.other
services to, that financial institution.
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{vi] An individual is not your
consumer solely because he or she has
designated you as trustee for a trust.

(vii) An individual is not your
consumer solely because he or she is a
heneficiary of a trust for which you are
a trustee.

(viii) An individual is not your
consumer solely because he or she is &
participant or a beneficiary of an
employee benefit plan-that you sponsor
or for which you act as a trustee or
fiduciary.

{f] Consumer reporting agency has the
same meaning as in section 603(f) of the
Fair Credit Reporting Act (15 U.5.C.
1681alf}).

(g) Control of a company means:

(1) Ownership, control, or power to
vote 25 percent or more of the
outstanding shares of any class of voting
security of the company, directly or
indirectly, or acting through one or
more other persons;

{2] Control in any manner over the
election of a majority of the directors,
trustess, or general pariners {or
individuals exercising similar functions}
of the company; or '

{3) The power-ta exercise, directly or
indirectly, a controlling influence over
the management or palicies of the
company, as the OTS determines.

{h) Customer means a COnsumner who
has a customer relationship with you.

{1)(1) Customer relationship means a
continuing relationship between a
consumer and you under which you

_ provide one or more financial products

or services to the consumer that are to
be used primarily for persenal, family,
or household purposes.

(2} Examples—{i) Continuing
relationship; A consumer has a
continuing relationship with you if the
consumer:

{A) Has a depositor investment
account with you; :

(B) Obtains a loan from you;

(C} Has a loan for which you own the
servicing rights; -

(D) Purchases an insurance product
from you; .

(E) Holds an investment product
through you, such as when yon act as
a custodian for securities or for assets in
an Individual Retirement Arrangement;

{F) Enters into an agreement or
understanding with you whereby you
undertake to arrange or broker a home
mortgage loan for the consumer; )

(G) Enters into a lease of personal
property with you; or

(H) Obtains financial, investment, or
economic advisory services from you for
a fee. '

(ii) No continuing relationship. A
consumer does not, however, havea
continuing relationship with you if:

{A) The consumer ahlaing a financial
product or service only in isulated
transactions, such as using vour ATM to
withdraw cash from an account al
another financial institution or
purchasing a cashier’s check or money
order;

(B) You sell the consumer’s loan and
do not retain the rights to service that
loan; or

(C) You sell the consumer airline
tickets, travel insurance, or traveler’s
checks in isolated transactions.

(j} Federal functional regulator means:

(1) The Board of Governors of the
Federal Reserve System;

{2) The Office of the Comptroller of
the Currency; :

(3) The Board of Directors of the
Federal Deposit Insurance Gorporation;

{4) The Director of the Office of Thrift

Supervision;

@} The National Credit Union
Administration Board; and _

{6} The Securities and Exchange
Commission.

(k){1) Financial instifution means any
institution the business of which is
engaging in activities that are financial
in nature or incidental to such financial
activities as described in section 4(k) of
the Bank Holding Company Act of 1956
(12 U.S.C. 1843{k}). - _

{2) Financial institution does not
include:

(i) Any person or entity with respect
to any financial activity that is subject
to the jurisdiction of the Commedity
Futures Trading Commission under the
Commodity Exchange Act {(7U.S.C.1ef

seq.);

?ii] The Federal Agricultural Mortgage
Corporation orany entity chartered and
operating under the Farm Credit Act of
1671 (12 U.5.C. 2001 e seq.); or

(3ii) Institutions chartered by Congress
specifically to engage in securitizations,
secondary market sales (including sales
of servicing rights), or similar
transactions related to a transaction of a
consumer, as long as such institutions
do not sell or transfer nonpublic
personal information to a nonaffiliated
third party. :

{){1) Financial product or service
means any product or service that a
financial holding company could offer
by engaging in an activity that is
financial in nature or incidental to such
a financial activity under section 4{k) of
the Bank Holding Company Act of 1956
(12 U.8.C. 1843(k)).

(2) Financial service includes your
evaluation or brokerage of information
that you collect in connection with a
request or an application from-a
consumer for a financial product or
service,

(m)(1) Nonaffiliated third party means
any person except: .

(i) Your affiliate; or

(ii) A person employed jointly by you
and any company that is not your
affiliate (but nonaffiliated third party
includes the other company that jointly
employs the person).

(2) Nonaffiliated third party includes
any company thatis an affiliate solely
by virtue of your or your affiliate’s
direct or indirect ownership or contro}
of the company in conducting merchant
banking or investment banking activities
of the type described in section
4(k)(4)(H} or insurance company
investment activities of the type
described in section 4(k)(a)(I} of the
Bank Holding Company Act of 1956 (12
U.8.C. 1843(k)(4)(H) and (1)}

{n)(1) Nonpublic personal information
Imeans: o '

(i} Personally identifiable financial
information;and .

(ii) Any list, description, or other
grouping of consumers (and publicly
available information pertaining o -
them) that is derived using any -
personally identifiable financial
information that is not publicly -
available. - o Ny _

(2) Nonpublic personal information
does not include: .-

(i) Publicly available information,
except as included on a list described in
paragraph (n}(1)(ii) of this section; or

(ii) Any list, description, or, other
grouping of consumers (and publicly
available information pertaining to
thern) that is derived without using any
personally identifiable financial =
information that is not publicly’
available. - - - C

(3) Examples of Iists—{i) Nonpublic
personal information includes any list
of individuals’ names and strest
addresses that is‘derived in'whole or in
part using personally identifiable
financial information that is not

-"publicly available, such as account

numbers,
(ii) Nonpublic personal information
does not include any list of individuals’
names and addresses that contains only
publicly available information; is not
derived in wholé or in part using -
personally identifiable financial’
information that is not publicly

_ available, and is not disclosed ina

manner that indicates that any-of the
individuals on the list is a consumer of
a financial institution. Lo

{0)(1) Personally identifiable financial
information means any information: -

(i) A consumer provides to you to
obtain‘a financial product or service
from you; T ‘

(ii) About a consumer resulting from
any transaction involving a financial -
product or service between you and a
consumer; OF. o
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(iii} You otherwisc ohlain about a in government records includes consumer when you originate a loan to
consumer in connection with providing  information in government real estate the consumer for personal, family, or
a financial product or service to that records and security interest filings. household purposes. If you
CONSIMET. (ii) Widely distributed media, Publicly = subsequently transfer the sexvicing

(2) Examples—{i) information available information from widely rights to that loan to another financial
included. Personally identifiable distributed media includes information  jpstitution, the customer relationship
financial information includes: from a telephone baok, a television or transfers with the servicing rights.

(A) Information a consumer provides  radio program, a newspaper, or a web (3)(d) Examples of establishing
to you on an application to obtain a site that is available to the general customer relationship. You establish a
loan, credit card, or olher financial public on an unrestricted basis. A web custamer relationship when the

product or service;

(B) Account halance information,
pavment history, overdraft history, and
credit or debit card purchase
information:

(C) The fact that an individual is or
has been one of your customers or has
ubtained a financial product or service
from you;

(D) Any information aboul your
consumer if it is disclosed in a manner
that indicates that the individual is or
has been your consumer;

(E) Any information that a consumer
provides to you or that you or your
agent otherwise ohtain in connection
with collecting on a loan or servicing a
loan; .

(F) Any information you collect
through an Internet “cookie” (an
information collecting device from a
web server); and

(G) Information from a consumer
report.

{i1) Information not included.
Personally identifiable financial
information does not include:

(A) A list of names and addresses of
customers of an entity that is not a
financial institution; and

(B) Information that does not identify
a consumer, such as agpregate
information or blind data that does not
contain personal identifiers such as
account numbers, names, or addresses.

(p)(1) Publicly available Information
means any information that you have a
reasonable basis to believe is lawfully
made available to the general public
" from: .

(i) Federal, State, or local government
records;

{ii) Widely distributed media; or

(iii) Disclosures to the general public
that are required to he made by Federal,
State, or local law.

(2) Reasonable basis. You have a
reasonable basis to believe that
information is lawfully made availahle
to the general public if you have taken
steps to determine:

- (1) That the information is of the type
that is available to the general public;
and

{ii) Whether an individual can direct
_ that the information not be made
> available to the general public and, if so,
" that your consumer has not done so.
(3) Examples—(i) Government
' records. Publicly available information

site is not restricted merely because an
Internet service provider or a site
operator requires a fee ar a password, so
long as access is available to the general
public.

(iii) Reasonable basis—{A) You have
a reasonable basis to believe that
mortgage information is lawfully made
available to the general public if you
have determined that the information is
of the type included on the public
record in the jurisdiction where the
mortgage would be recorded.

{B) You have a reasonable basis to
believe that an individual’s telephone
number is lawfully made available to
the general public if you have located
the telephone number in the telephone
book or the consumer has informed you
that the telephone number is not
unlisted.

Subpart A—Privacy and Opt Out
Notices

§573.4
required.

{a) Initial notice requirement. You
must provide a clear and conspicuous
notice that accurately reflects your
privacy policies and practices to:

(1) Customer. An individual who
becomes your customer, not later than
when you establish a customer
relationship, except as provided in
paragraph (e) of this section; and

(2) Consumer. A consumer, before you
disclose any nonpublic personal
information ahout the consumer to any
nonaffiliated third party, if you make
such a disclosure other than as
authorized by §§573.14 and 573.15.

(b) When initial notice to a consumer
is not required. You are not required to
provide an initial notice to a consumer
under paragraph (a) of this section if:

{1) You tfﬂ not disclose any nonpublic
personal information about the
consumer to any nonaffiliated third
party, other than as authorized by
§§573.14 and 573.15; and

{2} You do not have a customer
relationship with the consumer,

(c} When you establish a customer
relationship—(1) General rule, You

Initial privacy notice to consumers

. establish & customer relationship when

you and the consumer enter into a
continuing relationship.

(2) Special rule for loans—You
establish a customer relationship with a

CONSUMmET: _

(A) Opens a credit card account with
you;

(B) Executes the contract to open a
deposit account with you, obtains credit
from you, or purchases insurance from
you;

(C) Agrees to obtain financial,
economic, or investment advisory

.services from you for a fee; or

{D) Becomes your client for the
purpose of your providing credit
counseling or tax preparation services.

(ii) Examples of loan rule. You
establish a customer relationship with a
consumer who obtains a loan for
persontal, family, or household purposes
when you: '

(A} Originate the loan to the
CONSUINET; OT

(B) Purchase the servicing rights to
the consumer’s loan.

{d) Existing customers. When an
existing customer obtains a new
financial product or service from you
that is to be used primartly for personal,
family, or household purposes, you
satisfy the initial notice requirements of
paragraph (a) of this section as follows:

(1) You may provide a revised privacy
notice, under § 573.8, that covers the
customer’s new financial product or
service; or

(2} If the initial, revised, or annual
notice that you most recently provided
to that customer was accurate with
respect to the new financial product or
service, you do not need to provide a
new privacy notice under paragraph (a)
of this section.

(e) Exceptions to allow subsequent
delivery of notice. (1) You may provide
the initial notice required by paragraph
{a)(1} of this section within a reasonable
time after you establish a customer
relationship if:

(i) Establishing the customer
relationship is not at the customer’s
election; or .

(ii) Providing notice not later than
when you establish a customer
relationship would substantially delay
the customer’s transaction and the
customer agrees to receive the notice a
a later time. :

(2) Examples of exceptions—(i) Not at
customer’s election. Establishing a
customer relationship is not at the
customer’s election if you acquire a
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customer’s deposit liability or the
servicing rights to a customer’s loan
from another financial institution and
the cnustomer does not have a choice
about your acquisition.

(i1} Substantial delay of custoiner’s
fransaction. Providing notice not later
than when you establish a customer
relationship would substantially delay
the customer’s transaction when:

(A) You and the individual agree over
the telephone to enter into a customer
relationship involving prompt delivery
of the financial product or service; or

(B) You estabiish a customer
relationship with an individual under a
program authorized by Title IV of the
Higher Education Act of 1965 (20 U.S.C.
1070 et seq.) or similar student loan
programs where loan procecds are
disbursed promptly without prior
communication between you and the
customer.

(iii) No substantial delay of
customer’s transaction. Providing notice
not later than when you establish a
customer relationship would not
substantially delay the customer’s
transaction when the relationship is
initiated in person at your office or
through other means by which the
customer may view the notice, such as
on a web site.

{f) Delivery. When you are required to
deliver an initial privacy notice by this
section, you musl deliver it according to
§%73.9. If you use a short-form initial
notice for non-customers according to
§573.6(d), you may deliver your privacy
notice according to §573.6(d)(3).

§573.5 Annual privacy natice to
customers required.

(a)(1) General rule. You must provide
a clear and conspicuous notice to
customers that accurately reflects your
privacy policies and practices not less
than annually during the continuation
of the customer relationship. Annually
means at least once in any period of 12
consecutive months during which that
relationship exists. You may define the
12-consecutive-month period, but you
must apply it to the customer on a
consistent basis.

(2) Example, You provide a notice
annually if you define the 12-
gonsecutive-month period as a calendar
year and provide the annual notice to
the customer once in each calendar year
following the calendar year in which
you provided the initial notice. For
example, if a customer opens an account
on any day of year 1, you must provide
an annual notice to that customer by
December 31 of year 2.

(b){(1) Termination of customer
relationship. You are not required to

provide an annual notice to a former
customer.

(2) Examples. Your customer becomes
a former customer when:

(i) In the case of a deposit account, the
account is inactive under your poelicies;
(ii) In the case of a closcd-engloan,
the cusiemer pays the loan in full, you
charge off the loan, or you sell the loan

without retaining servicing rights;

(iii) In the case of a credit card
relationship or other open-end credit
relationship, vou no longer provide any
statements or notices to the customer
concerning that relationship or you sell
the credit card receivables without
retaining servicing rights; or

(iv) You have not communicated with
the customer about the relationship for
a period of 12 consecutive months,
other than to provide annual privacy
notices or promotional material.

{c) Special rule for loans. If you do not
have a customer relationship with a
consumer under the special rule for
loans in § 573.4(c){2}, then you need not
provide an annual notice to that
consumer under this section.

(d) Delivery. When you are required to
deliver an annual privacy notice by this
section, you must deliver it according to
§573.9.

§573.6
notices.
{a) General rule. The initial, annual,

and revised privacy notices that you
provide under §§573.4, 573.5, 573.8
must include sach of the following
items of information, in addition to any
other information you wish to provide,
that applies to you and to the consumers
to whom you send your privacy notice:

(1} The categories of nonpubﬁc
personal information that you collect;

(2} The categories of nonpublic
personal information that you disclose;

(3) The categories of affiYiates and
nonaffiliated third parties to whom you
disclose nonpublic personal
information, other than those parties to
whom you disclose information under
§§573.14 and 573.15;

(4} The categories of nonpublic
personal information about your former
cuslomers that you disclose and the
categories of affiliates and nonaffiliated
third parties to whom you disclose
nonpublic personal information about
your farmer customers, other than those
parties to whom you disclose

Information to be included privacy

"information under §§ 573.14 and 573.15;

{5) If you disclose nonpublic persunal
information to a nonaffiliated third
party under §573.13 (and no other
exception in §573.14 or 573.15 applies
to that disclosure), a separate statement
of the categories of information you
disclose and the categories of third
parties with whom you have contracted;

{6) An explanation of the consumer’s
right under §573.10(a) to opt out of the
disclosure of nonpublic personal
information to nonaffiliated third
parties, including the method(s) by
which the consumer may exercise that
right at that time;

(7) Any disclosures that you make
under section 603(d)(2)(A)(iii) of the
Fair Credit Reporting Act (15 U.5.C.
1681a(d)(2)(A)(iii}) (that is, notices
regarding the ability to opt out of
disclosures of information among
affiliates); ]

(8) Your policies and practices with
respect to protecting the confidentiality
and security of nonpublic personal
information; and

(9) Any disclosure that you make
under paragraph {b} of this section.

(h) Deseription of nonaffiliated third
parties subject to exceptions. If you
disclose nonpublic personal information
10 third parties as avthorized under
§§573.14 and 573.15, you are not
required to list those exceptions in the
initial or annual privacy notices
required by §§573.4 and 573.5. When
describing the categories with respect to
those parties, you are required to state
only that you make disclosures to other
nonaffiliated third parties as permitted
hy law.

(c) Examples——(1) Categories of
nonpublic personal information that
you collect. You satisty the requirement
to categorize the nonpublic personal
information that you collect if you list
the foilowing categories, as applicable:

(i) Information from the consumer;

{ii) Information about the consumer's
transactions with you or your affiliates;

{iii) Information about the consumer’s
transactions with nonaffiliated third
parties; and

(iv) Information from a consumer
reporting agency.

(2) Categories of nonpublic personal
information you disclose—(i) You
satisfy the requirement to categorize the
nonpublic personal information that
you disclose if you list the categories.
described in paragraph (c)(1) of this
section, as applicable, and a few
examples to illustrate the types of
information in each category.

{ii) If you reserve the right to disclose
all of the nonpublic personal
informaticn about cansumers that you
collect, you may simply state that fact
without describing the categories or
examples of the nonpublic personal
infermation you disclose.

(3) Categories of affiliates and
nonaffiliated third parties to whom you
disclose. You satisty the requirement to
categorize the affiliates and
nonaffiliated third parties to whom you
disclose nenpublic personal information
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if you list the following calegories, as
applicable, and a few examples to
illustrate the types of third parlies in
each category.

(i) Financial service providers;

(ii} Non-financial companies; and

(i11} Others.

(4) Disclosures under exception for
service providers and joint marketers. 1f
you disclose nenpublic personal
information under the exception in
§573.13 to a nonaffiliated third party to
market products or services that you
offer alone or jointly with another
financial institution, you satisfy the
disclosure requirement of paragraph
{a){5) of this seclion if you:

{i) List the categories of nonpublic
personal information you disclose,
using the same categories and examples
you used to meet the requirements of
paragraph {a}(2) of this section, as
applicable; and

ii) State whether the third party is:

{A) A service provider that performs
marketing services on your behalf or on
behalf of you and another financial
institution; or

(B} A financial institution with whom
you have a joint marketin§ agreement.

(8) Simplified notices. 1 you do not
disclose, and do not wish to reserve the
right to disclose, nonpublic personal
information about customers or former
customers to affiliates or nonaffiliated
third parties except as authorized under
§§573.14 and 573.15, you may simply
state that fact, in addition to the
information you must provide under
paragraphs (a)(1), {a)(8), {a)(%), and (b} of
this section.

(8) Confidentiality and security. You
describe your policies and practices
with respect to protecting the
confidentiality and security of
nonpublic personal information if you
do hoth of the following:

(i} Describe in general terms who is
authorized to have access to the
information; and

(ii) State whether you have security
practices and procedures in place to
ensure the confidentiality of the
information in accordance with your
policy. You are not required to describe
technical information about the
safeguards you use.

[d% Short-form initial notice with opt
ot notice for non-customers—({1) You
may satisfy the initial notice

~requirements in §§573.4(a)(2), 573.7(b),
~and 573.7(c) for a consumer who is not
# customer by providing a short-form
i Initial notice at the same time as you
i deliver an opt out notice as required in
§573.7.
(2) A short-form initial notice must:
(i) Be clear and conspicuous;
(i1} State that your privacy notice is
available upon request; and

{iii) Explain a reasonablc means by
which the consumer may obtain that
notice,

(3) You must deliver your short-form
initial notice according to §573.9. You
are not required to deliver your privacy
notice with your short-form initial
notice. You instead may simply provide
the consumer a reasonable means to
oblain your privacy notice. If a
consumer who receives your short-form
notice requests your privacy notice, you
must deliver your privacy notice
according to §573.9.

(4) Examples of obtaining privacy
notice. You provide a reasonable means
by which a consumer may ohtain a copy
of your privacy notice if you:

{i) Provide a toll-free telephone
number that the consumer may call to
request the notice; or

(ii) For & consumer who conducts
business in person at your office,
maintain copies of the notice on hand
that you provide to the consumer
immediately upon request.

(e) Future disclosures. Your notice
may include:

(1} Categories of nonpublic personal
information that you reserve the right to
disclose in the future, but do not
currently disclose; and

(2) Categories of affiliates or
nonaffiliated third parties to whom you
reserve the right in the future to
disclose, but to whom you do not
currently disclose, nonpublic personal
infermation.

(f) Semple clauses. Sample clauses
illustrating some of the notice content
required by this section are included in
appendix A of this part.

§573.7 Form of opt out notice to
consumers; opt out methods.

{a){1) Form of opt out notice. If you
are required to provide an opi cut notice
under § 573.10(a), you must provide a
clear and conspicuous notice to each of
your consumers that accurately explains
the right to opt out under that section.
The notice must state:

() That you disclose or reserve the
right to disclose nonpubiic persenal
information about your consumer to a
nonaffiliated third party;

(ii) That the consumer has the right to
opt out of that disclosure; and

(#i1) A reasonable means by which the
consumer may exercise the opt out
right.

(2) Examples—I(i) Adequate opt out
notice. You provide adequate notice that
the consumer can opt out of the
disclosure of nonpublic personal
information to a nonaffiliated third
party if you:

(A) Identify all of the categories of
nonpublic personal information that

you disclose or reserve the right to
disclose, and all of the categories of
nonafliliated third parties to which you
disclase the information, as described in
§573.6{a)(2} and (3), and state thal the
consumer can opt out of the disclosure
of that information; and

(B} Identify the financial products or
services that the consumer obtains from
you, either singly or jointly, to which
the opt out direction would apply.

{ii) Reasonable opt out means. You
provide a reasonable means to exercise
an opt out right if you:

{A) Designate check-off boxes in a
prominent position on the relevant
forms with the opt out notice;

(B) Include a reply form together with
the opt out notice;

(C) Provide an electronic means to opt
out, such as a form that can be sent via
electronic mail or a process at your weh
site, if the consumer agrees to the
electronic delivery of information; or

{D) Provide a toll-free telephone
number that consumers may call to opt
out.

(iii) Unreasonable opt out means. You
do not provide a reasonable means of
opting out if:

{A) The only means of opting out is
for the consumer to write his or her own
letter to exercise that opt out right; or

(B) The only means of opting out as
described in any notice subsequent to
the initial notice is to use a check-off
box that you provided with the initial
notice but did not include with the
subsequent notice.

{iv) Specific opt out means. You may
require each consumer to opt out
through a specific means, as long as that
means is reasonable for that consumer.

(b} Same form as initial notice
permitted. You may provide the opt out
notice together with or on the same
written or electronic form as the initial
notice you provide in accordance with
§573.4.

{c} Initial notice required when opt
out notice delivered subsequent to
initial notice. If you provide the opt out
notice later than required for the initial
notice in accordance with § 573.4, yon
must also include a copy of the initial
notice with the opt out notice in writing
or, if the consumer agrees,
electronically.

(d) Joint relationships—(1) If two or
more consumers jointly obtain a
financial product or service from you,
you may provide a single opt out notice.
Your opt out notice must explain how
you will treat an opt out direction by a
joint consmmer (as explained in
paragraph (d)(5) of this section}.

{2} Any of the joint consumers may
exercise the right to opt out. You may
either:
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(i) Treat an opt out direction by a joint
consumer as applying to all of the
associated joint consumers; or

(ii) Permit each joint consumer to opt

out separately.

(3) If you permit each joint consumer

to opt out separately, you must permit
one of the joint consumers to opt out on
behalf of all of the joint consumers.

{4} You may not require o/l joint
consumers to opt out before you
implement any opt out direction.

(5) Example. If John and Mary have a
joint checking account with you and
arrange for you to send statements to
John’s address, you may do any of the
following, but you must explain in your
opt out notice which opt out policy you
will follow:

(i) Send a single opt out notice to
John's address, but you must accept an
opt out direction from either John or
Mary.

(ii} Treat an opt out direction by
either John or Mary as applying to the
entire account. If you do so, and John
opts out, you may not require Mary to
opt out as well before implementing
John's opt out direction.

(iii) Permit John and Mary to make
different opt out directions. If you do so:
{A} You must permit John and Mary

to opt out for each other;

(B) If both opt out, you must permit
both to notify you in a single response
(such as on a form or through a
telephone call); and n

(C) If John opts out and Mary daes
not, you may only disclose nonpubiic
personal information about Mary, but
not about John and not about John and
Mary jointly.

(e} Time to cornply with opt out. You
must comply with a consurner’s opt out
direction as soon as reasonably
practicable after you receive it.

(f) Continuing right to opt out. A
consumer may exercise the right to opt
out at any time.

{(g) Duration of consumer’s opt oul
direction—{1) A consumer’s direction to
opt out under this section is cffective
until the consumer revokes it in writing
or, if the consumer agrees,
electronically.

(2) When a customer relationship
terminates, the customer’s opt out
direction continues to apply to the
nonpublic personal information that
you collected during or related to that
relationship. If the individual
subsequently establishes a new .
customer relationship with you, the opt
out direction that applied to the former
relationship does not apply to the new
relationship.

{h) Delivery. When you are required to
deliver an opt out notice by this section,
you must deliver it according to § 573.9.

§573.8 Revised privacy notices.

(a) Genéral rule. Except as otherwise
authorized in this part, you must not,
directly or through any affiliate, disclose
any nonpublic personal information
ahout a consumer 10 a nonaffiliated
third party other than as described in
the initial notice that you provided to
that consumer under § 573.4, unless:

(1) You have provided to the
consumer a clear and conspicuous
revised notice that accurately describes
your policies and practices;

{2) You have provided to the
consumer a new opt out notice;

[3) You have given the consumer a
reasonable opportunity, before you
disclose the information to the
nonaffiliated third party, to opt out of
the disclosure; and

(4) The consumer does not opt out,

(b) Examples—(1} Except as otherwise
permitted by §§573.13, 573.14, and
573,15, you must provide a revised
notice before you:

(i) Disclose a new category of
nonpublic personal information to any
nonaffiliated third party;

{ii) Disclose nonpublic personal
information to a new category of
nonaffiliated third party; or

(iii) Disclose nonpublic personal
information about a former customer to
a nonaffiliated third party, if that former
customer has not had the opportunity to
exercise an opt out right regarding that
disclosure.

{2) A revised notice is not required if
you disclose nonpublic personal
information to a new nonaffiliated third
party that you adequately described in
your prior notice.

{c} Delivery. When you are required to
deliver a revised privacy notice by this
section, you must deliver it according to
§573.9.

§573.9 Delivering privacy and opt out
notices.

{a) How to provide notices. You must
provide any privacy notices and opt out
notices, including short-form initial
notices, that this part requires so that
each consumer can reasonahly be
expected to receive actual notice in
writing or, if the consumer agrees,
electronically.

(b) (1) Examples of reasonable
expectation of actual notice. You may
reasonably expect that a consumer will
receive actual notice if you:

(i) Hand-deliver a printed copy of the
notice to the consumer;

(ii) Mail a printed copy of the notice
to the last known address of the
CONSUINEr;

(iii) For the consumer who conducts
transactions electronically, post the
notice on the electronic site and require

the consumer to acknowledge receipt of
the notice as a necessary step to
obtaining a particular financial product
or service;

(iv) For au isolated transaction with
the consumer, such as an ATM
transaction, post the notice on the ATM
screen and require the consumer to
acknowledge receipt of the notice as a
necessary step to obtaining the

articular financial product or service.

{2} Examples of unreasonable
expectation of ectual notice. You may
not, however, reasonably expect that a
consumer will receive actual notice of
your privacy policies and practices if
you:

(i) Only post a sign in your branch or
office or generally publish
advertisements of your privacy policies
and practices;

(ii} Send the notice via electronic mail
to a consumer who does not obtain a
financial product or service from you
electronically. ' '

{c) z"mnua}Y notices only. You may
reasonably expect that a custormner will
receive actual notice of your annual
privacy notice if:

(1) The customer uses your web site
to access financial products and services
electronically and agrees to receive
notices at the web site, and you post
your current privacy notice
continuously in a clear and conspicuous
manner on the web site; or

{2} The customer has requested that
you refrain from sending any
information regarding the customer
relationship, and your current privacy
notice remains available to the customer
upon request.

(d) Oral description of notice
insufficient. You may not provide any
notice required by this part solely by
orally explaining the notice, either in
person or over the telephone.

{e) Retention or accessibility of notices
for customers—(1) For customers only,
you must provide the initial notice
required by § 573.4(a)(1), the annual
notice required by § 573.5(a), and the
revised notice required by §573.8 so
that the customer can retain them or
obtain them later in writing or, if the
customer agrees, electronically.

{2) Examples of retention or
accessibility. You provide a privacy
notice to the customer so that the
customer can retain it or obtain it later
if you:

{1) Hand-deliver a printed copy of the
notice to the customer;

(ii) Mail.a printed copy of the notice
to the last known address of the
custommer; oT

(iii) Make your current privacy naotice
available on a web site (or a link to
another web site) for the customer who
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obiains a financial product or service
electronically and agrees to roceive the
notice at the web site.

(f) Joint notice with other financial
instifutions, You may provide a joint
notice from you and one or more of your
affiliates or other financial institutions,
as identified in the notice, as long as the
notice is accurate with respect to vou
and the other institutions.

() Joint relationships. f two or more
consumers jointly obtain a financial
product or service from you, vou may
satisfy the initial, annual, and revised
notice requirements of §§ 573.4(a),
573.5(a}, and 573.8{a), respectively, by
providing one notice to those consumers
jointly.

Subpart B—Limits on Disclosures

§573.10 Limits on disclosure of non-
public personal information to nonaffiliated
third parties.

(a)(1) Conditions for disclosure.
Except as otherwise authorized in this
part, you may not, directly or through
any affiliate, disclose any nonpublic
personal information about a consumer
to a nonaffiliated third party unless:

{i) You have provideéjto the
consumer an initial notice as required
under §573.4;

(i1} You have provided to the
consumer an opt out notice as required
in §573.7;

{iii) You have given the consumer a
reasonable opporiunity, before you
disclose the information to the
nonaffiliated third party, to opt out of
the disclosure; and

(iv) The consumer does nat opt out.

(2) Opt out definition. Opt out means
a direction by the consumer that you not
disclase nonpublic personal information
about thai consurner to a nonaffiliated
third party, other than as permitted by
§§573.13, 573.14, and 573.15.

{3) Examples of reasonable
opporiunily to opt out. You provide a
consumer with a reasonable opportunity
to opt out if:

(if)By mail. You mail the notices
required in paragraph (a){1) of this
section to the consumer and allow the
consumer to opt out by mailing a form,
calling a toll-free telephone number, or
any other reasonable means within 30
days from the date you mailed the
notices,

(ii) By electronic means. A customer
opens an on-line account with you and
agrees to receive the notices required in
paragraph (a)(1) of this section
slectronically, and you allow the
zustomer to opt out by any reasonatle
means within 30 days after the date that
the customer acknowledges receipt of
‘he notices in conjunction with opening
‘he account.

(i1} Isolated transaction with
consumer. For an isolated transaction,
such as the purchase of a cashier’s
check by a consumer, vou provide the
consumer with a reasonable opportunity
to apt out if you provide the notices
required in paragraph (a)(1) of this
section at the time of the transaction
and request that the consumer decide,
as a necessary parl of the transaction,
whether to opt out before completing
the transaction.

{b) Application of opt out to all
consumers and all nonpublic personal
information—(1) You must comply with
this section, regardless of whether you
and the consumer have established a
customer relationship.

(2) Unless you comply with this
section, you may not, directly or
through any affiliate, disclose any
nonpublic personal information about a
consumer that you have collected,
regardless of whether you collected it
before or after receiving the direction to
opt out from the consumer.

(c) Partial opt out. You may allow a
consumner 1o select certain nonpublic
personal information or certain
nonaffiliated third parties with respect
to which the consumer wishes to opt
out.

§573.11 Limits on redisclosure and reuse
of information.

{a)(1) Information vou receive under
an exception. If you receive nonpublic
personal information from a
nonaffiliated financial institution under
an exception in §573.14 or 573.15 of
this part, your disclosure and use of that
information is limited as follows:

(i) You may disclose the information
to the affiliates of the financial
institution from which you received the
information;

(ii) You may disclose the information
to your affiliates, but your affiliates may,
in turn, disclose and use the
information only to the extent that you
may disclose and use the information;
and

(iii) You may disclose and use the
information pursuant to an exception in
§573.14 or 573.15 in the ordinary
course of business to carry out the
activity covered by the exception under
which you received the information.

(2} Example. If you receive a customer
list from & nonaffiliated financial
institution in order to provide account
processing services under the exception
in §573.14(a), you may disclose that
information under any exception in
§573.14 or 573.15 in the ordinary
course of business in order to provide
those services. For example, you could
disclose the information in response to
a properly authorized subpoena or to

vour attorneys, accountants, and
auditors. You could not disclose that
information to a third party for
marketing purposes or use that
information for your own marketing
purposes.

(b)(1) Information you receive outside
of an exception. If you receive
nonpublic personal information from a
nonaffiliated financial institution other
than under an exception in § 573.14 or
573.15 of this pari, you may disclose the
information only:

(i) To the affiliates of the financial
institution from which you received the
information;

(ii} To your affiliates, but your
affiliates may, in turn, disclese the
information only to the extent that you
can disclose the information; and

(iii) To any other person, if the
disclosure would be lawful if made
directly to that person by the financial
institution from which you received the
information.

(2} Example. If you obtain a customer
list from a nonaffiliated financial
institution outside of the exceptions in
§573.14 and 573.15: )

(i} You may use that list for your own
purposes; and

(i) You may disclose that list to
another nonaffiliated third party only if
the financial institution from which you
purchased the list could have lawfully
disclosed the list to that third party.
That is, you may disclose the list in
accordance with the privacy policy of
the financial institution from which you
received the list, as limited by the opt
out direction of cach consumer whose
nonpublic personal information you
intend to disclese, and you may disclose
the list in accordance with an exception
in §573.14 or 573.15, such as to your
attorneys or accountants.

(¢) Information you disclose under an
exception. If you disclose nonpublic
personal information to a nonaffiliated
third party under an exception in
§573.14 or 573.15 of this part, the third
party may disclose and use that
information only as follows:

{1) The third party may disclose the
information to your affiliates;

(2) The third party may disclose the
information to its affiliates, but its
affiliates may, in turn, disclose and use
the information only to the extent that
the third party may disclose and use the
information; and

(3) The third party may disclose and
use the information pursuant to an
exception in §573.14 or 573.15 in the
ordinary course of business to carry out
the activity covered by the exception
under which it received the
information.
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(d) Information you disclose outside
of an exception. If you disclose
nonpublic personal information to a
nonaffiliated third party other than
under an exception in §573.14 or
573.15 of this part, the third party may
disclose the information only:

{1) To your affiliates;

(2) To its affiliates, but its affiliates, in
turn, may disciose the information only
io the extent the third party can disclose
the information; and

(3) To any other persomn, if the
disclosure would be lawful if you made
it directly to that person.

§573.12 Limits on sharing account '
number information tor marketing
purposes.

(a) General prohibition on disclosure
of account numbers. You must not,
directly or through an affiliate, disclose,
other than to a consumer reporting
agency, an account numbher or similar
form of access number or access code
for a consumer's credit card account,
deposit account, or transaction account
to any nonaffiliated third party for use
in telemarketing, diregt mail marketing,
or other marketing through electronic
mail to the consumer.

(b) Exceptions. Paragraph (a) of this
section does not apply if you disclose an
account number or similar form of
access number or access code:

{1} To your agent or service provider
solely in order to perform marketing for
your own products or services, as long
as the agent or service provider is not
authorized to directly initiate charges to
the account; or

{2) To a participant in a private label
credit card program or an affinity or
similar program where the participants
in the program are identified to the
customer when the customer enters into
the program.

{cﬁl Examples—(1) Account number.
An account number, or similar form of
access number or access code, does not
inchide a number or code in an
encrypted form, as long as you_ do not
provide the recipient with a means to
decode the number or code.

(2) Transaction account. A
transaction account is an account other
than a depusit account or a credit card
account. A transaction account does not
include an account to which third
parties cannot initiate charges.

Subpart C—Exceplions

§573.13 Exception to opt out
requirements for service providers and joint
marketing.

{a} General rule. (1) The opt out
requirements in §§573.7 and 573.10 do
nat apply when you provide nonpublic
personal information to a nonaffiliated

third party to perform services for vou
or functions on your behalf, if you:

(i) Pravide the initial notice in
accordance with § 573.4; and

(ii] Enter into a contractual agreement
with the third party that prohibits the
third party from disclosing or using the
information other than to carry cul the
purposes for which you disclosed the
information, including use under an
gxception in § 573.14 or 573.15 in the
ordinary course of business to carry out
those purposes.

{2) Example. If you disclose )
nonpublic personal information under
this section to-a financial institution
with which you perform joint
marketing, your contractual agreement
with that institution meets the
requirements of paragraph {a)(1)(ii) of
this section if it prohibits the institution
from disclosing or using the nonpublic
personal information except as
necessary to carry out the joint
marketing or under an exception in
£573.14 or 573.15 in the ordinary
course of business to carry out that joint
marketing.

{b) Service may include joint
marketing. The services a nonaffiliated
third party performs for you under
paragraph (a) of this section may
include marketing of your own products
or services or marketing of financial
products or services offered pursuant to
joint agreements between you and one
or more financial institutions.

(c) Definition of joint agreement. For
purposes of this section, joint agreement
means a written contract pursuant to
which you and one or more financial
institutions jointly offer, endorse, or
sponsor a financial product or service.

§573.14 Exceptians to notice and opt out
requirements for processing and servicing
transactions. .

(a) Exceptions for processing -
transactions at consumer’s request. The
requirements for initial notice in
§573.4(a)(2), for the opt out in §§573.7
and 573.10, and for service providers
and joint marketing in § 573.13 do not
apply if you disclose nonpublic
personal information as necessary to
affect, administer, or enforce a
transaction that a consumer requests or”
authorizes, or in connection with:

(1} Servicing or processing a financial
product or service that a consumer
requests or authorizes;

{2) Maintaining or servicing the
consumer’s account with you, or with
another entity as part of a private label
credit card program or other extension
of credit on behalf of such entity; or

{3) A proposed or actual
securitization, secondary market sale
(including sales of servicing rights), or

similar iransaction related to a
transaction of the consumer.

{b] Necessary to effect, administer, o
enforce a transaction means that the
disclosure is:

(1) Required, or is one of the lawful
or appropriate methods, to enforce your
rights or the rights of other persons
engaged in carrying out the financial
transaction or providing the product or
service; or

(2) Required, or is a usual, appropriate
or acceptable method:

(i) To carry out the transaction or the
product or service business of which the
transaction is a part, and record, service,
or maintain the consumer’s account in
the ordinary course of providing the
financial service or financial product;

{ii) To administer or service bensfits
or claims relating to the transaction or
the product or service business of which
it is a part; '

(iii} Te provide a confirmation,
statement, or other record of the
transaction, or information on the status
or value of the financial service or
financial product to the consumer or the
consumer’s agent or broker;

(iv) To accrue or recognize incentives
or banuses associated with the
transaction that are provided by you or
any other party;

v) To underwrite insurance at the
consumer’s request or for reinsurance
purposes, or for any of the following
purposes as they relate to a consumer’s
insurance: account administration,
reporting, investigating, er preventing
fraud or material misrepresentation,
processing premium payments, '
processing insurance claims,
administering insurance benefits
(including utilization review activities),
participating in research projects, or as
otherwise required or specifically
permitted by Federal or State law;

(vi) In connection with: - -

{A) The authorization, settlement,
billing, processing, clearing,
transferring, reconciling or collection of
amounts charged, debited, or otherwise
paid using a debit, credit, or other
payment card, check, or account
number, or by other payment means;

(B) The transfer of receivables,
accounts, or interests therein; or

(C) The audit of debit, credit, or other
payment information.

§573.15 Other exceptions to notice and
opt out requirements. : :

{a) Exceptions to opt out
requirements. The requirements for
initial notice in § 573.4(a)(2), for the opt
out in §§573.7 and 573.10, and for
service providers and joint marketing in
§573.13 do not apply when you
disclose nonpublic personal
information: :
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(1} With the consent or at the
direction of the consumer, provided thai
the consumer has not revoked the
consent or direction;

i2)(ij To protect the confidentiality nr
security of your records pertaining o
the consumer, servics, product, or
transaction;

(ii) To protect against or prevent
aciual or potential fraud, unauthorized
transactions, claims, or other liability;

(iii) For required institutional risk
control or for resolving consumer
disputes or inquiries:

{iv] To persons holding a legal or
beneficial interest relating to the
CONSUMEr; or

(v) To persons acting in a fiduciary or
representative capacity on hehalf of the
consumer; :

(3) To provide information to
insurance rate advisory organizations,
guaranty funds or agencies, agencies
that are rating you, persons that are
assessing your compliance with
industry standards, and your attorneys,
accountants, and auditors;

(4) To the extent specifically
permitted or required under other
provisions of law and in accordance
with the Right to Financial Privacy Act
0f 1878 (12 U.S.C. 3401 et seq.), to law
enforcement agencies (including a
federal functional regulator, the
Secretary of the Treasury, with respect
te 31 U.S.C. Chapter 53, Subchapter II
(Records and Reports on Monstary
Instruments and Transactions) and 12
11.5.C. Chapter 21 (Financial
Recordkeeping), a State insurance
authority, with respect to any person
domijciled in that insurance authority’s
State that is engaged in providing
insurance, and the Federal Trade
Commission), self-regulatory
organizations, or for an investigation on
a matter related to public safety;

(5){1) To a consumer reporting agency
in accordance with the Fair Credit
Reporting Act (15 U.S.C. 1681 et seq.),
or

(i) From a consumer report reported
by a consumer reporting agency;

(6} In connection with a proposed or
actual sale, merger, transfer, or exchange
of all or a portion of 2 business or
operating unit if the disclosure of
nonpublic personal information
concerns solely consumers of such
business or unit; or

{7)(i) To comply with Federal, State,
or local laws, rules and other applicable
legal requirements;

(ii) To comply with a properly
authorized civil, criminal, or regulatory
investigation, or subpoena or summons
by Federal, State, ur local authorities; or

(iii) To respond to judicial process or
Bovernment regulatory authorities

having jurisdiction over vou for
examination, compiiance, or other
purposes as authorized by law,

{b) Exampies of consent and
revecation of consent. (1) A consumer
may specifically consenl to your
disclosure to a nonaffiliated insurance
company of the fact that the consumer
has applied to you for a mortgage so that
the insurance company can offer
homeowner’s insurance 1o the
consumer,

(2} A consumer may revoke censent
by subsequently exercising the right to
opt out of future disclosures of
nonpublic personal information as
permitted under § 573.7(1).

Subpart D—Relation to Other Laws;
Effective Date

§573.16 Protection of Fair Credit
Reporting Act.

Nothing in this part shall be
construed to modify, limit, or supersede
the operation of the Fair Credit
Reporting Act (15 U.S.C. 1681 et seq.),
and no inference shall be drawn on the
basis of the provisions of this part
regarding whether information is
transaction or experience information
under section 603 of that Act.

§573.17 Relation to State laws.

(a) In general. This part shall not be
construed as superseding, altering, or
affecting any statute, regulation, order,
or interpretation in effect in any State,
except to the extent that such State
statute, regulation, order, or
interpretation is inconsistent with the
provisions of this part, and then only to
the extent of the inconsistency.

(b} Greater protection under State law,
For purpases of this section, a State
statute, regulation, order, or
interpretation is not inconsistent with
the provisions of this part if the
protection such statute, regulation,
order, or interpretation affords any
consumer is greater than the protection
provided under this part, as determined
by the Federal Trade Commission, after
consultation with the OTS, on the
Federal Trade Commission’s own
motion, or upon the petition of any
interested party.

§573.18 Effective date; transition rule.

{a) Effective date. This part is effective
November 13, 2000. In order to provide
sufficient time for you to establish
policies and systems to comply with the
requirements of this part, the OTS has
extended the time for campliance with
this part until July 1, 2001.

(b){1) Notice requirement for
consumers who are your customers on
the compliance date. By July 1, 2001,
you must have provided an initial

notice, as required by §573.4, to
consuimers who are your customers on
July 1, 2001,

(2) Example. You provide an initial
notice to consumers who are your
customers on July 1, 2001, if, by that
date, vou have established a system for
providing an initial notice to all new
customers and have mailed the initial
notice to all your existing customers,

(c) Two-year grandfathering of service
agreements. Until July 1, 2002, a
contract that you have entered into with
a nonaffiliated third party to perform
services for you or functions on your
behalf satisfies the provisions of
§573.13(a}(1)(ii} of this part, even if the
contract does not include a requirement
that the third party maintain the
confidentiality of nonpublic personal
information, as long as you entered into
the contract on or before July 1, 2000.

Appendix A to Part 573—Sample
Clauses

Financial institutions, including a group of
financial holding company affiliates that use
a common privacy notice, may use the
following sample clauses, if the clause is
accurate for each institution that uses the
notice. (Note that disclosure of certain
information, such as assets, income, and
information from a consumer reporting
agency, may give rise to obligations under the
Fair Credit Reporting Act, such as a
requiremnent tc permit a consumer to opt out
of disclosures to affiliates or designation as
& consumer reporting agency if disclosures
are made to nonaffiliated third parties.)

A-1—Categories of information you collect
(all institutions)

You may use this clause, as applicable, to
meet the requirement of § 573.6(a){1) ta
describe the categories of nonpublic personal
information you collect.

Sample Clause A-1:

We collect nonpublic personal information
about you from the following sources:

* Information we receive from you on
applications or other forms:

* Information abeut your transactions with
us, our affiliates, or others; and

= Information we receive from a consumer
reparting agency.

A-2—Categories of information you disclose
(institutions that disclose outside of the
exceptions)

You may use one of these clauses, as
applicable, to meet the requirement of
§573.6(2)(2} to describe the categories of
nonpublic personal information you disclose.
You may use these clauses if you disclase
nonpublic personal information other than as
permitted by the exceptions in §§573.13,
573.14, and 573.15,

Sample Clause A-2, Alternative 1

We may disclose the following kinds of
nonpublic personal information about you:

* Information we receive from you on
applications or other forms, such as Iprovide
Hlustrative examples, such as "your name,
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address, social security n umber, assets, and
income’,

+ Information about your transactions with
us, our affiliates, or others, such as [provide
illustrative examples, such as “your acrount
balance, payment history, parties to
transactions, and credit card usage’]; and

« Information we receive from a consumer
reporting agency, such as [provide illustrative
gxamples,.such as “your creditworthiness
and credit histary”].

Sample Clause A-2, Aliernative 2:

We may disclose all of the information that
we collect, as described |describe Jocation in
the notice, such as “above™ or “below”].

A-3—-Categories of information you disclose
and parties to whom you disclose
(institutions that do not disclose outside of
the exceptions)

You may use this clause, as applicable, to
meet the requirements of §§573.6(a)(2), {3),
and (4) to describe the categories of
nonpublic personal information about
customers and former customers that vou
disclose and the categories of affiliates and
nonaffiliated third parties to whom you
disclose. You may use this clause if you do
not disclose nonpublic personal information
to any party, other than a8 permitted by the
exceptions in §§ 573.14, and 573.15.

Sample Clause A-3:

We do not disclose any nonpublic personal
information about our customers or former

customers t¢ anyone, e)fcept as pem’nitted by '

law.

A-4—Categories of parties to whom ybu
disclose linstitutions that disclose outside of
the exceptions)

You may use this clause, as applicable, to
meet the requirement of §573.6(a)(3} to
describe the categories of affiliates and
nonaffiliated third parties to whom you
disclose nanpublic personal information.
You may use this clause if you disclose
nonpuhlic persopal information other than as
permitted by the exceptions in §§573.13,
573.14, and 573.15, as well as when
permitted by the exceptions in §§573.14, and
573.15. )

Sample Clause A-4: ‘

We may disclose nonpublic personal
information about you to the following types
of third parties: :

« Financial service providurs, such as
[provide illustrative examples, such as
“morigage bankers, securities broker-deulers,
and insurance ogents”};

« Non-financial companies, such as
| provide illustrative examples, such as
‘retailers, direct marketers, airlines, and
pub)ishers”l; and

o Others, such as [provide illustrative
examples, such as “nron-profit
organizations;”].

We may also disclose nonpublic personal
information about you to nonaffiliated third
pariies as permitted by law.

A-5—Service provider/joint marketing
exception - i

You may use one of these clauses, as
applicable, to meet the requirements of
§573.6(a](5) related 1o the exception for
service providers and joint marketers in
§ 573.13. If you disclose nonpublic personal-
information under this exception, you must
describe the categories-of nonpublic personal
information you disclose and the categories
of third parties with whom you have
contracted. . - S

Sample Clause A-5, Alternative 1.

We may disclose the following information
to companies that perform marketing services
on our behalf or to other financial '
institutions with whom we have joint
marketing agreements: '

« Information we receive from you on
applications or other forms, such as {provide .
illustrative examples, such as *'your name,
address, social security number, assets, and -
incame’T; ] L

e Information about your transactions with
us, our affiliates, or athers, such as [provide
ilustrative examples, such as “your account
balance, payment history, parties to
{ransactions, and credit eard usage”l; and

« Information we receive from.a consumer
reporting agency, such as (provide illustrative
examples, such as “your creditworthiness
and credit history”]. )

Sample Clause A-5, Alternative 2:

We may disclose all of the information we
collect, as described [describe location in the
notice, such as “abave” or “below’ to
companies that perform marketing services
on our behalf or to other financial - )
institutions with whom we have joint
marketing agreements. :

A-6--Explanation of opt out right
(institutions that disclose outside of the
exceptions]

You may use this clause, as applicable, 10
meet the requirement of §573.6{a}(6) to
provide an explanation of the consumer’s
right to opt out of the disclosure of nonpublic
persona) infarmation to nonaffiliated third
parlies, including the method(s) by which the
consumer may exercise that right. You may
use this clause if you disclose nonpublic
personal information other than as permitted
by the exceptions in §§ 573.13; 573.14, and
573.15. ’ : '

Sample Clouse A—6:

If you prefer that we not disclose
nonpublic perspnal information about you to
nonaffiliated third parties, you may opt out
of those disclosures, that is, you may direct
15 not to make those disclosures {other than
disclosures permitted by taw). If you-wish to
opt out of disclosures to nonaffiliated third
parties, you may [describe a reasonable
means of opting out, such as “call the
following toll-free riumber: {insert fivmber)}.

A-7—~Confidentiality and security fall
institutions) . o

You may use this clause, as applicable, to
meet the requirement of §573:6{a)(8) to
describe your.policies and practices with
respect o protecting the confidentiality and
security of nonpublic personal information.

Sample Clause A-7: . ‘.

We restrict access to nonpublic personal
information about you to [ provide an
appropriate description, such as “those
employees who need to know that .
information to provide products or services to
you', We maintain physical, electronic, and
procedural safeguards that comply with
federal staridards to' guard your nonpublic
personal information.

Dated; May 10, 2000. :

By the Office of Thrift Supervision.

Ellen Seidman, .

Director. = . T
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